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Q1. How many packets are captured in total? How many packets are displayed?
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Time Destination Protocol Length

23 22.863932500 . » 3 .10.18 ICMP request id=0xca8®,
.866113700 p ¥ g % 2 ! Echa (ping) reply 1d=exca8e,

25 23.865703800 192.168.217.3 192.168.10.18 ICMP 98 Echo

(ping) request id=exca8e, :
26 23.877140000 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply id=exca8e, seq:
27 24.867118400 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request id=0xca88, seq:
28 24.884040300 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply id=exca8p, seq:
33 25.868474600 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request id=8xca8B, seq:
34 25.885356300 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply 1d=Pxcadd, seq:
35 26.869974100 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request id=0xca88®, seq:
36 26.871740900 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply 1d=0xca8e, seq:
37 27.871394700 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request id=0xca8®, seq:
38 27.876164400 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply 1d=0xca8d, seq:
39 28.872176800 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping) request 1d=0xca8®, seq:

40 28.874815200 192.168.10.18 192.168.217.3 ICMP 98 Echo (ping) reply 1d=0xca80, seq

Time Source Destination Protocol  Length Info
3 31.2689631288 feB8::ch74:1461:858.. ffe2::2 ICHMPWE 62 Router Soliecii

Q3. Select an Echo (reply) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

Source: 192.168.10.18
Destination: 192.168.217.3

Sequence number: 1



Response time: 2.181 ms

Ox9cdd
Status

Checksum:
[Checksum

[correct]

Good]

51840 (Oxcasd)
32976 (
(BE): 1 ( )01 )
(LE): 256 (@x0180)

Identifier (BE):
Identifier (LE):
Sequence Number

Sequence Number

Destination Protocol

Length

1 0.000000000 192.168.217.3 192. .217.2 95 Standard query ©xcB8e A content-signa
2 0.000019560 192.168.217.3 192.168.217.2 DNS 95 Standard query 8x3cfd AAAA content-si
3 0.001551260 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xcO80 Refuse
4 0.001561760 192.168.217.2 192.168.217.3 DNS 54 Standard query response 8x3cf4 Refuse
5 5.002047960 192.168.217.3 192.168.217.2 DNS 95 Standard query 8x4478 A content-signa
6 5.002074660 192.168.217.3 192.168.217.2 DNS 95 Standard query Ox9979 AAAA content-si
7 5.006261800 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x4478 Refuse
8 5.006269600 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x9979 Refuse
9 10.006699600 192.168.217.3 192.168.217.2 DNS 95 Standard query ©x4478 A content-signa
10 10.006718900 192.168.217.3 192.168.217.2 DNS 95 Standard query ©x9979 AAAA content-si
11 16.008374800 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x4478 Refuse
12 10.008382400 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x9979 Refuse
13 15.010200300 192.168.217.3 192.168.217.2 DNS 95 Standard query 0x5688 A content-signa
14 15.010215900 192.168.217.3 192.168.217.2 DNS 95 Standard auerv ©x116a AAAA content-si

Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is
the source IP and port number, destination IP and port number? Please express in the format:
IP:port.

Source IP: 192.168.217.3/port: 40122
Destination: 192.168.217.2/port: 53

Data
» Domain Nar

v User

ystem ( ry)
Transaction ID: Ox3cf4

v Flags: 0x0100 Standard query
Questions: 1

Q6. Find the corresponding DNS response to the query you selected at the previous step, and
what is the source IP and port number, destination IP and port number? What is the message
replied from the DNS server?



Source IP: 192.168.217.2/port: 53

Destination: 192.168.217.3/port: 40122

Source Address

D inat - :
v User Da i ocol, Src Port: 53, Dst Port:
~ Domain Name Sys (response)

Transaction 1D: Oxc@80

Flags: 0x8105 Standard query response, Refused
Questions: ©

ANSWer b

Task B: Sniff LAN traffic
e Internal Kali: Set Mirroring mode to “Destination” in the “Port Mirroring”

<ali - Internal Warkstation “ 4 p B

% Hardware

unautharized virtual machines pretending ko be roukers.,
!ﬂ" Add Hardware

[] Enable rauter advertisement guard

3 Firmware

Bioat From File
W securicy Protected nebwork,

Secure Boot disabled Move this virtual machine to another cluster node if a network disconnection is
Wil Memory detected.

3072 ME Prokected nebwark

# [ Processor
2 Wirtual processors

= &l scsl Controller
[+

Part mirraring

Port mirroring allows the network traffic of a wirtual machine to be monitored by

= Hard Drive copying incoming and oukgoing packets and Forwarding the copies bo another

kali-linu-2023, 4-hypery-amdé. . wirkwal machine configured for manitaring.
= [E] Metwork Adapker

Privatel: Mo-Host-Connectivity (... Mirroring mode: Destination -
Hardware Acceleration
Advanced Features MIC Teaming
L Mebwork Adapter ou can establish MIC Teaming in the guest operating system to aggregate

shareTokaliInkernalwiorkstation bandwidth and provide redundancy. This is useful if keaming is not configured in



e Ubuntu Kali: Set Mirroring mode to “Source” in the “Port Mirroring”

Ubuntu 2204-64-bit

~

% Hardware

!ﬂ’ Add Hardware
[ BIos
Biook From CO

. Security
Key Storage Drive disabled

Wl remory
2045 MB

+ n Processar
1 wirtual processor

=1 [ 10E Controller 0
+ o Hard Drive

B 1DE Contraller 1
=] @ Mekwork Adapter

Hardware Accelaration

Advanced Features

# U Metwork Adapter
ShareTolbuntug4-bit

Ubuntul §04-64-bit-cl1-000, .

Privatel: Mo-Host-Conneckivity. .

~

4 r | D

pretending to be DHCP servers,
[] Enable DHZP guard

Router guard
Router quard drops router advertisement and redivection messages from
unauthorized virtual machines pretending to be routers,

[] Enable router advertisement guard

Protected netwaork
Maove this virtual machine to anather cluster node if a netwark disconnection is
detected,

Protected netwark

Part mirearing
Port riirraring allows the netwark traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and Forwarding the copies to another
wirtual machine configured For monitaring.

Mirroring mode: Source e

e External Kali: Set Mirroring mode to “Source” in the “Port Mirroring”

Attacker Kali - External Waorkstation

R

# Hardware

E} Add Hardware

T Firmweare
Bk From File

' Security

Secure Book disabled

Wl Memory
3072 MEB

+ n Processor
Z Mirtual processors

=1 &l scs1 Controller
+| o Hard Drive

=l EII] Metwork Adapker

Hardware Acceleration

kali-linuzx-2023 . 4-hyperw-amdé. ..

Privates: Mo-host-Connectivity (v...

| ]

unauthorized virkual machines pretending ko be routers,

[[] Enable router advertisement guard

Protected network
Mowe this virtual machine to another cluster node if a network, disconnection is
detected.

Protected network,

Park mikroring

Port mirroring allows the network traffic of a wirtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
wirtual machine configured Far monitoring.

Mirroring mode: Source b

MIC Teamina

1. Sniff ICMP traffic (10 + 10 = 20 points)



a. Apply proper display or capture filter in Wireshark on Internal Kali VM to

show active ICMP traffic.

L —"] — R

Time Source Destination Protocol Length

1 0.000000000 192.168. 192.166.10.13 ICMP request
2 0.000039400 - (ping) reply
3 9.998370100 gl el e B Al AU B ol ICMP 98 Echo (ping) request
4 8.998403900 192.168.10.13 192.168.217.3 ICMP 98 Echo (ping) reply
5 2.002751060 192.168.217.3 192.168.10.13 ICMP 98 Echo (ping) reguest
6 2.002790100 192.168.10.13 192.168.217.3 ICMP 98 Echo (ping) reply
7 2.999967900 192.168.217.3 192.168.19.13 ICMP 98 Echo (ping) request
8 2.999999400 192.168.10.13 192.168.217.3 ICMP 98 Echo (ping) reply
9 4.002106800 192.168.217.3 192.168.18.13 ICMP 98 Echo (ping) request
10 4.802151700 192.168.10.13 192.168.217.3 ICMP 98 Echo (ping) reply
11 5.803740900 192.168.217.3 192.168.168.13 ICMP 98 Echo (ping) request
12 5.803777600 192.168.10.13 192.168.217.3 ICMP 98 Echo (ping) reply
13 6.618238700 192.168.217.3 192.168.18.13 ICMP 98 Echo (ping) request
14 6.010274360 192.168.10.13 Al Al bl £ ICMP 98 Echo (ping) reply
15 7.019716560 192.168.217.3 192.168.10.13 ICMP 98 Echo (ping) request
Akl A200 & A G oioo e

id
id
id
id
id
id
id
id
id
id
id
id
id
id
id

=@xdie2,
=@xdie2,
=@xdie2,
=exdie2,
=exdie2,
—exdie2,
—exdliez,
—exdliez,
=exdlie2,
=exdlie2,
=exdie2,
=exdie2,
=exdie2,
=oxdie2,
=oxdie2,

5eq=119/30464,
56q=119/30464,
5eq=120/30720,
5eq=120/30720,
5eq=121/30976,
5eq=121/30976,
seq=122/31232,
seq=122/31232,
seq=123/31488,
seq=123/31488,
seq=124/31744,
seq=124/31744,
seq=125/32000,
5eq=125/32000,
5eq=126/32256,

b. Apply a proper display or capture filter on the internal Kali VM that ONLY

displays the ICMP request that originated from the external Kali VM and goes to

the Ubuntu 64-bit VM.

Protocol Length
0.000000000
1.003138500
2.008360400
3.009557400
4.009084600
5.014022800
6.014398600
7.014824700
8.018518800
9.0821681000
10.622861800
11.027620600
12.038960900
13.028875600
14.046652000
q q

request
request
request
request
request
request
request
request
request
request
request
request
request
request
request

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

.168.217.
.168.217.
.168.217.
.168.217.
.168.217.
.168.217.
.168.217.
.168.217.
.168.217.
.168.217.
-168.217.
.168.217.

bo
[e]¢] 5d 48

captured (784 bits) on in

» Frame 1: 98 byt 15

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)

id=0x3347,
1d=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
id=0x3347,
b= ] A
Be 15

5d 40 57 29

s5eq=33/8448,
seq=34/8704,
5eq=35/8960,
5eq=36/9216,
5eq=37/9472,
seq=38/9728,
seq=39/9984,
seq=40/10240,
seq=41/10496,
seq=42/10752,
seq=43/11008,
seq=44/11264,
seq=45/11520,
seq=46/11776,
seq=47/12032,

ea= ]

20 45

tt1=63
tt1=63

tt1=63
tt1=63
tt1=63
tt1=63
tt1=63
tt1=63
tt1=63
tt1=63

0e

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to use

(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply
(reply

External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu VM]. The

(reply in 2)
(request in 1)
(reply in 4)

(request in 3)
(reply in 6)

(request in 5)
(reply in 8)

(request in 7)
(reply in 18)
(request in 9)
(reply in 12)
(request in 11)
(reply in 14)

(request in 13)
(reply in 16)




username for the FTP server is student, and the password is password. You can follow the steps

below to access the FTP server.

b. Unfortunately, Internal Kali, the attacker, is also sniffing into the communication. Therefore,

all of your communication is exposed to the attacker. Now, you need to find out the password

used by External Kali to access the FTP server from the intercepted traffic on Internal Kali. You

need to take a screenshot and explain how you found the password

Time

Source

.142107500 192.168.
.626014200

.626619400
383 90.823949200 192.168.
384 90.835316200 192.168.
386 90.838296300 192.168.
387 90.839263200 192.168.
388 90.841124100 192.168.
389 90.843040400 192.168.
.843048000
.843234600

217.3
10.18
217.3
10.18
217.3
10.18

Destination

1925

192.
192.
192.
192.
192.
192.

168.

168.
168.
168.
168.
168.
168.

217.3

10.18
217.3
10.18
217.3
10.18
217.3

Protocol Length Info

FTP

FTP
FTP
FTP
FTP
FTP
FTP

86 Response:

80 Request:

100 Response:

81 Request:

89 Response:

72 Request:

85 Response:

72 Request:

81 Response:
87 Response:
110 Response:

(VSFTPd 3.0.5)

USER student
331
PASS password

230 Login successful.

SYST
215 UNIX Type: L8
FEAT

211-Features:
EPRT
PASV

Please specify the password.

c. After you successfully find the username & password from the FTP traffic, repeat the

previous step (2.a), and use your MIDAS ID as the username and UIN as the password to re-

access the FTP server from External Kali. Although External Kali may not access the FTP server,

you need to intercept the packets containing these “secrets” from the attacker VM, which is

Internal Kali.

1127 261.
1179 2V1.
1265 292.
1267 292.
1367 316.
1381 320.

496928500
769158900
555357100
556482900
943934100
154735300

192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

10.18
10.18
217.3
10.18
217.3
10.18

192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

217.3
217.3
10.18
21.7.3
10.18
217.3

FTP
FTP
FTP
FTP
FTP
FTP

80 Response:
86 Response:

81 Request:

100 Response:

81 Request:

88 Response:

221
220
USER
331
PASS
530

Goodbye.

(vsFTPd 3.0.5)

ataboBe3

Please specify the password.
01242988

Login incorrect.



