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6 Ubuntu 64-bit - VMware Workstation
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Kah - Internal Workstation #!/bin/bash
pFsense - Firewall 64-bit #echo "Enter your midas:
Attacker Kali - External Workstation #read midas
Windows 7 Workstation midas=tatta )
curr_date=S(date +"Xy.%m.%d-%H.%M.%S")
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Windows Server 2008 R2 164 echo "Current date is: Scurr_date
'zb"?"ff“' tar_file='/var/backups/'$midas-Scurr_date'.tar
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tar -cvf Star_file /home/Alice
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gzip Star_file

#mv Star_file /var/backups/

To return to your computer, press Ctri+Al
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Kali - Internal Workstation E ntu:~$ vi labie.sh

pFsense - Firewall 64-bit cy 1@ub $ chmod +x lab1e.sh

Attacker Kali - External Workstation cyse301@ubuntu:~$ sudo ./labie.sh

tar: Removing leading /' from member names
/home/Alice/

/home/Alice/.bashrc

/home /Alice/.bash_logout

/home /Alice/.profil
/home/Alice/examples.desktop
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| untu: sudo rm /var/backups/tatta
cannot remove '/var/backups/tatta-22.04. o such file or directo
1@ubur sudo rm /var/backups/tatta-22.04.02-18.13.12.tar.gz
1@ubuntu: 1s /var/backups
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To return to your computer, press Ctri+Al
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cyse301@ubuntu: ~

cy 1@ubur :~$ sudo ./ .sh

tar: Removing leading /' member names
/home /Alice/

/home /Alice/.bashrc

/home /Alice/.bash_logout

/home /Alice/.profile

/home /Alice/examples.desktop
cyse301@ubuntu:~$ sudo crontab -e

no crontab for root - using an empty one
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Select an edito To change later, run 'select-editor'.
1. /bin/ed
2. /bin/nano --- easiest

3. Jusr/bin/vin.tiny

Choose 1-3 H
No modification made
cyse301@ubuntu:~$ 1s /var/backups
alternatives.tar.e group.bak
apt.extended_states.® dpkg.statoverride.® gshado
dpkg.arch.e
dpkg.status.o

dpkg.diversions.0
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To return to your computer, press Ctri+Alt. R
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GNU nano 2.7.4 File: /tmp/crontab.fnkigY/crontab Modified
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Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

ws

For example, vy can run a backup of all your user accounts

at 5 a.m every week with:

® 5 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

m h dom mon dow command

*/3 * * * * /home/tatta/lab10.s
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To return to your computer, press Ctri+Al
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To return to your computer, press Ctri+ Al
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cyse301@ubuntu: ~
dpkg.status.o

diversions.®

1@ubuntu:~$ sudo crontab -e
no crontab for root - using an empty one
No modification made

$ ls /var/backu
ternatives.tar.0

apt.extended_state
dpkg.arch.e

dpkg.statoverride.®

dpkg.stat
dpkg.diversions.®
b $ sudo crontab -R
crontab: invalid option ‘R
crontab: usage erro unrecognized option
usage: crontab [-u user] file
crontab [ -uuser J [ -1 ] { -e | -1 |
(default operation is replace,
3 (edit user's crontab)
-1 (list user's crontab)
-r (delete user's crontab)
- (prompt before deleting user
e301@ubuntu:~$§ sudo cront
crontab for root
o1 :

Windows XP Professional DVWA-YM

shadow. bak

group.bak
gshadow. bak
passwd. bak
shadow.bak

rontab)




Description

First | started by adding Alice as a user with a shell script that backs up her home
directory.

After | used the VI editor to create the script by creating a tar file in the /var/backups file
that included Alice’s home directory along with a filename that included the time and my
midas.

| compressed it using the gzip compression algorithm.

Then I used the “.” command as well as crontab to run the script, I then removed it and
added it again.

After that | quit the Crontab.



