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Terminal

My Computer
CVSE
Kali - Internal Workstation
pFsense - Firewall 64-bit
Attacker Kali - External Workstation
Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
3 Ubuntu 64-bit

DVWA-VM

se301@ub
PID TTY
2267 pts/e
2320 pts/e
1@ub

top - 18:10:34 up 9 min, 1 user, load average: .02, .17, 0.15
Tasks: 231 total, 1 running, 230 sleeping, © stopped, © zombie
%Cpu(s): 0.3 us, 6.3 sy, 0.0 ni, 99.3 id, 0.6 wa, 0.0 hi, 0.0 si, 0.0 st

Ubuntu1804-64-bit B Mem : 4025456 total, 2565244 free, 719924 used, 740288 buff/cache
= [ ECE-MsiM B Swap: 969960 total, 969960 free, © used. 3055724 avail Mem

SEED-Ubuntu20.04

SEEDUbuntu16.04

PID USER PR NI VIRT RES SHR S %CPU XMEM TIME+ COMMAND

1074 root rd) © 392452 72148 29536 1.0 1.8 )3.59 Xorg

2023 cyse3o1l 20 © 1330868 159016 78296 0 3.51 compiz

2101 cyse3ol 20 931124 48264 36728 .56 nautilus

2259 cyse3o1 20 754812 36368 29044 S .63 gnome-ter+

2400 cyse301 20 51408 3856 3064 .63 top
root 2 139540 7328 5364 systend
root . 0 0 0 kthreadd
root kworker /6+
root kworker /0+
root ksoftirqd+
root rcu_sched

Kali - ECE-MSIM 470-570

Metasploitable2-Linux

Windows 7 - ECE/MSIM 470/570

Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

~

h cooo0000QQ
PO WWW

AN yomAIB

To return to your computer, press Ctri+Alt. Z
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ARy Windows Server 2008 R2 x64 + Ubuntu 64-bit Windows 7 - ECE/MSIM 470/570 Windows XP - ECE/MSIM 470/, Windows XP Professional SEED4b... i
Terminal
My Computer ~
’CVS: cyse301@ubuntu: ~

Kali - Internal Workstation Help for Interactive Commands - procps-ng 3.3.12

pFoanze - Firewell 64-bit Cumulative mode Off. &B& Delay 3.0 secs; Secure mode Off.
Attacker Kali - External Workstation
Global: 'Z' colors; 'B' bold; 'E'/'e' summary/task memory scale
Toggle Summary: 'l' load avg; 't' task/cpu stats; 'm' memory info
Toggle: '@' zeros; '1/2/3' cpus or numa node view ‘I' Irix mode
Fields: 'f'/'F' add/remove/order/sort; 'X' increase fixed-width

Windows 7 Workstation

Windows XP Professional

Windows Server 2008 R2 x64
3 Ubuntu 64-bit

DVWA-VM 'L'/'&' find/again; Move sort column: '<'/'>' left/right
Ubuntu1804-64-bit 3 5 'R' Sort; 'H' Threads; 'V' Forest view; '3J' Num justify

= [] ECE-MSIM S 4 : 'c' Cmnd name/lin ‘L' Idle; 'S' Time; 'J' Str justify
SEED-Ubuntu20.04 . highlights: 'x' sort field; 'y' running tasks
SEEDUbuntu16.04 o ggle: 'z' color/mono; 'b' bold/reverse (only if 'x' 'y")
Kali - ECE-MSIM 470-570 Cell i | by: 'u'/'U' effective/any user; 'o'/'0' other criteria
Metasploitable2-Linux 0 : 'n'/'#' max tasks displayed; Show: Ctrl+'0' other filter(s)
Windows 7 - ECE/MSIM 470/570 . Toggle scroll coordinates msg for: up,down,left,right, home,end
Windows XP - ECE/MSIM 470/570

Shared VMs (Deprecated) 2 Manipulate tasks: 'k' kill; renice

set update interval

Write configuration file 'W'; Inspect other output 'Y'

Quit
( commands shown with require a visible task display window )
or '?' for help with Windows,
or <Esc> to continue
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To return to your computer, press Ctri+Alt.
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Calculator
My Computer
CYSE
Kali - Internal Workstation
pFsense - Firewall 64-bit
Attacker Kali - External Workstation

cyse301 216168

cyse301

root : ). .10 kworker/u+
root vmtoolsd
root kworker /
cyse3ol 467768 bamfdaemon
cyse301 931124 nautilus
root 0 139540 systend

Windows 7 Workstation

Windows XP Professional

Windows Server 2008 R2 x64
» Ubuntu 64-bit

DVWA-VM

oNN~NON

h root kthreadd
Ubuntu1804-64-bit root .0 kworker /6+

- ECE-MSIM root .0 kworker /0+
SEED-Ubuntu20.04 root .0 ksoftirqd+
SEEDUbuntu16.04 root .0 rcu_sched
Kali - ECE-MSIM 470-570 root .0 rcu_bh

Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570

Shared VMs (Deprecated)

e3 calculator &

cys
(1]
cyse301@ubuntu:~$ |
** (gnome-calculator:2592): WARNING **: currency.vala:459: Couldn't download INF |
imf.org”: Name or service not known

curl s
Calculator

.vala:459: Couldn't download ECB
": Name or service not kn

”
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To return to your computer, press Ctri+Alt.
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Library x

Windows XP - ECE/MSIM 470/, Windows XP Professional DVWAYM

My Computer
CYSE s s
Kali - Internal Workstation cy ) u $ gnome-calculator &
pFsense - Firewall 64-bit ]
Attacker Kali - External Workstation 3 X
Windows 7 Workstation PID TTY S COMMAND

cyse301@ubuntu: ~

Windows XP Professional 1578 ? S © /lib/systemd/systend --user
Windows Server 2008 R2 x64 1579 ? 0:00 (sd-pam)

3 Ubuntu 64-bit 1585 ? si Jusr/bin/gnome-keyring-daemon --daemonize --login
DVWA-VM 1591 s /bin/sh Jusr/lib/gnome-session/run-systemd-session u
Ubuntu1804-64-bit 1622 s Jusr/bin/dbus-daemon session address=systend

! s

1695
1712
1724

Jusr/bin/ssh-agent /usr/bin/im-launch /usr/lib/gnome

Jusr/bin/ibus-daemon --daemonize --xim --address uni

Jusr/1ib/gvfs/gvfs

Jusr/1ib/gvfs/gvfsd-fuse /run/user/10600/gvfs -f -0 b

Jusr/1ib/ibus/ibus-dconf

Jusr/lib/ibus/ibus-ui-gtk3

Jusr/lib/ibus/ibus-x11 kill-daemon

Jusr/1ib/ibus/ibus-engine-simple
:00 systemctl --user start --wait ubuntu-session.target
:00 /usr/lib/x86_64-1linux-gnu/indicator-bluetooth/indica
:00 Jusr/lib/x86_64-1inux-gnu/indicator-keyboard/indicat
:00 Jusr/lib/unity-settings-daemon/unity-settings-daemon
:00 /usr/lib/x86_64-1inux-gnu/indicator-session/indicato
:00 Jusr/1ib/x86_64-1inux-gnu/indicator-messages/indicat
AR Jusr/11h/xRA Aa-linux-anu/indicatar-nrintecc/indicat

= [ ECE-MsIM
SEED-Ubuntu20.04
SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570

Shared VMs (Deprecated)
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My Computer
CvsE
Kali - Internal Workstation
pFsense - Firewall 64-bit
Attacker Kali - External Workstation
Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
3 Ubuntu 64-bit
DVWA-VM
Ubuntu1804-64-bit
= ECE-MSIM
SEED-Ubuntu20.04
SEEDUbuntu16.04
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To return to your computer, press Ctri+Alt.
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B Ubuntu 64-bit - VMware Workstation

File Edit View VM Tabs Help

Library

My Computer
Cvse
Kah - Internal Workstation
pFsense - Firewall 64-bit
Attacker Kali - External Workstation
Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
Ubuntu 64-bit
DVWA-VM
Ubuntu1804-64-bit
= ECE-MSIM
SEED-Ubuntu20.04
SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)
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To return to your computer, press Ctri+Alt.
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Terminal

AN omAS

cyse301@ubuntu: ~
1Qub
Terminate

WU piuLess tuunu

$ killall gnome-calculator
gnome-calculator

kthreadd
kworker /0:0H
ksoftirqd/e
rcu_sched
rcu_bh
migration/e
lru-add-drain
watchdog/e
cpuhp/@
cpuhp/1
watchdog/1
migration/1
ksoftirqd/1
kworker /1:0H
kdevtmpfs
netns
khungtaskd
oom_reaper

bt

Windows 7 - ECEMSIM 470/570 Windows XP - ECE/MSIM 470/.. Windows XP Professional DVWA-YM SEEDUbUNtU16.04

3 B @) 7:23PM

S wget https://go.skype.com/skypeforlinux-64.deb
-2022-04-28 19:14:52-- https://go.skype.com/skypeforlinux-64.deb
Resolving go.skype.com (go.skype.com)... Name or service not known
unable to resolve host address ‘go ype.com
1 :~$ sudo apt install ./skypeforlinux-64.deb
password for cyse301:
Reading package lists Done
Unsupported file kypeforlinux-64.deb given on commandli
$ sudo cp /etc/apt/sources.list /etc/apt/sources.list.bk
$ cat /etc/apt/sources.list
# deb cdrom:[Ubuntu 17.84 _Zesty Zapus_ Release amd64 (20170412)]/ zesty main
restricted

# See http://help.ubuntu.com/community/UpgradeNotes for how to upgrade to
# newer versions of the distribution.

deb http://us.archive.ubuntu.com/ubuntu/ zesty main restricted

# deb-src http://us.archive.ubuntu.com/ubuntu/ zesty main restricted

## Major bug fix updates produced after the final release of the
## distribution.
deb http:/ archi
# deb-src http://

ubuntu.com/ubuntu
.archive.ubuntu.com/ubuntu/

updates main restricted
y-updates main restricted
## N.B. software from this

repository is ENTIRELY UNSUPPORTED by the Ubuntu
P
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My Computer

Cvse o cyse301@ubuntu: ~
Kali - Internal Workstation deb-src http://security.ubuntu.com/ubuntu zesty-security multiverse B
pFsense - Firewall 64-bit c jubuntu:~$ cat /etc/apt/sources.list.bk e

Attacker Kali - External Workstation
Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64

» Ubuntu 84-bit
DVWA-VM
Ubuntu1804-64-bit

deb cdrom:[Ubuntu 17.04 _Zesty Zapus_ - Release amd64 (20176412)]/ zesty main
estricted

# newer versions of the distribution.
deb http://us.archive.ubuntu.com/ubuntu/ zesty main restricted
# deb-src http://us.archive.ubuntu.com/ubuntu/ zesty main restricted

E See http://help.ubuntu.com/community/UpgradeNotes for how to upgrade to

33 ECE-MSI ##% Major bug fix updates produced after the final release of the
SEED-Ubuntu20.04 ## distribution.
SEEDUbuntu16.04 o, [deb http://us.archive.ubuntu.com/ubuntu/ zesty-updates main restricted
Kali - ECE-MSIM 470-570 o # deb-src http:/ .archive.ubuntu.com/ubuntu/ zesty-updates main restricted
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570 ##% N.B. software from this repository is ENTIRELY UNSUPPORTED by the Ubuntu
Windows XP - ECE/MSIM 470/570 PP z: team. Also, please note that software in universe WILL NOT receive any

Shared VMs (Deprecated) ## review or updates from the Ubuntu security team.

deb http://us.archive.ubuntu.com/ubuntu/ zesty universe
# deb-src http://us.archive.ubuntu.com/ubuntu/ zesty universe
6 deb http://us.archi ubuntu.com/ubuntu/ zesty-updates universe

# deb-src http://us.archive.ubuntu.com/ubuntu/ zesty-updates universe

## N.B. software from this repository is ENTIR

To return to your computer, press Ctri+Alt.
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My Computer

CYsE cyse301@ubuntu: ~
Kaki - Intemal Workstation # deb-src http://security.ubuntu.com/ubuntu zesty-security multiverse
psense - Firewall 64-bit c 1@ub $ sudo cp /dev/null Jetc/apt/sources.list
Attacker Kali - External Workstation & $ sudo apt-get install joe
Windows 7 Workstation Reading package lists... Done
Windows XP Professional Building dependency tree
Windows Server 2008 R2 x64 Reading ?[ot(‘ \rrxfotmt\on.,. _Done
E: Unable to locate package joe
2 Uiok 4Bk s sudo cp /etc/apt/sources.list.bk /etc/apt/sources.list
OVWA-YM $ sudo apt-get install joe
Ubiuntu1804-54-b Reading package lists... Done
= [ ECE-MsiM Building dependency tree
SEED-Ubuntu20.04 Reading state information... Done
SEEDUbuntu16.04 The following NEW packages will be installed:
Kali - ECE-MSIM 470-570 joe
Metasploitable2-Linux © upgraded, 1 newly installed, © to remove and 240 not upgraded.
Windows 7 - ECE/MSIM 470/570 Need to get 496 kB of archives
Windows XP - ECE/MSIM 470/570 " After this operation, 2,068 kB of additional disk space will be used.
Shared VMs (Deprecated) Err:1 http://us.archive.ubuntu.com/ubuntu zesty/universe amd64 joe amd64 4.4-1

Could not resolve 'us.archive.ubuntu.com'
E: Falled to fetch http://us.archive.ubuntu.com/ubuntu/pool/universe/j/joe/joe_4
.4-1_amd64.deb Could not resolve 'us.archive.ubuntu.com’'
E: Unable to fetch some archives, maybe run apt-get update or try with --fix-mis
sing?
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To return to your computer, press Ctri+Alt.
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My Computer ~ ”

CYSE
Kah - Internal Workstation

cyse301@ubuntu: ~
sin
cyse301@ubuntu:~$ sl
The program 'sl' is currently not installed. You can install it by typing:
sudo apt install sl
cyse301@ubuntu:~$ sudo apt-get install cowsay
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
cowsay-off
Suggested packages:
filters
The following NEW packages will be installed:
cowsay cowsay-off
© upgraded, 2 newly installed, © to remove and 240 not upgraded.
Need to get 21.7 kB of archives.
After this operation, 112 kB of additional disk space will be used.
Do you want to continue? [Y/n]
Ign:1 http://us.archive.ubuntu.com/ubuntu zesty/universe amd64 cowsay all 3.03+d
fsg2-3
Ign:2 http://us.archive.ubuntu.com/ubuntu zesty/universe amd64 cowsay-off all 3.
03+dfsg2-3
Err:1 http://us.archive.ubuntu.com/ubuntu zesty/universe 1386 cowsay all 3.03+df

sg2-3

pFsense - Firewall 64-bit
Attacker Kali - External Workstation
Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
» Ubuntu 64-bit
DVWA-VM
Ubuntu1804-64-bit
= [] ECE-MSIM

SEED-Ubuntu20.04
SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570

Shared VMs (Deprecated)
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To return to your computer, press Ctrl+Alt
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cyse301@ubuntu: ~ 3 B @) 74a3Pm
cowsay-off
Suggested packages:
filters
The following NEW packages will be installed:
cowsay cowsay-off
0 upgraded, 2 newly installed, © to remove and 240 not upgraded.
Need to get 21.7 kB of archives.
After this operation, 112 kB of additional disk space will be used.
Do you want to continue? [Y/n] Y
http://us.archive.ubuntu.com/ubuntu zesty/universe amd64 cowsay all 3.03+dfsg2-3
.archive.ubuntu.com/ubuntu zesty/universe amd64 cowsay-off all 3.03+dfsg2-3
Err:1 http://us.archive.ubuntu.com/ubuntu zesty/universe 1386 cowsay all 3.03+dfsg2-3
Could not resolve 'us.archive.ubuntu.com'
Err:2 http://us.archive.ubuntu.com/ubuntu zesty/universe 1386 cowsay-off all 3.03+dfsg2-3
Could not resolve 'us.archive.ubuntu.com'
E: Falled to fetch http://us.archive.ubuntu.com/ubuntu/pool/universe/c/cowsay/cowsay_3.03+dfsg2-3_all.deb
Could not resolve 'us.archive.ubuntu.com
Falled to fetch http://us.archive.ubuntu.com/ubuntu/pool/universe/c/cowsay/cowsay-off_3.03+dfsg2-3_all
.deb Could not resolve 'us.archive.ubuntu.com'
E: Unable to fetch some archives, maybe run apt-get update or try with --f missing?
cy 01@ubunt S cowsay -b Hello World
The program 'cowsay' is currently not installed. You can install it by typing
sudo apt install cowsay
cyse301@ubuntu:~$ sudo apt-get install cmatrix
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
cmatrix-xfont
«The following NEW packages will be installed:
cmatrix
© upgraded, 1 newly installed, © to remove and 240 not upgraded.
Need to get 15.8 kB of archives.
After this operation, 50.2 kB of additional disk space will be used
Err:1 http://us.archive.ubuntu.com/ubuntu zesty/universe amd64 cmatrix amd64 1.2a-5build2
Could not resolve 'us.archive.ubuntu.com'
E: Failed to fetch http://us.archive.ubuntu.com/ubuntu/pool/universe/c/cmatrix/cmatrix_1.2a-5build2_amd64
.deb Could not resolve 'us.archive.ubuntu.con'
E: Unable to fetch some archives, maybe run apt-get update or try with --fix-missing?
cyse301@ubuntu:~$ cmatrix
The program 'cmatrix' is currently not installed. You can install it by typing
sudo apt install cmatrix

My Computer
CYSE
Kali - Internal Workstation
pFsense - Firewall 64-bit
Attacker Kali - External Workstation
Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
3 Ubuntu 64-bit
DVWA-YM
Ubuntu1804-64-bit
= [ ECE-MsIM

SEED-Ubuntu20.04
SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 4

Shared VMs (Deprecated)

19081

©f

To return to your computer, press Ctri+ Al
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Description

| used the ps command to show the processes that are currently running then used
the top command to display all the processes.

Click h to display the help command then preesed on q to quit.

| executed the gnome calculator program in the background while im running a
program with the ps command then | used the killall command to end it.

Then I used ps -A command to list all running processes.

| opened the terminal in VMware and installed the skype Debian add on however
because | have VMware and not Ubuntu VM it does not actually download.
Created a backup file for the sources.list named sources.list.bk in the Linux
system.

Then I deleted everything in the file and downloaded the package “joe” using the
sudo apt install I was not able to until I recovered it then redownload.

Finally I installed and played the sl and cowsay commands then finally the matrix
command.



