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TASK A

Q1. How many packets are captured in total? How many packets are displayed?
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Length: 4,262 bytes
Format: Wireshark/... - pcapng
Encapsulation: Ethernet

Time

2023-02-0616:59:04
2023-02-0616:59:24
00:00:20

Last packet:
Elapsed:

Capture

Hardware: Intel(R) Xeon(R) Silver 4114 CPU @ 2.20GHz (with SSE4.2)
0s: Linux 4.19.0-kalil-amd64
Application: Dumpcap (Wireshark) 2.6.10 (Git v2.6.10 packaged as 2.6.10-1)

Interfaces

Interface
eth0

Statistil

Measurement Displayed

Packets 36 (100.0%)
Time spa|

W g 18

Average packet size, B 78

Bytes 2806 (100.0%)

Average bytes(s 140
Average bitsfs 1121

Dropped packets
0 (0 %)

Capture filter
none

Link type
Ethernet

262144 bytes

Captured Marked

Capture file comments
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aﬂ Hyper-V Manager

Packet size limit

E3 ~| Expression...
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.d—Bx0958, seq
d=-0x0958, seq=7
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A 2.debian.pool
AAAA 2.debian.p
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Here, I opened the WireShark Capture File Properties which shows there were 36
packets captured and 36 packets displayed in the ethO interface.



TASK A (CONTINUED)

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous
step Q1.

% B8 Attacker Kali - Externsl Workstation on CY301-ABARADDS - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 nwf O B
Applications ~ Places ¥+ M Wireshark = Mon 17:09
Wireshark - Capture File Properties - ethO
File Edit View Go Details

O @ = e O T VW TG 30T G U T 2 U U Ol 0 0 LIS T ¥ DO T o Iy
4 UJ Length: 4,262 bytes : k
+

W licmp Format: Wireshark/... - pcapng | %] v_\ Expression...
. 1 | Encapsulation: Ethernet F
Time
12.4399522 | Time ld=0x0958, seq=2
12.455898% d=0x8958, seqg=2
13.4413222 | First packet: 2023-02-06 16:59:04 ld=0x0958,
. 4542003 | Last packet: 2023-02-06 16:59:24 d=0x0958,
. 4426438 Elapsed: 00:00:20 d=0xB8958,
.A4670686 d=6x8958,
.4446458 | Capture d=0x0958,
.4480725 d=0x8958,
.4490914 | Hardware: Intel(R) Xeon(R) Silver 4114 CPU @ 2.20GHz (with SSE4.2) d=0x8958,

0S: Linux 4.19.0-kalil-amd64

Application: Dumpcap (Wireshark) 2.6.10 (Git v2.6.10 packaged as 2.6.10-1)

1
+ Frame 30: 98 byti
- Ethernet II, Src{ |nterfaces
» Destination: M
v Source: Micros{ | Interface Dropped packets  Capture filter Link type Packet size limit
Type: IPv4 (0x{ | eth0 0(0 %) none Ethernet 262144 bytes

- Internet Control| Statistics —
Type: 0 (E
Code: @ Measurement Captured Displayed
Checksum: @x Packets 36 14 (38.9%)
[Checksum Statw 20018 5,026
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0808 00 15 5d 40 | | Average packet size, B 78 98
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36 37 :
Capture file comments

‘_:[3_;-& pFsense - Firewall 6... 1';_: Attacker Kali - Exter... % Hyper-V Manager

Here, I applied the “icmp” display filter in the search bar. The capture file
properties with the ICMP display filter show that there were 36 captured packets
and 14 packets displayed in the eth0 interface.



TASK A (CONTINUED)

Q3. Select an Echo (replay) message from the list. What are the source and
destination IPs of this

packet? What are the sequence number and the size of the data? What is the
response time?

Attacker Kali - External Workstation on CY301-ABARADDS - Virtual Machine Connection
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Wire 27 15.444645800
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I selected the 20™ packet which is a reply message from the list. This packet has a
source IP of 192.168.10.10 and a destination IP of 192.168.217.3.



TASK A (CONTINUED)

Q3. (Continued) Select an Echo (replay) message from the list.
packet? What are the sequence number and the size of the data? What is the
response time?

% B3 Attacker Kali - External Workstation on CY301-ABARADDS - Virtual Machine Connection

File Action Media Clipboard View Help
D@0 | nwfkod i
Applications ¥ Places v ® Wireshark ~ Mon17:16 [1] 1) O~
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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E3I=0 ~| Expression..

Source Destination Protocal Length Info

439952200 192.168. 192.168.10.10 ICMP 98 Echo request 1d=0x0958, seq=2

455898100 192.168. 192.168.217.3 ICMP 98 Echo reply  1d=0x@958,

441322200 192.168. 192.168.16.10 ICMP 98 Echo request 1d=0x@958,

454200200 .168. .168. ; 98 Echo 1d=0x8958
21 14.442643800 192.168. .168. 98 Echo request 1d=0x0958,
22 14,446706600 192.168. .168. 98 Echo reply  1d=0x@958,
27 15.444645800 192,168, .168. 98 Echo request 1d=0x@958,
28 15.448672500 192.168. .168. 98 Echo reply  id=0x@958,
29 16,449991000 192.168. .168. 98 Echo request 1d=0x0958,
30 16.462581200 192,168, .168. 98 Echo reply  id=0x8958,

[Checksum Status: Good]
Identifier (BE): 2392 (©x0958)
= . 22

Sequence number (BE): 3 (0x8003)

equence number (LE): 768 (0xB300)

[Request Trame: 19.

[Response time: 12.878 ms]

Timestamp from icmp Oata: Feb 6, 2023 16:59:17.000000000 EST
imestamp from icmp data (relative): ©.856311600 seconds]

DataT 92defroUo0er0000101112131415161718191alblcidlelf. ..
[Length: 48]

SR 40 57 05 00 5d 46 57 1f 08
41 c8 60 82 c0 a8 TA---?
08 00 82 03 35 78 X - Bx-c
92 de 00 16 11
18 19 1f 20 21 " 44%
28 29 2f 30 31 &'()*+,- /012345
67
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Here, from the 20" packet which is a reply message, the Sequence Number (BE) is 3
(0x0003), and the sequence number (LE) is 768 (0x0300.) The data is 48 bytes. The
response time is 12.878 ms.




TASK A (CONTINUED)

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

l‘? Attacker Kali - External Workstation on CY307-ABARADDS - Virtual Machine Connection
File ~Action Media Clipboard View Help
2@0 uwfod =4
Applications ¥  Places * M Wireshark ~ Mon17:17

Wireshark - Capture File Properties - ethO

File Edit View Go | o .

Am 1@ D Fie - OMINION

|id dns Name: ftmpfwireshark_eth0_20230206165901_KMWbUK.pcapng 4 ‘ Expression

No. Time 1 Length: 4,262 bytes I l E R S I T Y

3 0.0030025¢ Format: Wireshark/... - pcapng le Bx3d83 Refuse
4 0.00302658 Encapsulation: Ethernet e 0x2bBa Refuse
5 5.00384628 A 0.debian.pool

g Time AAAA B.debian.p

) e 0x3d83 Refuse
First packet: 2023-02-06 16:59:04 & Bx2bBa Refise

Last packet: 2023-02-0616:59:24 A 1.debian.pool

Elapsed: 00:00:20 AAAA 1.debian.p
e Oxe4b5 Refuse

14 10. 007944 LI ‘& Bx36bb Refuse
]

Frame 14: 54 byti Hardware: Intel{R) Xeon(R) Silver 4114 CPU @ 2.20GHz (with SSE4.2)
Ethernet II, srci OS: Linux 4.19.0-kalil-amd64
Internet Protoco] Application: Dumpcap (Wireshark) 2.6.10 (Git v2.6.10 packaged as 2.6.10-1)
giee .... = Ve
. 8101 = Hei [nterfaces

- Differentiated : ; T
0000 0o, = | Interface Dropped packets ~ Capture filter Link type Packet size limit

covy .88 =4 | ethD 0(0 %) none Ethernet 262144 bytes
Total Length:
Identification
= Flags: 0x0000

Statistics

Measurement Captured Displaved Marked
Packets 36 20 (55.6%) —

09 1520 81 Timespans 20.018 20,018 -

do 83 0@ 35 | Averagepps 18 1.0 —

00 00 00 00 | Average packetsize, B 78 68 —
Bytes 2806 1350 (48.1%) 0
Averaqge bytes/s 140 67 —

Capture file comments
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EEN’ pFsense - Firewall ... .ﬁ“ Attacker Kali - Exter... Fh Hyper-V Manager ~ Tl dg 27672023

Here, I applied “dns” in the search bar as a display filter in Wireshark. Using
Wireshark capture file properties, it shows that 36 packets are captured and 20
packets are displayed with the DNS filter applied.



TASK A (CONTINUED)
Q5. Find a DNS query packet. What is the domain name this host is trying to
resolve? What is the
source |IP and port number, destination IP and port number? Please express in the
format: IP:port.

= l? Attacker Kali - External Workstation on CY307-ABARAQDY - Virtual Machine Connection
File Action Media Clipboard View Help
@O nmn o g
Applications *  Places ¥ ® Wireshark ~ Mon17:19

*eth0 “ 'E!!:!!i’

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AB 1@ DRE QA +s owsJ=Eaaal OMINION
|ﬁ|dns [X] l Exprekion.. | +
Time Source Destination Protocol Length Info Addanexpressiontothedisplayﬁlter.| _. E R S l T Y

.080000ERE  192.168. 192.168.217. DNS 81 standard 8x3d83 A 0.debian.pool
81 Standard quer)
54 Standard response @x3d83 Refuse
54 Standard response 8x2bBa Refuse
81 Standard Bx3d83 A 0.debian.pool
81 Standard Bx2b8a AAAA B.debian.p
54 Standard response @x3d83 Refuse
54 Standard response @x2b8a Refuse
81 Standard Bxe4b5 A 1.debian.pool
81 Standard 0x96bb AAAA 1.debian.p
b

.003002500  192.
.003026500  192.
.be3846200  192.
.003855800 192.
.be5787760 192,
.085797680 192,
11 10.004405600 192.
12 10.e04414700 192.

L W RO R ) L R o IR o
PP M MW R M

Source: 192.168.217.3
Destination: 192.168.217.2 °
+ User Datagram Protocol, Src Port: 49868, Dst Port: 53
~ Domain Name System (query)
Transaction ID: ©x2b8a
» Flags: 0x0180 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: ©
» Queries
[Response In: 4]

0000 00 15 5d 40 57 1f TG CEEIACS 08 00 45 80 [T E

43 cb 43 48 88 40 11 3c 6f cb a8 d9 @3 cP a8 c-ce-@ <

B2 c2 cc 6@ 35 00 2f 33 98 2b 8a 91 80 @0 61 5./ 3.4

00 08 00 0O 00 01 30 66 64 65 62 69 61 Ge 04 0 -debian
6f 6f 6c B3 6e 74 70 03 6f 72 67 80 @0 1c @@ pool-ntp -org

Here, I selected the 2™ packet which is a standard query packet. The domain name
that the host is trying to resolve is 0x2b8a. The source IP and source port is
192.168.217.3 : 49868. The destination IP and dst port is 168.192.217.2 : 53.



