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TASK A: LINUX PASSWORD CRACKING

1. 5 points. Create two groups, one is cyse301s23, and the other is your ODU Midas
1D (for example
pjiang). Then display the corresponding group IDs
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For this step, I used the command “groupadd” to add my two groups of cyse301s23 and
abara. Then, I used the command “tail /etc/group to display the group IDs. Cyse301s23
had a group ID of 1001 and abara had a group ID of 1002.
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TASK A: LINUX PASSWORD CRACKING

2. Create and assign three users to each group. Display related UID and GID
information of

each user.
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For this step, I used the command useradd (username) -g (usergroup). I created three
users, Thor, Iron_Man, and Captain_America and placed them into the cyse301s23
group. Then I created another three users, Black Widow, Hawkeye, and Vision and
placed them into the abara group. Then, I used the command tail /etc/passwd to view all
users’ UID and GID.
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TASK A: LINUX PASSWORD CRACKING

3. 5 points. Choose six new passwords, from easy to hard, and assign them to the
users you created

You need to show me the password you selected in your report, and DO NOT use
your real-world

passwords
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I created passwords that have increasing complexity. For the Thor user, I set the password to 4321.

Iron Man, I chose 43211234. For Captain_America, I chose the password Odu@1234!. For the

other group of users in abara, | also created passwords with increasing complexity. For
Black Widow, I chose the password dogs. For the Hawkeye user, I chose the password dogsandcat.
Lastly, for Vision, I chose Dog@1234!.




TASK A: LINUX PASSWORD CRACKING

4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-
HASH” (for example

pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST
crack at least

Recycle Bin

B3 Kali - Internal Workstation on CV301-ABARADDS - Virtual Machine Connection

File Action Media Clipbeard View Help
d}° Ba @O nw ko &

Applications ~ Places ¥ [ Terminal = Sat 01:12 e & ) O~

a - MNessus Info
Nmap - utils_6.8-2+b1
Zenmap GUI _amdb64.deb

root@CS2APenTest: ~
- File Edit View Search Terminal Help

BB pFsens
File A
- < VMshare

FreeBSD- 0 abara-HASH --wordlils ockyou. txt

Hicrosof
salts (sha5l2crypt, crypt(3) $6% [SHAS
w2 Welc
ation count) is 5000 for all loaded hashes
WAN (wa OpenMP thr
LaN (la @ q' or Ctrl-C t rt, almost any other key for status
(Black widow)

Enter an
Status: Rul

o g @ By rypervMonoger P pFsense - Firewall 6. 981 Kali - Intemal Work...

For this task, I viewed the /etc/shadow file to view the passwords of all of the users. I copied and pasted the
password hashes of all users into a file named abara-HASH by using “gedit abara-HASH.” I followed the correct
commands to copy rockyou.txt to use a dictionary attack in John the Ripper. Once I copied this to my home
directory, I used john abara-HASH —wordlists=rockyou.txt to create a dictionary attack using John the Ripper to
crack the user’s passwords. After running the exploit for a small amount of time, John the Ripper was able to
crack the password of user, Black Widow with the password of dogs.




TASK B: WINDOWS PASSWORD CRACKING

1. 5 points. Display the password hashes by using the “hashdump” command in the
meterpreter
shell.
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For this task, I logged into the Window’s 7 VM and used the control panel to create a list of three users with
selected passwords. I created the user Thor with password 123123, user Captain_America with password 1sarjose,
and user Hawkeye with password academic. Then, I created a reverse TCP connection from Internal Kali to
Windows 7 VM with admin privilege. I created a shell and used “net user TryHackMe password123 /add then
“net localgroup administrators TryHackMe /add to add myself to the group of administrators. Then I used
“hashdump” command to display the password hashes of the users I created.




