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You need to configure the system to allow three users to perform the shared folder actions. Please submit
the screenshot for all the steps in a word or pdf file

Task A: Get accounts and groups ready (70 points)

Step 1. Create three groups- employee, payroll, and admin. (You may refer to the slides under Module 2 -
Group Management)

Step 2. Create three user accounts with a specified home directory for Sophia, Olivia, and Emma. Set the

primary group for Sophia, Olivia, and Emma to "employee", "payroll", and "admin", respectively.

And change their login shell to /bin/bash. Don't forget to set their passwords.

Step 3. Create a shared group called "your_midas" (replace it with your MIDAS name) and set this shared
group as the above accounts' secondary group. After this step, remember to check each user's group

profile.

Step 4. Create a directory named /home/cyse_project, which is to be owned by the “your_midas” group

which is a shared group). After this step, remember to check the permission of this shared directory.

Step 5. Change the permissions of the /home/cyse_project directory to "rwxrwx---" using the octal method
so that only the project group members have access to this directory. After this step, remember to check

the permission of this shared directory.

Step 6. Switch to Sophia's account. Change the default permissions using octal method with umask
command, to "rw-r-----" for Sophia when she creates a file or directory. Check the value of umask, and

permission of a new file after this step.
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Step 7. Create a new file called "Sophia_homework" in the home directory of Sophia and put your name
in the file as content. After this step, remember to check the content and the permission of the new file.

(Is -1 Sophia_homework)

Step 8. Copy "Sophia_homework" to the /home/cyse_project directory. After this step, remember to

check the permission of the file in the shared directory.

Step 9. Switch to Emma's account. Try to read "Sophia_homework" in the /home/cyse_project Directory.

Step 10. Exit out of Emma’s account and Sophia’s account.

Task B: Set SGID permission (15 points)

Step 1. Switch to root or the regular user’s account. To allow group members to access the files shared
in the shared directory, you need to fix the sharing issue by setting the correct SGID group values to
/home/cyse_project directory.

Step 2. Switch to Sophia's account. Copy "Sophia_homework" to the /home/cyse_project directory as
"Sophia_homework2".

Step 3. Switch to Emma's account. Try to read "Sophia_ homework2" in the /home/cyse_project directory.

Task C: Unset SGID permissions (15 points)

Step 1. Switch to root the regular user’s account. To disallow group members to access the files in the
shared folder, you need to fix the sharing issue by setting the correct SGID group values to
/home/cyse_project directory to remove the group user read permission.

Step 2. Switch to Sophia's account. Copy "Sophia_homework" to the /home/cyse_project directory as
"Sophia_homework3".
Step 3. Switch to Olivia's account. Try to read "Sophia_home3" in the /home/cyse_project directory.
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Extra credit: Sticky Bit (10 points)

Step 1. Switch to Olivia’ account. Delete “Sophia_ homework" in the /home/cyse_project directory. Step
2. Switch to root account. Set the sticky bit permission, to make files can only be removed by the owner
of the file.

Step 3. Switch to Olivia’ account. Try to delete “Sophia_ homework3" in the /home/cyse_project directory.

Can you delete it this time? Why?
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Step A2: Creating user accounts with home directories

sudo useradd -m Sophia

sudo useradd -m 0livia

sudo useradd -m Emma

Step A2: Setting primary group & changing login shell

sudo usermod -g employee Sophia

sudo usermod -g pauroll 0livia

sudo usermod -g admin Emma

sudo usermod -s Shinsbash Sophia

sudo usermod -s Shinsdbash 0livia

sudo usermod -s Sbinsbash Emma

Step A2: Setting passwords

Sophia’s pw: Apple

Olivia’s pw: Orange

Emma’s pw: Banana
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wd Sophia

‘d updated succ

sswd Olivia

ord:

_uﬁdated SUCC

wd Emma

o
updated su

sudo groupadd amclaBa?
sudo usermod -aG amcla sophia
sudo usermod -aG amclaga? 0livia

sudo usermod -aG amclaBay Emma

hia
ophial gid=1863(employee) groups=18agiemployee), 1614 (amclada7)

livia
r0livia) gid= paurolly groups (payrolly, 1614 (amclagay)

id Emma
Jid=1@1a{Emma) gid=1616{admin) groups=1616{admin), 1614 {amclaga?)

Step A4:
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sudo mkdir shomescuse_project

sudo chown :amcl /home/cyse_project

sudo chmod 778 shomescyse_project

oct 12 1

su - Sophia
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Step A7:

echo "Awva McLaughlin' » ~/Sophia_homework

cat "/Sophia_homework
HUa HEL__”hliﬂ

ls -1 Sophia_homework
-P-r- - - 1 Sophia employee 15 Oct 12 26:19 Sophia_homewark

Step A8:

cp Sophia_homework shomescyse_project

1z -1 Ahomes :_project /Sophia_homewark

Fl-r----- 1 Sophia employee 15 Oct 12 5, Jse_projectssophia_homework

Step A9:

=l - Emma

ali Linux, you likely
tall =sup Learn how:

21 _|-_||_|_|. kali.orgsc

Step A10: Commands: exit > exit
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Step B1:

sudo chmod g
[zudo] password for ava-mc

Step B2:

su - LDph11

' you likely
want to 1 -
# https:/Auww.kali.orgsc troubles hDD+lH ommon-minimum-setups

cp Sophia_homework shomescyse_projectsSophia_homeworkz

Step B3:
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su - Er||r||—1
e from kali developers)
This iz a minimal lﬂ1+1llﬂ+lnﬂ of Kali LlHHH you likely
want to 1""1'—111 SL IR
# https - omman-minimum-setups

Shiom

Jhia

e from Kali developers)

This is a mlHlmdl lH_leld+lHH of +dll LlHH you likely
want to ins SN0 _
b s ald.or LPOUDLES .": ommon-minimum-setups

cp Sophia_homework shomescyse_projectsSophia_homeworks

Step C3: I’'m sorry, | can’t figure out why Olivia can still view it. | understand | will have points taken off.
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- Olivia

cali Linux, wou likely
. Learn how:
oubleshoot ingscommon-minimum-setups

Oct 12 22:82

rm Shomescuse_project /s lhia_thEMDrP
m: rEMOVE Write- protected regular file 'shomescuse_projectsSophia_homework '? o

Extra credit step 2: Commands used to return to regular user: exit > exit

sudo chmod +t shomescyse_project

Extra credit step 3: | cannot delete it this time because the Sticky Bit only allows the owner of a

file/directory/the root to delete it.
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