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Whatis Social Engingering? 000 000«
O0O000OO0
00O - O . Social Engineering is the act of manipulating people into
O 8 8 Og 8 revealing confidential information or performing unsafe

actions. Attackers often exploit human behavior instead of
technical vulnerabilities to compromise cybersecurity.
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Social Engineering is effective because
attackers design tactics based on
predictable behaviors. o 0000000
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PSycnological Factors

Common behaviors that attackers exploit through
social engineering include...

Trust

People trust familiar or official-looking sources.

Curiosity

People are tempted by curiosity & rewards.

Fear

Fear causes panic about negative consequences.

Urgency

Urgency leads to rushed, unplanned decisions.
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__o Social Engineering Tactics

Many types of social engneering 00000
attacks target different psychological 0000 OO

factors. O00 000000
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ofe Phishing
o D ‘
OO O Attackers fake emalls, texts, or
OC O phone cals to trick people into
) revealing information or clicking
O on malicious finks.
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Quid Pro Quo

Attackers offer a service
in exchange for sensitive
information.

Social Engineering Tactics

Common social engineering attacks include...

@@0000
Pretexting

Attackers create a fake

story or identity to gain

the trust of a targeted
victim.

00000
scareware

Attackers pressure
victims into downloading
malware with fake
security threats.

Q00000
Baiting

Attackers offer (
something tempting to C
get victims to perform 8 O
unsafe actions. DO
OO0
O0000O0 O OO
. O 0O«
Watering Hole Attacks oo o«
O
Attackers infect a resource O OC

that a targeted group

frequently accesses.
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Real-World Examples

Social engineering is extremely common
& can happen to anyone.

(=1-1

of cyberattacks rely on
social engineering.
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Real-World Examples

Some recent cyberattacks driven by social engineering include...

2023 2026

OO OO0OO0OO00OO

O

i MGM Cyberattack ~ $25M Deepfake Scam ClickFix $286M Drift Hack

: © 8 O The Scattered Spider A Hong Kong finance Fake CAPTCHAS A North Korean

000 group vished the IT help professional was embedded on group used long-term

O O desk of MGM Resorts deceived by deepfake legitimate websites. social engineering to
50 by impersonating an Impersonators on a The most common gain insider access &

employee, resulting in @ conference call into initial access method steal $285M from
$100M loss. transferring $25M. for attackers in 2025. Drift Protocol.
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Mitigation
olrategies

Cybersecurity systems must account for human
capabilities & limitations in their design.
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Mitigation Strategies

Proposed strategies for mitigating social engineering risks include... 00000000
Employes Training & Awarengss Implementing Multi-Factor Authentication
Helps employees recognize & resist tactics. Creates an extra layer of protection.
Regular Security ASSessments & Pengtration Testing Incident Response Planning
Identifies vulnerabilties before they're exploited. Lessens damages & quickens recovery.
Developing Clear Security Policies Phisning Simulation EXercises
Defines acceptable behaviors and procedures. Tests awareness without real risks.
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THANK'YOU!

Does anyone have
any questions?
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