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Time Source Destination Protocol _Length Info

75 44.327600400 s 2 DNS 95 Standard query Ox8d33 AAAA content-signature-2.cdn.mozilla.
76 44.328435000 .168.217. .217. 54 Standard query response 0x57b Refused
77 44.328447500 i % .168. 54 Standard query response 9x8d33 Refused
78 47.486651800 : 5 .217, 87 Standard query 0x11b8 A safebrowsing.googleapis.com
79 47.486682700 - 5 5 87 Standard query 0xfe71 AAAA safebrowsing.googleapis.com
80 47.488254700 .168. 54 Standard query response 9x11b8 Refused
81 47.488267500 i 3 S 54 Standard query response 8xfe71 Refused
82 49.330367600 192 .3 e 95 Standard query 0x857b A content-signature-2.cdn.mozilla.net
83 49.330395460 192 217.3 .217.2 95 Standard query 6x8d33 AAAA content-signature-2.cdn.mozilla.net
84 49.331421000 . 6 54 Standard query response 0x857b Refused
85 49.331826900 ; ; . 3 54 Standard query response 0x8d33 Refused
86 52.490389700 : X .217. 87 Standard query 0x11b8 A safebrowsing.googleapis.com
87 52.490417160 . : . 87 Standard query 0xf@71 AAAA safebrowsing.googleapis.com
88 52.493573300 . . .168. 54 Standard query response 8x11b8 Refused

192.16 54 Standard query response 8xfe71 Refused
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on in 0 57 38 00

7:27 (00:15:5d:40:57:27), 2 0 0
on 4, Src: 192 1 Dst: 192.168.10.18

age Protocol

® L wireshark_ethOACTY22.pcapng Packets: 91 - Displayed: 91(100.0%) - Dropped: Profile: Default
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Timy Source Destination Protocol Length Info
©.000000000  192.168.217.3 ICMP 98 Echo (ping) request

6.015324900  192.168.10 .168. 2 Echo (ping) reply

1.062232100  192.168.217.3 . C Cl Echo (ping) request 5 q=2/512, tt1=64 (reply in 6)
1.005460100 168.160. .168. Echo (ping) reply  id=ex546e, seq=2/512, tt1=63 (request in 5)
2.004435800 .168.217. .168.10. Echo (ping) request id=ex546e, seq=3/768, tt1=64 (reply in 8)
2.019169100 168.16. .168. Echo (ping) reply  id=ex546e, seq=3/768, tt1=63 (request in 7)
3.006105500 168 = 3 Echo (ping) request x546e, seq=4/1024, tt1=64 (reply in 10)
3.023613500 2.168 2.168.217.3 Echo (ping) reply  id=ex546e, seq=4/1024, tt1=63 (request in
4.087536900  192.168.217.3 .168.10 g 98 Echo (ping) request 1d=6x546e, seq=5/1280, tt1=64 (reply in 12)
4.815477100 .168 92.168.217. Echo (ping) reply  id=0x546e, seq=5/1280, tt1=63 (request in
5.009901300 .168.217. .168.10. Echo (ping) request id=0x546e, seq=6/1536, tt1=64 (reply in 15)
5.015172400 .168.10. : X Echo (ping) reply  id=ex546e, seq=6/1536, tt1=63 (request in
6.011486100 168.217. .168.10 Echo (ping) request X546, /1792, tt1=64 (reply in 19)
6.014443700 2.168 2.168.217.3 cl Echo reply  id=0x546e, seq=7/1792, tt1=63 (request in
7.813411500 .217. 92. 0 1CHP Echo (ping) request id=0x546e, Seq=8/2048, tt1=64 (reply in 21)

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on in 0 5 3 5 5d 46 57 27 08 00
Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:40:57:27), : Microsoft 00 & 2 0 a8 d9 a
Internet Protocol Version 4, Src: .168. : 192.168.10.18 a 12 08 0 6 0 € 83 c9 67 00 80
Internet Control Me: Protocol 30 98 16 11 12 13 14 15
2122 23
31323

‘ »
® E Intemet Control Message Protocol: Protocol Packets: 91- Displayed: 20 (22.0%) - Dropped: 0 (0.0%) | Profile: Defdult
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No. Time Source Destination Protocol Length Info
26 28.154437300 192.168.217.3 192.168.217.2 DNS 88 Standard query 8x1c55 A contile,services.mozilla.com
27 26.154464600 192.168.217.3 192.168.217.2 Standard query 6x1598 AAAA contile.services.mozilla.com
28 28.155881800 192.168.217.2 Standard query response 9x1cSS Refused
29 28.155897500 192.168.217.2 Standard query response 0x1590 Refused
30 28.384349400 192.168.217.3 Standard query 8x5c41 A spocs.getpocket.com
31 28.384375600 192.168.217.3 Standard query 8x8e@7 AAAA spocs.getpocket.com
32 28.385759200 192.168.217.2 Standard query response 6x5c41 Refused
33 28.385772000 192.168.217.2 Standard query response 6x8e7 Refused
4 33.166741400 192.168.217. Standard query 8x1c55 A contile.services.mozilla.com
35 33.166770700 192.168.217. .217.2 Standard query 8x1590 AAAA contile.services.mozilla.
36 33.169134100 192.168.217. .217.3 Standard query response 6x1c55 Refused
37 33.169153800 192.168.217. .217.3 standard query response 8x1599 Refused
38 33.387675000 192.168.217. .168.217.2 standard query 8x5c41 A spocs.getpocket.com
39 33.387704200 192.168.217. .168.217.2 Standard query 8x8e@7 AAAA spocs.getpocket.com
40 33.388752700 192.168.217. .168.217.3 Standard query response 8x5ca1 Refused
Frame 26: 88 bytes on wire 15 5d 08 ¢ ae
Ethernet II, Src: Microsoft_46 5d:4€ ;. 9b 40 1 ¢ a8
Destination: Microsoft_46 3 2 de 6 35 06 5 01 63 U
Source: Microsoft_40:57:2 6 5d:40:57:27 06 6e 74 69 6c 65 08 73 -c ontile-s
Typ I 90) 76 6f 7a 69 6c 6c 61 03  ervices. mozilla:
Internet Protocol Version 4, 192.168.217 63 6f 6d com
User Datagram Protocol, Sr¢ 56935, Dst
Domain Name System (query)

Packets: 91- Displaved: 64 (70.3%) - Dropped: 0 (0.0%) | Profile: Default
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R dns
No.

i 1
29 28.155897560 192.168.217.2
30 28.384349400 192.168.217.3
31 28.384375600 192.168.217.3
32 28.385759200 192.168.217.2
33 28.385772000 192.168.217.2

34 33.166741400
35 33.166770760
36 33.169134100
37 33.169153800
38 33.387675000
39 33.387704200
48 33.388752700

Frame 28: 54 bytes
Ethernet IT, Src
Internet Protocol V
User Datagram Protc
Domain Name System
Transaction ID:
» Flags: 6;

n: RRs

Authorit:

[Tine

PartB

192.168.217.3
192.168.217.3
192.168.217.2
192.168.217.2
192.168.217.3
192.168.217.3
192.168.217.2

on wire (432 bits)

Microsoft_4:57:38 (0
192.168.217.2, D:
col, Src Port: 53, Dst Port: 56935

ersion 4, Src:

(response)

8105 Standard query

Destination Protocol _Length I
NS 88

1)
192.168.217.3
192.168.217.2
192.168.217.
192.168.217.
192.168.217.
192.168.217.
192.168.
192.168.
192.168.
192.168.
192.168

54 bytes captured (432 bit

) on i
8), Dst: Microsoft
192.168.217.3

5:50:40.
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O GEE

No.: 26 Time: 28.154437300 - Source: 192.168.217.3- Destination: 192.168.217.2. Protocol: DNS - Length: 88. nfo: Sta
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OHelp

Packets: 91- Displaved: 64 (70.3%) - Dropped: 0 (0.0%) | Profile: Default
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 AOA® cREBR a2« >0 «>»r@E 1

N icmp| B - +
No. Time u Destination Protocol _Length Info =
11 5.0214112600 5 ICHP 98 Echo (ping)
.621424800 .168.10 g 5 » 98 Echo (ping)
.895791900 98 Echo (ping)
Checkpolnts 095804700 98 Echo (ping)

.023173200
.023186100 98 Echo (ping)
033995200 92.168.217.3 § 98 Echo (ping)
.034008200 98 Echo (ping)
.035161900 98 Echo (ping)
.035176900 98 Echo_(ping)

B Kab-InemalVorks:
» Now

» Frame 1: 98 bytes on wire (7 8 byl ¢ 4 00 15 5d 40 57 29 €8
» Ethernet II, Src: Microsoft_46:57:29 ( 5 ] e Se cO a8 d9
» Internet Protocol Version 4, Src: o d1 52 0 01 Oc a8 c9

[ internet Control Message Protocol 00 00 b 0 € € 0 11 12

21 22
2f 30 31 32

Kali - Internal Workstation
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Destination
92.168.217.3
.18

No. Time Source
6 2.026773700  192.168. 98 Echo (ping) reply
7 3.007190000  192.168 98 Echo (ping) request
8 3.020904100 192.168 - 98 (ping) reply
9 4.018113900  192.168.217 .168.10. 98 (ping) request
10 4.018127200 192.168.10. .168.217.3 98 Echo (ping) reply d=0xdaca, se.
115.021411200  192.168 .168.16. 98 Echo (ping) request id=6xd9c4, seq=6/1536, tt1=63 (reply in 12)
12 5.021424000  192.168.16. .168.217. 98 Echo (ping) reply  id=@xd9c4, seq=6/1536, tt1=64 (request in 11)
15 6.095791900  192.168.217. .168. 98 Echo (ping) request id=exd9cd, seq=7/1792, tt1=63 (reply in 16)
16 6.095804700  192.168.10. .168.217. 98 Echo (ping) reply  id=exddc4, /1792, tt1=64 (request in 15)
17 7.023173200  192.168.217. .10. 98 Echo (ping) id=exddcd, seq=8/2048,
18 7.023186100 192.168 B . 98 Echo (ping)
19 8.033995200  192.168.217. .10. 98 Echo (ping)
20 8.034008200  192.168.10. .168.217. g 98 Echo (ping)
219.035161900  192.168.217.3 : 8 98 Echo (ping) request
22 9.035176900  192.168 .217. Echo (ping) reply

Protocol Length Info
ICNP.

Source Address
Destination Address: 192
- Internet Control Message Protoco
Type (Echo (ping) reply)
Code: ©
Checksum: 0x2dd4 [correct
[Checksum Stat
Identifier (BE)
(LE): 563
> Number (BE):
quence Number (LE):

a8 0a 12
a8 c9 67 O

[Response time: 6.0
tamp from i a: M 25 08:50:06.004450000 EST
[Timestamp from icmp data (relati seconds]
» Data (40 bytes)

Packets: 33 - Displayed: 20 (60.6%) Profile: Defautt

® L Internet Control Message Protocol: Protocol
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8 Windows

8 Windows Sever2i2 [N

B Windows XP Professl

8 W olessonal Time Source Destination Protocol Length Info
37 944.363996300 192.168.10,18 192.168.217.3 FTP 86 Response; 220 (vsFTPd 3.0.5)
39 957.645396400 192.168.217.3 192.168.16.18 80 Request: USER student
41 957.646516800 192.168.10.18 192.168.217.3 106 Response: 331 Please specify the password.
43 960.410560800 192.168.217.3 192.168.10.18 81 Request: PASS password
45 960.543065400 192.168.10.18 192.168.217.3 89 Response Login successful.

freermrn 47 960.559086800 192.168.217.3 192.168.10.18 72 Reques

S 49 960.559168400 192.168.10.18 192.168.217.3 85 Response: UNIX Type: L8
By Mokl Ever 50 960.559123800 192.168.217.3 192.168.10.18 72 Request T
ow

51 960.559139000 192.168.10.18 192.168.217.3 81 Response: 211-Features:
52 960.559139300 192.168.10.18 192.168.217.3 87 Response: EPRT
53 960.559156300 192.168.10.18 192.168.217.3 110 Response: PASV

e a0 37 2f
a STISTIIENEY bO
3 46 54 50 64 26 33
Field: 6x00 (DSCP

Confiouri Time to Live
Protoc

Addr
tination Addre

@ L File Transfer Protocol (FTP): Protocol Packets: 55 - Displayed: 11 (20.0%) Profile: Default
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ADAG@ s BAEB@ 2 c<>n<«>»EE ool

Ubuntu 22046451

iy urc Destination Protocol _Length Info
52 960.559139300 192.168.10.18 FTP 87 Response: EPRT
53 960.559156300 192.168.16.18 FTP Response: PASV
56 1186.1947998.. 192.168.217.3 . . . Request: QUIT
57 1186.1955755.. 192.168.10.18 o Response: 221 Goodbye
Checkpoints E .5 .168.10. 92.168.217. ReSponse : Please Specify the password.
By AtackerKai- Extenal 72 1215.8000773.. 192.168.217.3 .168.10. Request: off

P Now 74 1219.1105965.. 192.168.10.18 .168.217. Response: Login incorrect
76 1222.4780598.. 192.168.217.3 .168.16. 2 Request
78 1222.4784176.. 192.168.10.18 .168.217. Response Goodbye .
86 1226,1909317.. 192.168.16.18 .168.217. Response: (vsFTPd 3.0.5)
88 1231,3783742.. 192.168.217.3 . . . Request apugh©eé
92 1242.8232042.. 192.168.217.3 . B . Request 01247624
94 1245.8421172.. 192.168.10.18 .217. Response: Login incorrect.

86 bytes on wire (68 : bits) on ~
Microsoft 1 a8 2), Dst: Micre
Version 4

n g
5 220 (v sFTPd 3.
35 29 od ea 8.5): -

tal Length

Attacker Kali - External Vio ntification

Created:

[Header

Summary | Mooy | Hobwol Packets: 95 - Displayed: 24 (25.3%) Profile: Default

Y301-APUGHOOE: 1virtual machine selected. Status; Runnina =0z |




