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Part IIII 

1. Explain the purpose of using the `sudo` command with `ls /dev/sd*` and `ls 

/dev/nvme*`. Why is administrator privilege required in this context? The sudo 

command is used to execute a command with administrative privileges. When used 

with ls /dev/sd*, it ensures that the user has all permissions to list all blocked devices 

2. What is a loop device, and why do we use `losetup` to attach the virtual disk file as a 

loop device in this lab? A loop device is a device that is used to make a file accessible. 

The losetup command can be used to associate a file with a loop device. This then 

causes the system to treat the virtual disk as a physical disk.  

3. Why do we format the virtual disk using `mkfs.ext4`? Explain what this command does 

and why we chose the `ext4` filesystem specifically. The mkfs.ext4 command is used to 

create a ext4 filesystem on the virtual disk. The command initiates the data structures 

on the disk so that the operating system can store and retrieve files.  

4. After mounting the virtual disk to `/cyse`, what changes should you observe in the 

output of `df -h`? Explain how `df` helps verify that the disk is mounted correctly. After 

mounting the disk to /cyse, df -h will show a different entry for the mounted 

filesystem. This will display the size, used and available space, and the mount point of 

the disk.  

5. Why is it important to unmount a directory (like `/cyse` in this lab) before detaching a 

virtual disk? What could happen if you detach a disk without unmounting it first? It’s 

important to unmount a directory before detaching a virtual disk to ensure that all 

data has been written on the existing disk and that the filesystem is in a consistent 

state. If you detach a disk without unmounting it first, there is a risk of data loss or 

corruption.  

6. After creating a file on the mounted virtual disk and then unmounting the disk, what do 

you expect to see when you check the contents of `/cyse`? Explain why this happens. 

After you unmount the disk, the /cyse directory should be empty. This happens 



because unmounting the disk removes the filesystem from the directory tree and the 

directory is reverted into it’s original state.  

7. How does using a virtual disk file differ from using a physical disk partition on your 

system? What are some advantages and disadvantages of using virtual disks in 

cybersecurity labs? A virtual disk file is a file on a existing filesystem that is treated as a 

block device while a physical disk partition is a designated section of a physical storage 

device. Some adavantages of using virtual disks are that files on virtual disks can be 

easily moved and copied and they can also be easily created and deleted at any time. 

The disadvantages are performance issues compared to physical partitions and storage 

management issues.  

 


