Lab Report #5

Task A: Linux Password Cracking (25 points)
1. 5 points. Create two groups, one is cyse301s24, and the other is your ODU Midas ID (for
example, pjiang). Then display the corresponding group IDs.
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| used groupadd to create two group
2. 5 points. Create and. Display related UID and GID information of each user.
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/etc/passwd

nino:x:1002:1002:

: /home/nino:/bin/sh

pablo:x:1003:1002 :: /home/pablo:/bin/sh

line:x:1004:1002
mey:x:1005:1003 ::
kat:x:1006:1003 ::

VMshare nia:x:1007:1003 ::

| assigned three users to each group and used tail -n6 etc/passwd to display name and

group ID

3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users

you created.

You need to show me the password you selected in your report, and DO NOT use your real-

world passwords.
Name and password
Nino= mynameword
Line = abcdef

Pablo = Mama80%%
Mey = cat204$~

nia = Password123

:: /home/line:/bin/sh

/home/mey:/bin/sh
/home/kat:/bin/sh
/home/nia:/bin/sh
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pablo
New password:
Retype new password:
passwd: password updated successfully

New password:
Retype new password:
passwd: password updated successfully

kat
New password:
Retype new password:
passwd: password updated successfully

nia

New password:

Retype new password:

passwd: password updated successfully

/etc/shadow
T$AYBEXt FNWESigmtV7P9b3.$N5PhIzgHTATuqAWSp0O5zfBZLZQdTFkVQpVVWZFVF795:19932:0

pablo:$y$3j9T$21tWSHUrWnlikGIEqQSYy3d1$51G9DC2RUIIBA6IF315¢]15etuz2QG6011Q2cek90EY0:19932:
0:99999:7 :::

line:$y$i9TSWRFrMVs4BTaH. bFwNoQnBO$va8YNIZiGal .DIWI37¢cXz5024201JUW2gH3tAS67aD/:19932:0
$99999:7

mey:$y$ $4T1ZMqGQ4ZQCNGmYc2ml // $Bs5JiHXKPmSWhPSwS6fNicrl1B/n2rPUfNBrDe9pvV/C:19932:0:
99999:7

kat:$y$i9T$Ww8/yMgEUYBIgWmB140iYO$PZ5xgoZAtatPnMWgMQt /WOqHtqWv89dI2XSIk9vb3P3:19932
99999:7
nia:$y$j9T$3nM2ZH2WPNkxgYob6NQbX/$V7KDECV/ . 4a0Uzt650KbojikAvh2kRY1brfjmACF.E9:19932:
99999:7 :::

q m Hyper-V Manager % Windows 7 on e & pFsense - Firewall 6... 1.5 Kali - Internal Work...

4.5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH?” (for
example, pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST
crack at least one password in order to complete this assignment.
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nia:$y$3j9T$3nM2ZH2WPNkxgYob6NQbX/$V7kDECV/ . 4a0Uzt650KbojikAvh2kRY1brfjmACF.E9:19932:0:
99999:7 :::

/etc/shadow - bnaja®1-HASH

bnaja@1-HASH
y$39T$21tWSHUrWn1ikGIEQSY3d1$51G9DC2RUIIBA6IF315gI5etuz2QG6011Q2cek90EY0:199
$y$19T$wWRFrMVs4BTaH. bFwNoQnBO$va8YNIZiGal .DIWI37cXz5024201JUW2gH3tAS67aD/:1993
e y$39T$4T1ZMqGQ4ZQCNGmMYc2ml // $Bs5IiHXKPmSWhPSwS6fNicriB/n2rPUfNBrDe9pvV/C:19932
at:$y$7i9T$Ww8/yMgEuYBIgWmB1401Y0$PZ5xgoZAtatPnMWgMQt /WOqHtqWv89dI2XSIk9vb3P3:1993
a:$y$j9T$3nM2ZH2WPNkxgYob6NQbX/$V7KDECV/ . 4a0Uzt650KbojikAvh2kRY1lbrfjmACF.E9:19932:0:

/usr/share/wordlists/

/usr/share/wordlists

/usr/share/wordlists
kyou.txt.gz

/usr/share/wordlists
rockyou. txt ~

/usr/share/wordlists
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On the screenshot | highlight the steps



&3 Kali - Internal Workstation on CY301-BNAJADO1 - Virtual Machine Connection
File Action Media View Help
@O up O Ba

root@kali: ~

File Actions Edit View Help

/usr/share/wordlists

bnaja0dl.exe
bnaja®l-HASH rockyou.txt

bnaja01-HASH
Created directory: /root/.john
File System Using default input encoding: UTF-8
No password hashes loaded (see FAQ)

bnaja01-HASH

Using default input encoding: UTF-8

Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [?/64])

Cost 1 (algorithm [1:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:sha512crypt]

) is @ for all loaded hashes

Cost 2 (algorithm specific iterations) is 1 for all loaded hashes

Will run 2 OpenMP threads

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

Almost done: Processing the remaining buffered candidate passwords, if any.

Warning: Only 32 candidates buffered for the current salt, minimum 96 needed for perfor
VMshare mance.

Proceeding with wordlist:/usr/share/john/password.lst
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| successfully cracked on of the password which (line = abcdef)

Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords. Then you
need to establish a reverse shell connection with the admin privilege to the target Windows
7 VM. Now, complete the following tasks:
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Recycle Bin

@@v‘ﬂ, « User Accounts and Family Safety » User Accounts » Manage Accounts

Choose the account you would like to change
Window 7
Administrator
Password protected
3 il Jb
Standard user
Password protected

Fred
Standard user
Password protected

Rose
Standard user
Password protected

o

v {| Guest
{| Guest account s off
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1. 5 points. Display the password hashes by using the “hashdump” command in the
meterpreter shell. Then
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meterpreter > getsystem
VMshare ... got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > shell
Process 2420 created.
Channel 1 created.

Microsoft Windows [Version 6.1.7600]
' Copyright (c) 2009 Microsoft Corporation. All rights reserved.
C:\Windows\system32> net user /add test naja0l

net user /add test naja@l
The command completed successfully.

C:\Windows\system32>exit
exit
meterpreter > hdump
FﬂeSyStenl Administrato ad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7
e0c089co
Fred:100 404e 51404ee:89c I ba6dcb@b12b43

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢c0

HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:2d79¢c7157c09bad3139f56

6f fFb117ad@6bdd830b7586¢C ::

a31f156d34f0358
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2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali
Linux

(you need to replace the “your_midas” with your university MIDAS ID). Then run John the
ripper

for 10 minutes to crack the passwords (You MUST crack at least one password in order to
complete this assignment.).
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Everything was going well, | did all the steps, but when | tried to copy the hashes using gedit
it does not work.

Task C: Extra credit: (10 points)

Search the proper format in John the Ripper to crack the following MD5 hashes (use the --
list=formats

option to list all supported formats). Show your steps and results.

1. 5f4dcc3b5aa765d61d8327deb882cf99

2.63a9f0ea7bb98050796b649e85481845
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extracredit.txt
5f4dcc3b5aa765d61d8327deb882cf99
63a9f0ea7bb98050796b649e85481845

f extracredit.txt
Duplicate option: "--format=crypt”
File System

extracredit.txt
Using default input encoding: UTF-8
Loaded 2 password hashes with no different salts (Raw-MD5 [MD5 512/512 AVX512BW 16x%3])
Warnin no OpenMP support for this hash type, consider --fork=2
Press ' or Ctrl-C to abort, almost any other key for status
) wor (?)
root (?)
2g 0:00:00:00 DONE (2024-07-28 17:06) 18.18g/s 7337Kp/s 7337Kc/s 7344KC/s rosetattoo..r
onald918
Use the
bly
Session completed.

--show --format=Raw-MD5" options to display all of the cracked passwords relia

VMshare
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| use vi editor to create the file then insert the hashes, | used cat command to display

the hashes, then used —format = raw md5 to cracked the password, and it was successful.



Task C: 20 points

Follow the steps in the lab manual, and practice cracking practice for WEP and WPA/WPA2

protected
traffic.

1. Decrypt the lab4wep. cap file (5 points) and perform a detailed traffic analysis (5 points)

2. Decrypt the lab4wpa2. cap file (5 points) and perform a detailed traffic analysis (5

points)
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5 Time
70751 76.374312
70752 76.376312
70753 76.377848
70754 76.377896
70755 76.380920
70756 76.380920
70757 76.380968
70758 76.383479
70759 76.383480
70760 76.384012
70761 76.384031
70762 76.384040

TATR? 7R AMAERIQ

Frame 69849: 60 bytes on wire (480
IEEE 802.11 Data, Flags: F.
Logical-Link Control
Address Resolution Protocol (reply/g

View Help
n | B g

View Go Capture Analyze Statist

Source
Alfa_82:c3:7e

Ciscolinksys_da
Alfa_82:c3:7e

Ciscolinksys_da
Alfa_82:c3:7e

Ciscolinksys_da
Apple_28:d8:50

Alfa_82:c3:7e

® E labSwep-demo.cap

Lab Resources (FA22).zip

Archive Edit View

[+ I
¢ +

Name v
. labSwep-demo.cap

. labSwpa2-demo.cap

i) wera2-P1-01.cap

i) wra2-P2-01.cap

i wrA2-P3-01.cap

i) wea2-P4-01.cap

i wra2-p5-01.cap

Help

Open ~

7 objects (53.2 MB)

@ Extract

Location:

Size
47.2MB
887.9kB
307.1kB
21MB
957.6 kB
721.4 kB
983.8kB

Type

Packet Capt...
Packet Capt.

Packet Capt...
Packet Capt...
Packet Capt...
Packet Capt...

Packet Capt...

/Lab Resources/Wireless Traffic/

Date Modified

03 November 2015...
10 November 201

14 March 2017, 0

14 March 2017, 08....
14 March 2017, 08:53
14 March 2017, 09:...
14 March 2017, 09:...
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Time Source < /Lab Resources
70751 .374312 Alfa_82:c3:7e
70752 .376312
70753 76.377848 CiscoLinksys_da: . lab
70754 .377896 Alfa_82:c3:7e
70755 76.380920 .ld SW
70756 76.380920 CiscolLinksys_da: iWPAZ—P1-01.cap
70757 .380968 Alfa_82:c3:7e
70758 .383479 =
70759 .383480 CiscolLinksys_da: .
70760 .384012 Apple_28:d8:50
70761 .384031 i . I An error occurred while extracting files.
70762 .384040 Alfa_82:c3:7e .

TATR2 2QRRIQ

Packet Capt... 14 March 2017, 08:.

Frame 69849: 60 bytes on wire (480 b v Command Line Output
IEEE 802.11 Data, Flags:
Logical-Link Control ERROR: errno=2

t No such file or directory
Address Resolution Protocol (reply/gi

/root/.cache/.fr-5G6ZFCw/Lab Resources (FA22).zip

System ERROR:
errno=2 : No such file or directory

® E lab5wep-demo.cap




&3 Kali - Internal Workstation on CY301-BNAJAOO1 - Virtual Machine Connection
File Action Media View Help
D@0 n | f LN

VMshare
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~/CYSE301/Module\ V-wireless\ Security/
cd: no such file or directory: /root/CYSE301/Module V-wireless Security/

labSwep-demo.cap

Reading packets, please wait...
Opening labSwep-demo.cap

Failed to open 'lab5wep-demo.cap' (2): No such file or directory
File System Read @ packets.

No networks found, exiting.

Quitting aircrack-ng...

VMshare

I can’t do anything | tried to put cyse301 into my home directory, it says that files do
not exit, also move to the next tasks when | use aircrack it does not.

Task D: 30 points

Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the
table below

and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. For
example, the

last digit of the hash for pjiangis e. Thus, | should pick up the file "WPA2-P5-01.cap






