Assignment 2 Report

Traffic Tracing and Sniffing

Each student needs to login into the CCIA virtual environment to complete this
assignment. Please make sure to power on the pfsense VM at all times to keep the VMs
connected.

Task A: Get started with Wireshark (5 point each x 6 questions = 30 points)

In this task, you will be using Wireshark on External Kali to monitor the traffic when External
Kali and Ubuntu VM are talking to each other.
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g student@ubuntu: ~

:$ ping 192.168.10.13
PING 192.168.10.13 (192.168.10.13) 56(84) bytes of data.
64 bytes from 192.168.10.13: icmp_seg=1 ttl=64 time=0.670
64 bytes from 10. icmp_seq=2 ttl=64 5
64 bytes from .10. icmp_seq=3 ttl=64 ti
64 bytes from 2 8.10. S ttl=64 ti
64 bytes from % .10.13: =5 ttl=64
64 bytes from 2.168.10.13: _seq=6 ttl=64 time=14.3 ms
64 bytes from 2 <133 =7 ttl=64 time=4.45 ms
64 bytes from . i ttl=64 time=4.33 ms

VMshare

64 bytes from 192 .10.13: icmp_seq=9 ttl=64 time=10.7 ms
Ac
- 192.168.10.13 ping statistics ---
9 packets transmitted, 9 received, 6% packet loss, time 8014ms
rtt min/avg/max/mdiv = 0.670/6.237/15.119/5.355 ms
)

You should keep Wireshark running in the background while performing the following tasks.
1. Open Wireshark on External Kali and listen on interface “ethQ”.
2. Open a new terminal, then ping the Ubuntu VM for 5 - 10 seconds.

3. Open a new web browser tab in Kali Linux (even if no webpage will be displayed), and
keep it for

a couple of seconds.

4. Stop capturing (the red button on the tool bar).



Now, answer the following questions. You need to provide a screenshot that contains the

answers

to each question.

Q1. How many packets are captured in total? How many packets are displayed?
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Source Destination

Protocol Length Info

87 Standard
87 Standard
87 Standard
87 Standard o
74 37942

192.168.10.2
192.168.10.2
192.168.10.13
192.168.10.13
52.33.222.107

255 150.041572700 192.168.10.13
256 150.041599800 192.168.10.13
257 150.045289900 192.168.10.2
258 150.045297300 192.168.10.2
259 150.081442800 192.168.10.13
192.168.10.2 87 Standard
192.168.10.13

52.33.222.107

261 150.332068100 192.168.10.13
262 1560.333932600 192.168.10.2
263 150.337155100 192.168.10.13

Frame 257: 87 bytes on wire (696 bits), 87 |
Ethernet II, : Microsoft_40:57:29 (00:15
Internet Protocol Version 4, S 192.168.1(
User Datagram Protocol, Src Port: 53, Dst P
Domain Name System (response)

® K wireshark_ethOV6BEQ2.pcapng = Packets: 719 - Displayed: 719 (100.0%) - Dropped: 0 (0.0%) ' Profile: Default
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Try Again

| was running for 1 minutes and captured 719 packets and displayed 719.

Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).
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No. Source Destination Protocol Length Info

.020954900

.010801700

.011991100

.012553100

.015658300
917 Z 3 2 M Destinat
917 . 10. 0 115 Destinat
917 . 10 P 15 Destinat
917515300 192.

192

Frame 133: 123 bytes on wire (984 bits), 12! : 2 40 57 o8

Ethernet II, Src: Microsoft_40:57:24 (00:15 6b ce fa

Internet Protocol Version 4, S 192.168.1¢( 6 00 45 00

Internet Control M age Protocol 8 02 coe Ba

Domain Name System (response) 82 00 ee
74 2d 69
6e 07 6f is permitted to ac
00 01

Try Again

® E Internet Control ...rotocol: Protocol | Packets: 719 - Displayed: 22 (3.1%) - Dropped: 0 (0.0%) = Profile: Default

© By ryeervManager B Kali- Intemal Work... T Ubuntu 2204-64-bit

When | applied ICMP displayed packet changed to 22 and packets still the same 719.

Q3. Select an Echo (replay) message from the list. What are the source and destination IPs
of this packet? What are the sequence number and the size of the data? What is the
response time?
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K: Wireshark - Packet 18 - ethO B Home @ Apache2 Debian Defau..

Source » Internet Protocol Version 4, Src: p 192.168.10.13
7 3.005532900 192.168. ~ Internet Control Message Protocol
8 3.007708800 192.168. Type: © (Echo (ping) reply)
9 4.007525300 192.168. Code: ©
10 4.009572200 192.168. Checksu 0x2c66 [correct]
11 5.009212100 192.168. [Checksum Status: Good]
12 5.020954900 192.168. Identifier (BE): 39596 (©x9aac)
17 6.010801700 192.168. Identif (LE): 44186 (©xac9a)
18 6.011991100 192.168.1 Sequence Number (BE): (ex0007)

ce Numb (LE): 1792 (0x0700)
20 7.015658300 192.168
© 131.917470400 1 1 [Response time: 1.189 ms]
Timestamp from icmp data: Jul 4, 2024 15:25:54.243117000 EDT
[Timestamp from icmp data (relative): ©.001225800 seconds]
» Data (40 bytes

Frame 18: 98 bytes on wire (
Ethernet II, Src: Microsoft_4t
Internet Protocol Version 4,
Internet Control Message Prot:
00 15 5d 40 57 24 00 15 5d 40 57 32 08 00 45 00 ]jews jem:
P0N54 St 88 00 00 40 01 85 bl cO a8 @a 12 cO a8 T (]

No.: 18 - Time: 6.011997100 - Source: 192.168.10.18 - Desti...ing) reply id=0x9sac, seq=7/1792, tti=64 (request in 17)

X Close QO Help m

v Show packet bytes

® B Internet Control ...rotocol: Protocol - Packets: 719 - Displayed: 22 (3.1%) - Dropped: 0 (0.0%) ' Profile: Default




The Source is 192.163.10.18 and destination is 192.168.10.13. the sequence number (BE)
is 7 and (LE) is 1792 and size of the data is 40 bytes. The respond time 1.189 millisecond.

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?
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Destination Protocol Length Info
.698816200 . .10. 192.168. DNS 88 Standard
.698834300 Standard
.870555300 Standard ]
.870634600 Standard
.966265400 Standard
.966284100 Standard
.040214000 Standard
.040241300 Standard
.707869500 Standard
.707888700
.191155200

Frame 21: 88 bytes on wire (704 bits), 88 by
Ethernet II, Src: Microsoft_40:57:24 (00:15
Internet Protocol Version 4, Src: 192.168.1(
User Datagram Protocol, Src Port: 45547, Dsi
Domain Name System (query)

2
.2
.2
o2
.2
.2
o2
o2
-2
.2
.2

® E Domain Name System: Protocol Packets: 719 - Displayed: 124 (17.2%) - Dropped: 0 (0.0%) : Profile: Default

Above | highlighted Pckets:719 and Displayed: 124

Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What
is the source IP and port number, destination IP and port number? Please express in the
format: IP:port.
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Time Source Frame 24: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)
21 117.698816200 192.168. Ethernet II, Src: Microsoft_40:57:24 (00:15:5d:40:57:24), Dst: Micro
22 117.698834300 192.168. Internet Protocol Version 4, Src: 1 168.10.13, Dst: 192.168.10.2
23 117.870555300 192.168. User Datagram Protocol, Src Port: 47105, Dst Port: 53
24 117.870634600 192. Source Port: 47105
25 118.966265400 192. ; Destination Port: 53
26 118.966284100 192. . Length: 45
27 120.040214000 192. g Checksum: 0x959e [unverified]
28 120.040241300 192. . [Checksum Status: Unverified]
29 120.707869500 192. - [Stream index: 1]
30 120.707888700 192. : » [Timestamps]
31 121.191155200 192. " UDP payload (37 bytes)
Domain Name System (query)
Frame 24: 79 bytes on wire (6! Transaction ID: ©xad82
Ethernet II, Src: Microsoft_4( ~ Flags: 0x0100 Standard query
Internet Protocol Version 4, ! ®... +v.. .... .... = Response: Message is a query
User Datagram Protocol, Src P .000 0... .... .... = Opcode: Standard query (0)
Domain Name System (query)
Transaction ID: Oxad82 000 00 15 5d 40 57 29 PEFASNSAEENS724 08 00 45 00 Jaw) BEawE
~ Flags: 0x0100 Standard quer
S O A S N e S ReS  No.: 24 - Time: 117.870634600 - Source: 192.168.10.13 - ...9 - Info: Standard query Oxad82 AAAA spocs.getpocket.com
<888 Bl Teae Opc
e e e = Tru Y Show packet bytes

el e e Rec
s atn eveimimm

x Close Q) Help

® E Domain Name System: Protocol Packets: 719 - Displayed: 124 (17.2%) - Dropped: 0 (0.0%) : Profile: Default

Above on the screenshot | highlighted the source IP and port number, destination IP and
port number.

Q6. Find the corresponding DNS response to the query you selected at the previous step,
and what is the source IP and port number, destination IP and port number? What is the
message replied from the DNS server?
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Wireshark - Packet 116 - ethO

Frame 116: 85 bytes on wire (680 bits 85 bytes captured (680 bits) on interface eth®, id ©
Ethernet II, Sr Microsoft_40:57:29 ( 15:5d:40:57:29), t: Microsoft_40:57:24 (00:15:5d:40:57:24)
Internet Protocol sion 4, Src: , Dst: 192 10.13
User Datagram Protocol, c Port: : 56347
Source Port: 53
Destination Port: 56347
Length: 51
Checksum: 0x51ff [unverified]
[Checksum Status: Unverified]
[Stream index: 4]
[Timestamps]
UDP payload (43 bytes)
Domain Name System (r onse)
Transaction ID: ©x473
~ Flags: ©x8182 Standard query response, Server failure
s . R e: e
Opcod Standard query (0)
Authoritative erver 1s not an au[horl[y for domain
Truncated: Message is not truncated
Recursion desired: Do query recursively
Recursion available: Server can do recursive queries
Z: reserved (0)
Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable
3 5 = Reply code: Server failure (2)
Questions
Answer RRs: 0
Authority RRs: @
Additional RRs: ©
+ Queries
» push.services.mozilla.com: type AAAA, class IN

[Time: 11.209451100 seconds]

No.: 116 - Time: 131.917339800 - Source: 192.168.10.2 - Destination: 192.168.10.13 - Protocol: DNS - Length: 85 - Info: Standard query response Ox4730 Server failure AAAA push.services.mozilla.com

Task B: Sniff LAN traffic

1. Sniff ICMP traffic (10 + 10 = 20 points)
Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other ping
Internal Kali.

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.
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Otend)h 3 i Source Destination Protocol Length Info v
142 225.866607200 192.168. 5 192.168.10.13 ICMP 98 Echo (ping) 1
143 225.866659100 g .10. .168. : (ping)
145 226.866698200 i . ; .168.10. (ping)
146 226.866736600 ; .10. ’ X : (ping)
148 227.868734400 . . : . .10. (ping)
149 227.868776000 ; .10. .168.217. (ping)
150 228.874042200 ; i ; .168.10. (ping)
151 228.874084400 .168.10. .168.217. (ping)
152 229.875732000 . x . . il B (ping)
153 229.875772800 .168.10. .168.217. (ping)
154 230.891809600 ; ; 5 ’ .10. (ping)

Frame 142: 98 bytes on wire (784 bits), 98 |
Ethernet II, Src: Microsoft_40:57:29 (00:15
Internet Protocol Version 4, Src: 192.168.2:
Internet Control Message Protocol

® E Internet Control Message Protocol: Protocol Packets: 310 - Displayed: 14 (4.5%) - Profile: Default

q m Hyper-V Manager 1.:* Attacker Kali - Exter... & Kali - Internal Work... l% Ubuntu 2204-64-bit...

To see the traffic from the internal kali and the attacker, | used command
(ip.addr==192.168.10.13&&icmp), to display the traffic.

b. Apply a proper display or capture filter on the internal Kali VM that ONLY displays the
ICMP request that originated from the external Kali VM and goes to the Ubuntu 64-bit

VM.
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Source Destination Protocol Length
.056472800 5 : g ; .10. 1 request
.071588000 . . . . «16. i request
.061115200 . : . ‘ .10. i request
.082553300 ‘ - : A .10. i request
.066447100 . ! . 5 .10. i request
.089644300 Yy F 5 5 .10. i request
.092154100 X : X ; .10. i request
.084274000 < : . . .10. i request
.082526100 - % . = .10. i request
.081280200 192.168.217. 192. .10. request

Frame 58: 98 bytes on wire (784 bits), 57
Ethernet II, Src: Microsoft_40:57:29 (00:15 co
Internet Protocol Version 4, Src: 192.168.2: c8
Internet Control Message Protocol 003€ 10

20

30 y
s permitted

® E Bytes 58-97: Data (data.data) Packets: 807 - Displayed: 10 (1.2%) - Profile: Default

q a" Hyper-V Manager & Attacker Kali - Exter... 3 Kali - Internal Work... 3 Ubuntu 2204-64-bit...

The screenshot shows on display filter Wireshark the exact command that ONLY displays
the ICMP request that originated from the external Kali VM

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to
use External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu
VM]. The username for the FTP server is cyse301, and the password is password. You

can follow the steps below to access the FTP server.
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. root@kali: ~
(Otenable Nessus Esser
File Actions Edit View Help

192.168.10.18
Connected to 192.168.10.18.
220 (vsFTPd 3.0.5)
Name (192.168.10.18:root): cyse301
331 Please specify the password.
Password:
530 Login 1incorrect.
ftp: Login failed
ftp> exit
221 Goodbye.

q % Hyper-V Manager % Attacker Kali - Exter... lbé. Kali - Internal Work... 3%4 Ubuntu 2204-64-bit...

| don’t know, if | open the wrong terminal but every time | tried it, it says incorrect login, |
can’t move forward, see the screenshot above.

b. Unfortunately, Internal Kali, the attacker, is also sniffing into the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to take a screenshot and explain how you found the

password.
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Destination Protocol Length

81 Request: PASS password

88 Response: 530 Login incorrect

72 Request: QUIT

80 Response: 221 Goodbye.
Response: (vsFTPd 3.0.5)
Request: cyse301
Response: Please specify
Request: password
Response: 530 Login incorrect
Request: QUIT
Response: 221 Goodbye.

Frame 1218: 81 bytes on wire (648 bits), 81
Ethernet II, Src: Microsoft_40:57:29 (00:15
Internet Protocol Version 4, Src: 192.168.2:
Transmission Control Protocol, Src Port: 47¢
File Transfer Protocol (FTP)
[Current working directory: ]

® E File Transfer Pro...l (FTP): Protocol | Packets: 1998 - Displayed: 35 (1.8%) - Dropped: 0 (0.0%) : Profile: Default

| use ftp to display the data that is store in external kali, as a result login is incorrect. |
believe | am doing something wrong | don’t know what it is.

c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to
reaccess the FTP server from External Kali. Although External Kali may not access the
FTP server, you need to intercept the packets containing these “secrets” from the

attacker VM, which is Internal Kali.
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192.168.10.18
Connected to 192.168.10.18.
220 (vsFTPd 3.0.5)
Name (192.168.10.18:root): bnajaeol
331 Please specify the password.
Password:
530 Login 1incorrect.
ftp: Login failed
ftp> exit
221 Goodbye.

192.168.10.18
Connected to 192.168.10.18.
220 (vsFTPd 3.0.5)
Name (192.168.10.18:root): bnajaeol
331 Please specify the password.
Password:
530 Login incorrect.
ftp: Login failed
ftp> i

q a‘ Hyper-V Manager 1‘; Attacker Kali - Exter... l‘: Kali - Internal Work... T Ubuntu 2204-64-bit...
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Protocol Length Info
72 Request: QUIT
80 Response: 221 Goodbye.
86 Response: 220 (vsFTPd 3.0.5)
81 Request: USER bnaja0el
100 Response: 331 Please specify the passwo
81 Request: PASS 01136704
88 Response: 530 Login incorrect.

Frame 19: 81 bytes on wire (648 bits), 81 by
Ethernet II, Src: Microsoft_40:57:29 (00:15
Internet Protocol Version 4, Src: 192.168.2:
Transmission Control Protocol, Src Port: 577
File Transfer Protocol (FTP)

[Current working directory: ] :
s permitted to access the

Try Again

® E wireshark_ethOOOGMQ2.pcapng Packets: 56 - Displayed: 7 (12.5%) - Dropped: Profile: Default

q ﬁ‘ Hyper-V Manager 1%‘ Attacker Kali - Exter... & Kali - Internal Work... IE‘ Ubuntu 2204-64-bit...

Same thing happened when | tried my MIDAS ID.



