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ABSTRACT
Cloud security, or cloud computing security, is a set of policies, procedures, and technologies that work together to protect cloud-based systems, data, and infrastructure. Machine Learning is the development and use of computer systems that can learn and adapt by inference. This inference implements algorithms and statistical models to analyze patterns in given (or not given) data. This whole process is the process of automatic analysis model construction. Being able to move computing into the “Cloud” makes computer processing so much easier. While it is more convenient to operate, cloud computing may present new safety hazards/problems that may affect the integration of Machine Learning into the cloud.

INTRODUCTION
Recent advances in Machine Learning (ML) have enabled the use of technology in a broad range of applications, significantly outperforming previous state-of-the-art methods in various fields, including image classification, face recognition, and object detection. As a result, each of these ML techniques, particularly deep learning (DL)–based techniques, requires a large amount of training data to achieve various specific tasks with a high level of performance. Refer to the figure below for tasks that may be accomplished using Machine Learning in the Cloud. 	Comment by A Bonhomiieee: Image Classification uses ML algorithms to analyze the presence of items in a picture and to categorize the picture

Face Recognition systems identify and measure facial features in an image

Object Detection is a computer vision technique for locating instances of objects in images or videos.	Comment by A Bonhomiieee: Deep Learning is a ML technique that teaches computers to do what comes naturally to humans (ex. Driverless cars)	Comment by A Bonhomiieee: For those who might not know, the Cloud is a general term used to describe a global network of servers with their selective functions.
[image: ML tasks you might want to outsource]
Figure 1: ML tasks that may be outsourced
Training Deep Learning models on large datasets is typically done using a high-performance graphics processing unit (GPU) and a tensor processing unit. Given the cost of GPU and tensor processing units and the fact that small businesses and individuals cannot buy such computing resources, deep model training is typically outsourced to the cloud. Operating systems such as Tensorflow in Google Colab is what helps to offset those costs as Machine learning in cloud computing continues to grow. 	Comment by A Bonhomiieee: The GPU enhances the graphical performance of a computer, while the TPU is a designated architecture for Deep Learning.

PROBLEM
The main challenge with these methods is to get an unbiased and distortion-free dataset in real time. Many datasets are internal and may not be shared for data protection reasons or it may even lack certain statistical characteristics. For this reason, researchers prefer to generate datasets for training and testing purposes in simulations or in closed experimental settings that may lack integrity. Machine learning models trained on a single dataset usually create a semantic gap between the results and their application. There is a lack of research demonstrating the effectiveness of these models across various datasets that may be captured in different environments. The robustness of machine learning models needs to be tested, especially under a variety of operational conditions that are prevalent in cloud scenarios.

SOLUTIONS
Whether you are attempting to utilize Machine Learning in Cloud Computing as an organization or individually, there are certain things you should know. As valuable as machine learning is, this value cannot be recognized when ML is applied to a system that doesn’t benefit from making predictions based on patterns of data. Business intelligence can be come smarter as machine learning continues to develop in the cloud. With ML, AI can use cloud data, which may help enterprises gain insight regarding real-time situations. Therefore, by integrating machine learning into enterprises’ cloud infrastructure, it may be easier to predict future outcomes and use transfer learning.	Comment by A Bonhomiieee: Artificial Intelligence: The simulation of human intelligence processed by computer systems
[image: ]
Figure 2: Ways to integrate ML into CC services for Businesses
Regarding the specific algorithms used, there are many that can be applied to cloud computing specifically. Although, in a nutshell, no one algorithm works for every problem, they all have their strengths and weaknesses for supervised and unsupervised learning. The main ones that can be used toward cloud computing includes Linear regression and Classification. Linear regression, one of the most commonly understood algorithms, uses predictive modeling to cultivate accurate predictions. Classification is also a predictive modeling problem where a class label is predicted for a given example of input data. Classification can work in cloud computing in how the clouds themselves are parsed into public, private, and hybrid clouds. One can also determine the type of data being used in those clouds using classification machine learning models as well. This can help to reduce the amount of memory and RAM used. 	Comment by A Bonhomiieee: RAM (Random-Access Memory): A computer's short-term memory that runs applications and opens files.

CONCLUSION
Cloud security, or cloud computing security, is a set of policies, procedures, and technologies that work together to protect cloud-based systems, data, and infrastructure. Machine learning is the development and use of computer systems that can be learned and adapted through reasoning. This conclusion is implemented using algorithms and statistical models to analyze patterns of specified (or unspecified) data. This entire process is the process of building an automated analysis model. The ability to move computing to the "cloud" makes computing much easier. Although more convenient to use, cloud computing can introduce new security risks / issues that can affect the integration of machine learning into the cloud. There are certain tasks and ML algorithms that can combat these issues, but it is up to the user to determine what algorithms to use to find solutions to each problem.
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