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[bookmark: _Toc235538680][bookmark: _Toc237775283]Introduction
TowneBank provided an excellent opportunity for me to gain real-world experience in Information Security and Technology Governance while continuing my education at Old Dominion University. I chose TowneBank because of its strong reputation, family-oriented culture, and commitment to both its employees and customers. Before my internship, I participated in volunteer activities associated with TowneBank through my wife's employment with the organization. Through those experiences, I observed firsthand the positive culture and strong sense of community that distinguishes TowneBank from many other organizations. Family members employed by the company consistently shared positive experiences about the work environment, further reinforcing my desire to pursue an internship within the organization.
My interest in Information Security and Technology Governance stemmed from my analytical nature and desire to work in a field that combines technology, risk management, and business decision-making. While many cybersecurity professionals focus on technical functions such as software development, networking, or system administration, I found myself increasingly interested in evaluating risks, reviewing controls, and identifying gaps in security documentation and processes. The Technology Governance internship provided an opportunity to explore these interests while gaining practical experience in Governance, Risk, and Compliance (GRC).
At the start of the internship, I established several learning objectives designed to expand my knowledge of risk management, enterprise change management, vendor oversight, and documentation management. Throughout the internship, I gained hands-on experience conducting Information Security Risk Assessments (ISRAs), supporting Due Diligence Reviews (DDRs), participating in governance activities within ServiceNow, and contributing to the modernization of TowneBank's risk assessment program. These experiences allowed me to apply classroom knowledge in a real-world environment while gaining valuable professional and technical skills.
[bookmark: _Toc235538681][bookmark: _Toc237775284]Chapter 1: Management Environment
TowneBank is a relationship-driven financial institution dedicated to serving its members, employees, shareholders, and local communities through exceptional service and ethical business practices. The organization's mission emphasizes creating a warm sense of belonging and financial well-being while providing a broad range of banking and financial services. This mission is reflected throughout the company culture and daily operations.
The TowneBank environment differs from many traditional banking organizations because of its strong emphasis on relationships. Throughout my internship, coworkers frequently referred to the "Towne Family," which reflects the organization's commitment to fostering meaningful relationships among employees and members. This culture encouraged collaboration, communication, and teamwork across departments, creating an environment where employees felt comfortable asking questions and sharing ideas.
TowneBank provides a full suite of financial services that extend beyond traditional banking. These services include commercial and personal banking, investments, mortgages, insurance, and wealth management solutions. The bank serves a diverse customer base, including commercial businesses, small and medium-sized enterprises, commercial real estate organizations, and individual consumers throughout Virginia and North Carolina.
The Technology Governance team plays an important role within TowneBank's information security program by ensuring that applications, vendors, and technology solutions are evaluated for risk before implementation and throughout their lifecycle. The team works closely with business stakeholders, application owners, vendors, and security professionals to ensure risks are properly identified, documented, and mitigated when appropriate. My internship provided direct exposure to these functions and helped me understand how governance activities support overall business operations.
[bookmark: _Toc235538682][bookmark: _Toc237775285]Chapter 2: Duties and Responsibilities
[bookmark: _Toc235538683][bookmark: _Toc237775286]2.1	Information Security Risk Assessments (ISRAs)
A huge portion of my internship involved supporting and conducting Information Security Risk Assessments. ISRAs are designed to evaluate applications and technology solutions against established security requirements and identify potential risks that could impact the organization. Throughout the internship, I participated in over ten ISRAs and independently completed approximately ten assessments. My responsibilities included reviewing application information, gathering supporting documentation, evaluating security controls, communicating with application owners, documenting assessment findings, and ensuring assessment requirements were completed in accordance with organizational standards.
Conducting an ISRA requires mindfulness and strong communication skills. Many assessments involved coordinating with multiple stakeholders to obtain information regarding authentication methods, encryption standards, vulnerability management practices, and vendor security controls. I learned the importance of gathering complete information before making risk determinations and documenting findings accurately to support future decision-making.
[bookmark: _Toc235538684]Completing ISRAs also gave me valuable exposure to real-world cybersecurity risk management practices. Rather than simply evaluating technical configurations, assessments required consideration of business risks, operational impacts, compliance requirements, and organizational policies. This broader perspective helped me understand the relationship between technology decisions and business objectives.
To further build on my assessment experience, the final weeks of the internship involved completing several advanced ISRAs for platforms such as Microsoft Azure, Active Directory, and CINC Systems. These assessments required a deeper understanding of identity management, cloud configurations, and authentication controls, and they marked a noticeable shift in my confidence and independence. By this stage, the ISRA process felt intuitive, and I was able to lead assessments with minimal guidance. This progression demonstrated how much my technical comprehension and decision‑making abilities had grown since the beginning of the summer.

[bookmark: _Toc237775287]2.2	Due Diligence Reviews (DDRs)
Another major responsibility involved supporting Due Diligence Reviews. DDRs are conducted to evaluate the security posture of vendors and third-party service providers before and during their relationship with TowneBank. I assisted with more than ten DDRs during the internship. These reviews required collecting and evaluating vendor documentation to determine whether appropriate security controls were in place. The process involved analyzing security reports, reviewing compliance documentation, and validating responses to security questionnaires.
The DDR process provided valuable insight into third-party risk management and demonstrated the importance of evaluating vendor security practices. As organizations increasingly rely on third-party services, understanding how to assess external risk becomes critical. Through these reviews, I gained experience evaluating vendor security programs and identifying potential areas of concern.

[bookmark: _Toc235538685][bookmark: _Toc237775288]2.3	Vendor Documentation Review and Collection
A significant component of DDR activities involved collecting and reviewing vendor documentation. This often required communicating directly with vendors to obtain security artifacts and evidence supporting their responses. Common documentation reviewed included SOC reports, security whitepapers, vulnerability management documentation, penetration testing reports, incident response information, encryption standards, and other security-related materials. Reviewing these documents helped me develop a deeper understanding of how vendors document and communicate their security controls.
One challenge associated with documentation collection was obtaining timely responses from vendor representatives. In some cases, follow-up communications were necessary before required documentation could be obtained. These situations reinforced the importance of persistence, communication skills, and professional follow-up practices.
[bookmark: _Toc235538686][bookmark: _Toc237775289]2.4	ServiceNow Governance Activities
ServiceNow served as the primary platform for many governance activities performed during the internship. I utilized ServiceNow to manage assessments, track requests, review application information, document findings, and monitor progress throughout various workflows.
Working within ServiceNow exposed me to enterprise governance processes and demonstrated how organizations manage large volumes of risk-related information. Through regular use of the platform, I gained familiarity with workflow management, documentation practices, and governance procedures that support risk assessment activities.
The platform also allowed me to observe how various teams collaborate throughout the assessment process. By working with ServiceNow records, I gained visibility into interactions between application owners, governance personnel, information security teams, and external vendors.
As the modernization initiative expanded, I took on additional responsibilities that strengthened the clarity and usability of assessment materials. I reorganized several Excel workbooks to make control mapping and scheduling information easier to interpret, updated outdated screenshots using browser Developer Tools, and prepared visual materials that were later used in leadership discussions about improving the ISRA process. These contributions helped ensure that modernization artifacts were polished, accessible, and ready for continued development after my internship concluded.

[bookmark: _Toc235538687][bookmark: _Toc237775290]2.5	ISRA Modernization and Control Mapping Initiative
One of the most impactful projects I participated in during the internship was the modernization of TowneBank's Information Security Risk Assessment program. As part of this initiative, I reviewed assessment questions, corrected grammar, standardized wording, refined supplemental guidance, and contributed recommendations for improving overall assessment quality. My goal was to make assessment questions clearer, more consistent, and easier for both assessors and application owners to understand.
One enhancement I proposed was the addition of a "Not Applicable (N/A)" rating option throughout assessment questionnaires. This change would allow assessors to appropriately identify controls that did not apply to specific applications, resulting in more accurate assessment outcomes and reporting. I also leveraged ServiceNow Developer Tools to create visual demonstrations of proposed enhancements. These demonstrations helped stakeholders understand how modifications would appear within the assessment interface and supported discussions regarding usability improvements.
In addition to modernization efforts, I organized and maintained the 2026 ISRA inventory for over 200 applications. This project requires reviewing application information, identifying assessment requirements, and aligning applications with the appropriate assessment cadence. Maintaining this inventory helped ensure applications remain compliant with governance requirements and received assessments according to established schedules.

[bookmark: _Toc235538688][bookmark: _Toc237775291]Chapter 3: Application of Cybersecurity and GRC Knowledge
The internship provided numerous opportunities to apply cybersecurity and GRC concepts learned through coursework and independent study. Concepts such as risk assessment, security control evaluation, policy compliance, vulnerability management, and documentation review were incorporated into my daily responsibilities.
Through ISRAs and DDRs, I learned how security risks are evaluated within a business environment. Rather than viewing cybersecurity solely from a technical perspective, I observed how organizations balance security requirements with operational needs, business objectives, and regulatory expectations.
This perspective significantly expanded my understanding of Governance, Risk, and Compliance. Before the internship, most of my cybersecurity experience focused on technical concepts and certification material. During the internship, I learned how governance activities serve as a bridge between technical security controls and business decision-making.
The internship also demonstrated the importance of communication within cybersecurity. Many governance activities required collaboration with stakeholders from multiple departments, emphasizing that successful security programs depend on effective communication as much as technical expertise.
As I gained more experience, I began recognizing patterns across assessments that highlighted the importance of structured governance processes. In several cases, incomplete or unclear application information resulted in controls being marked as “needs improvement” even when they were out of scope. Observing these inconsistencies helped me understand how clearer guidance, improved documentation, and more precise assessment questions could significantly enhance accuracy and reduce confusion for both assessors and application owners. This insight deepened my appreciation for the modernization work and reinforced the value of continuous improvement within governance programs.


[bookmark: _Toc235538689][bookmark: _Toc237775292]Chapter 4: Academic Learning and Internship Experience
My coursework at Old Dominion University provided a strong foundation that allowed me to contribute successfully throughout the internship. Courses related to cybersecurity, information technology, systems administration, database management, and risk management were particularly beneficial.
Concepts such as cybersecurity risk assessment, vulnerability management, security controls, policy compliance, technical writing, and critical thinking were directly applicable to many internship responsibilities. These courses provided the foundational knowledge necessary to understand the purpose and importance of various governance activities.
At the same time, the internship exposed me to concepts and processes that had not been extensively covered in the classroom. Information Security Risk Assessments, Due Diligence Reviews, ServiceNow workflows, enterprise governance practices, vendor management activities, and real-world compliance requirements were largely new experiences. While these topics are often built upon concepts introduced at ODU, the internship demonstrated how they are implemented in practice.
Overall, I believe ODU adequately prepared me for the internship. Although there were many new technologies and processes to learn, my coursework provided the problem-solving skills, analytical thinking abilities, and technical foundation necessary to adapt quickly and contribute effectively.

[bookmark: _Toc235538690][bookmark: _Toc237775293]Chapter 5: Evaluation of Internship Learning Objectives
[bookmark: _Toc235538691][bookmark: _Toc237775294]5.1	Risk Management and Risk Assessment Experience
My first objective was to develop a foundational understanding of risk management through participation in Information Technology Risk Assessments. This objective was successfully achieved through active involvement in numerous ISRAs.
Participating in these assessments provided hands-on experience identifying, evaluating, documenting, and communicating risks. I learned how security controls are reviewed, how evidence is evaluated, and how risk findings are documented within a regulated financial institution.

[bookmark: _Toc235538692][bookmark: _Toc237775295]5.2	Enterprise Change Management Experience
My second objective focused on gaining experience with enterprise change management processes. Throughout the internship, I attended change management meetings and observed how changes affecting technology systems were reviewed and approved.
These experiences demonstrated the importance of evaluating change-related risks before implementation and reinforced the role governance processes play in maintaining operational stability and security.

[bookmark: _Toc235538693][bookmark: _Toc237775296]5.3	Vendor Management and Third-Party Risk Oversight
My third objective involved learning vendor management and third-party risk oversight practices. Through DDR activities, vendor outreach efforts, documentation review, and SOC report analysis, I gained valuable knowledge regarding third-party security evaluation.
These activities helped me understand the importance of managing vendor relationships and ensuring external partners meet organizational security requirements.

[bookmark: _Toc235538694][bookmark: _Toc237775297]5.4	Systems Analysis, Documentation, and Control Assessment
The final objective involved building skills in systems analysis, documentation management, and control assessment. I achieved this objective through procedure updates, assessment modernization activities, control mapping efforts, and documentation review responsibilities.
These tasks strengthened my ability to analyze requirements, identify gaps, communicate recommendations, and document findings in a clear and professional manner.

[bookmark: _Toc235538695][bookmark: _Toc237775298]Chapter 6: Professional Growth and Challenges
[bookmark: _Toc235538696][bookmark: _Toc237775299]6.1	Most Motivating Aspects of the Internship
The most rewarding aspect of the internship was being trusted to perform meaningful work that directly contributed to TowneBank's security posture. Rather than being assigned only administrative tasks, I was given responsibility for real assessments and projects that impacted the organization.
I was particularly proud of completing ten ISRAs independently, assisting with the modernization of the assessment program, managing the 2026 assessment inventory, and collaborating with stakeholders throughout the organization. These accomplishments increased my confidence and demonstrated that I could contribute meaningfully within a professional environment.
Another motivating aspect of the internship was the level of independence and trust I was given as my skills developed. I led several assessment discussions with application owners, including a meeting focused on password requirement changes, and consistently managed communication with stakeholders in a professional and organized manner. My supervisor later shared that my contributions significantly reduced the team’s workload, which reinforced the impact of my efforts and strengthened my confidence in my ability to operate at a professional level.

[bookmark: _Toc235538697][bookmark: _Toc237775300]6.2	Most Discouraging Aspects of the Internship
One of the more difficult aspects of the internship involved delays caused by unresponsive vendors or application representatives. In many cases, assessment progress depended upon obtaining documentation or information from others. Delayed responses occasionally resulted in overdue tasks and scheduling challenges.
Another frustrating activity involved contacting vendor customer service departments to obtain documentation. Requests were sometimes transferred between multiple representatives before reaching the appropriate point of contact.
These delays became even more noticeable during my final documentation collection efforts, when timely responses were essential for closing out assessments before the end of the internship. Although the process was sometimes discouraging, it taught me the importance of persistence, clear communication, and maintaining professionalism even when progress depended on external parties.

[bookmark: _Toc235538698][bookmark: _Toc237775301]6.3	Most Challenging Aspects of the Internship
The most challenging project involved Phase 1 grammar corrections associated with the ISRA modernization effort. While the work may appear straightforward, achieving consensus on wording requires significant collaboration and attention to detail. Different stakeholders often had varying opinions regarding terminology and assessment language.
Another major challenge was learning how to use browser Developer Tools to support modernization demonstrations. This required learning technical concepts that were unfamiliar to me at the beginning of the project.
I overcame these challenges by asking questions, seeking guidance, maintaining a positive attitude, and remaining willing to learn. These experiences taught me the importance of communication, adaptability, collaboration, and continuous improvement.
Another significant challenge involved balancing my internship responsibilities with becoming a first‑time parent. Managing remote work, meetings, and deadlines while navigating major life changes required careful planning and communication with both my supervisors and my family. This experience strengthened my ability to prioritize effectively and demonstrated that I could maintain high performance even during demanding personal circumstances.

[bookmark: _Toc237775302]6.4	Recommendations for Future Interns
Future interns joining the Technology Governance team at TowneBank can benefit from understanding both the technical expectations of the role and the professional habits that support success. Interns should enter the position with a foundational grasp of cybersecurity concepts such as authentication methods, encryption standards, vulnerability management, and basic networking principles, as well as familiarity with governance tools like ServiceNow and common vendor documentation, including SOC reports and security questionnaires, which will help them adapt quickly to assessment workflows. Equally important are strong soft skills, particularly professional communication, time management, organization, and attention to detail, since the role frequently involves coordinating with application owners, vendors, and internal stakeholders. 
During the first month, interns should focus on learning ISRA and DDR processes, reviewing past assessments, observing meetings, and asking questions to build confidence while establishing effective communication habits that will support later responsibilities. They should avoid common mistakes such as making assumptions when information is incomplete, delaying follow‑ups with stakeholders, or rushing through documentation review, as accuracy and verification are essential for proper risk determination. Above all, interns should remain curious, proactive, and willing to learn; governance work often involves navigating ambiguity, so seeking clarification is a strength, and taking ownership of tasks, participating in discussions, and contributing ideas to modernization efforts will allow interns to make meaningful contributions while gaining valuable experience in cybersecurity governance.
[bookmark: _Toc235538699][bookmark: _Toc237775303]Conclusion
My internship at TowneBank was an extremely valuable and rewarding experience that significantly contributed to my personal and professional growth. The experience allowed me to gain hands-on exposure to Information Security Risk Assessments, Due Diligence Reviews, vendor management, governance activities, and enterprise risk management processes.
My biggest takeaway from the internship was understanding how cybersecurity, governance, and business operations work together to support organizational objectives. The internship helped me develop stronger technical, analytical, and communication skills while reinforcing the importance of collaboration and attention to detail.
Perhaps the most significant impact of the internship was the influence it had on my career goals. Prior to this experience, I envisioned pursuing a career focused on networking or highly technical cybersecurity functions. However, after working closely with the Technology Governance team, I discovered a strong interest in Governance, Risk, and Compliance as well as Information Technology Analyst roles. This realization provided clarity regarding my long-term career aspirations.
The internship will continue to influence my remaining time at Old Dominion University by shaping the courses, certifications, and opportunities I pursue. I am motivated to further develop my knowledge of governance, risk management, compliance, and cybersecurity while completing my degree.
Following graduation, I hope to return to TowneBank and continue working with the Technology Governance team in a full-time capacity. If such an opportunity is unavailable, I intend to pursue a career in information security, risk management, governance, or IT analysis where I can apply the skills and experiences gained during this internship.
Overall, my internship at TowneBank exceeded expectations. It increased my confidence, expanded my understanding of cybersecurity and governance, strengthened my professional skills, and confirmed my desire to pursue a career in Governance, Risk, and Compliance. Most importantly, it provided valuable real-world experience that will serve as a foundation for my future success in the technology industry.
Reflecting on the final weeks of the internship, the experience did not feel like an ending but rather a transition into the next stage of my professional development. I began the summer learning established procedures and finished it contributing to improvements that will support future assessments. This shift from learning to shaping processes gave me a clear sense of direction and reinforced my desire to continue building a career in governance, risk, and compliance.
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