Branden Barnes
Professor Shobha Vatsa CYSE 270

Lab 12 — Advanced Network Configuration

Scenario: You, as a network admin, are going to set up your Ubuntu VM as a gateway to provide
Internet access to another client Ubuntu VM. The client VM needs to be in the same internal
network as the gateway (as shown in Figure 1). Once the connection is ready, you need to
configure the firewall to secure the network properly. The following requirements need to be
satisfied to receive full credits.
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Figure 1 Desired Network Topology

1. Inthe virtual box setting, connect two VMs in the same internal network, “internal_{UIN}".
Replace {UIN} with your real UIN.
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2. Change the hostname of the Client VM to “{MIDASname}-Client.” Replace {MIDAS name} with
your real MIDAS name.
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3. Configure the temporary IP address on the Gateway Ubuntu, as shown in Figure 1.
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Activities Terminal Apr30 18:33
barnes@barnes-VirtualBox: ~

;-5 sudo ifconfig enp@s8 192.168.120.1
[sudo] password for barnes:
;-5 ifconfig
enp@s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.8 broadcast 10.8.2.255
inet6 feBO 53b:1065:bd11:belb prefixlen 64 scopeid @x20<link>
ether ©08:00:27:89:b8:a5 txqueuelen 1000 (Ethernet)
RX packets 38 bytes 5619 (5.6 KB)
RX errors ® dropped @ overruns @ frame @
TX packets 114 bytes 12553 (12.5 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @

flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.120.1 netmask 255.255.255.08 broadcast 192.168.120.255
ether ©08:00:27:f5:7e:60 txqueuelen 1000 (Ethernet)

RX packets 53 bytes 11227 (11.2 KB)

RX errors ® dropped @ overruns @ frame @

TX packets 112 bytes 17271 (17.2 KB)

TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING>= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<

loop txqueuelen 1800 (Local Loopback)

RX packets 212 bytes 24240 (24.2 KB)

RX errors ® dropped @ overruns @ frame 0

TX packets 212 bytes 24240 (24.2 KB)

TX errors ® dropped @ overruns ® carrier @ collisions @

Switched to Kali Linux VM for the rest of the Lab.
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4. Configure the temporary IP address, routing table, and DNS server on Client VM as shown in

Figure 1
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- route add default via ; -
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branden@bbarn024-Client: ~
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—~% sudo vi /etc/resolv.conf

sudo: unable to resolve host bbarn@24-Client: Temporary failure
on

[sudo] password for branden:

=7 2 /etc/resolv.conf
# Generated by NetworkManager
nameserver 8.8.8.8

5. Configure gateway Ubuntu to enable IP forwarding (to forward the traffic) (also NAT
configuration)
e e —
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6. Testyour ping connection to 8.8.8.8 and www.google.com in the client VM, respectively
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Task B

1. Configure the iptables on the gateway Ubuntu to block all the inbound ICMP packets from the
Client VM.

2. Configure the iptables on the gateway Ubuntu to block all the outbound ICMP packets that
originated from the gateway Ubuntu itself
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-A INPUT : icmp
sudo: unable to resolve host bba 1 r service not known

—[~

L -A QUTPUT icmp DROP
sudo: unable to resolve host bbar 4: Name or service not known

Extra Credit: Set the permanent IP address on the Client Ubuntu based on the above network topology.
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