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Vulnerability Scan

Task A: Stealth Scan Using NMAP

1. Open the Root Terminal in Kali Linux. Type nmap -h | less and press Enter to see all available
Nmap commands

root@bbarn024: ~

File Actions Edit View Help

2. Send a SYN packet to an IP address of metasploitable 2/ Windows VM.



root@bbarm024: -
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3. Limit the scope so only port 443 is scanned.

- 192.168.0.25
Starting Nmap 7.93 ( https://nmap.org ) at 2024-02-07 16:00 EST
Initiating ARP Ping Scan at 16:00
Scanning 192.168.0.25 [1 port]
Completed ARP Ping Scan at 16:00, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 16:00
Completed Parallel DNS resolution of 1 host. at 16:00, 0.04s elapsed
Initiating SYN Stealth Scan at 16:00
Scanning 192.168.0.25 [1 port]
Completed SYN Stealth Scan at 16:00, 0.03s elapsed (1 total ports)
Nmap scan report for 192.168.0.25
Host is up (0.00035s latency).

PORT STATE SERVICE
443/tcp closed https
MAC Address: 08:00:27:3F:61:6C (Oracle VirtualBox virtual NIC)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds
Raw packets sent: 2 (72B) | Rcvd: 2 (68B)

Task B: Vulnerability Scan Using Nmap Script

1. Open the Terminal in Kali Linux
2. Using nmap script for brute force attack, scan the target machine to guess its
username/password



root@bbarn024: ~
File Actions Edit View Help

smb-brute.nse -p445 192.1
g Nmap 7.93 ( https://nmap.org ) at
01 @ hosts completed (

Nma (anureport for 192.168.0.2
Host is up (0.00081s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 08:00:27:3F:61:6C (Oracle VirtualBox virtual NIC)

:msfadmin = Valid credentials
user = Valid credentials

Nmap done: 1 IP address (1 host up) scanned in 170.95 seconds

Task C: Secure Hacking Environment

1. To secure your web-based proxy, start with SSL connections. These connections are what secures
transmissions involving encryption and decryption between servers. Enable SSL connections and
establish a key ring database with a key ring password file. When configuring your proxy server
into a forward proxy server, enable SSL Tunneling as to pass encrypted requests, but encrypted
information is not cached. Choosing the proper proxy to use enhances your security and privacy
in routing traffic. For example, the proxy server Squid, when you route your traffic through it,
that proxy forwards your request on your behalf. You need to configure your proxy in a way that
won’t ping back to you from the internet. A tool for hackers to use is ProxyChains which force
TCP connections to go through various proxies. This allows hackers to hide their IP address, run
applications, and active/passive reconnaissance the local intranet from external proxy.

2. The Macchanger tool in hacking manipulates MAC addresses of network interfaces. Changing
your MAC address frequently makes it very difficult to track your computer. GNU MAC Changer is
a utility that can be programmed to feature many different specifics of your MAC address.



