Sniff ICMP traffic (10 + 10 = 20 points)

Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other
ping

Internal Kali.

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.
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Frame 234: 109 bytes on wire (872 bits), 189 bytes captured (872 bits) on interface @
Ethernet II, Src: Microsof_408:57:03 (00:15:5d:40:57:03), Dst: Microsof_40:57:1e (00:15:5d:40:57:1e)
Internet Protocol Version 4, Src: 192.168.10.13, Dst: 192.168.10.2
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b. Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP
request originated from External Kali VM and goes to Ubuntu 64-bit VM.
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Frame 762: 102 bytes on wire (816 bits), 1082 bytes captured (816 bits) on interface ®
Ethernet II, Src: Microsof 40:57:0c (00:15:5d:40:57:0c), Dst: Microsof 40:57:1e (00:15:5d:40:57:1e)
Internet Protoceol Version 4, Src: 192.168.10.10, Dst: 192.168.10.2

Internet Control Message Protocol
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2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need
to

use External Kali to access this FTP server by using the command: ftp [ip_addr of
ubuntu

VM]. The username for the FTP server is cyse301, and the password is password. You
can follow the steps below to access the FTP server.
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(W] Apply a display filter

- # ftp 192.168.10.2
No. Time : ect: Connection timed out

command
# ftp 192.168.10.

connect: Connection timed out

# ftp 192.168.10.
to 192.1 10.10.

259429500

261208200

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1F)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.186.10.10
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b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication.

Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to screenshot and explain how you find the password.
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266 108.645063300 192.168.10.10 192.168.217.3 FTP 80 Response: 221 Goodbye.

265 108.6427696000 192.168.217.3 192.168.10.10 FTP 72 Request: QUIT

252 102.231388600 192.168.10.10 192.168.217.3 FTP 85 Response: 215 UNIX Type: L8

250 162.228708500 192.168.217.3 192.168.16.16 FTP 72 Request: SYST

248 102.222860100 192.168.10.10 192.168.217.3 FTP 89 Response: 230 Login successful.

239 1092.131493400 192.168.217.3 192.168.108.106 FTP 81 Request: PASS password

226 96.198400000 192.168.10.10 192.168.217.3 FTP 100 Response: 331 Please specify the password.

224 96.196069200 - o o oalltle 80 Request |\ USER
209 91.415336900 192. 86 Response: 220

(vsFTPd 3.0.3)
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= Transmission Control Protocol, Src Port: 48956, Dst Port: 21, Seq: 1, Ack: 21, Len: 14 -
Source Port: 48956

Destination Port: 21

[Stream index: 22]

[TCP Segment Len: 14]

Sequence number: 1 (relative sequence number)

[Next sequence number: 15 (relative sequence number)]

Acknowledgment number: 21 (relative ack number)

1008 .... = Header Length: 32 bytes (8)

Flags: ©0xB818 (PSH, ACK)

Window size value: 229
[Calculated window size: 29312]
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52 3b 55 53 45 52 20 63 79 73 65 33 30 31 6d fa R;USER ¢ yse30l

Went into the internal kali and filtered to ftp. Looking at the request and responds
you can see the password and usernames used. To commfrim that password
and usernames you can look at the request lines that say login successful to
cimfimt that the password and username used allowed entrance.

c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password
to reaccess the FTP server from External Kali. Although External Kali may not access
the FTP server, you need to intercept the packets containing these “secrets” from the
attacker VM, which is Internal Kali.
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# ftp 192.168
to 192.168.10.10.

-247325900

53155

.248511000

# ftp 192.168.10.10
to 192.168.10.10.

.257451400

.259429500

59 3

770 138.261208200 192.168.217.3 192.186.10.1

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @

» Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1F)
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.186.10.18

» Internet Control Message Protocol
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Typed midas and uid into the username and password.
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1724 563.879437200 192.168.217.3 192.168.10.10 FTP 72 Request: SYST
1726 563.879502600 192.168.10.160 192.168.217.3 FTP 104 Response: 530 Please login with USER and
S 1758 569.086446000 192.168.217.3 192.168.10.10 FTP 72 Request: QUIT
1759 569.687356500 192.168.10.160 192.168.217.3 FTP 80 Response: 221 Goodbye.
1769 570.836351900 192.168.10.10 192.168.217.3 FTP -86 Response: 220 (wskIPd 3.8.3)
. 466965200 Request: bpearee3
1971 608.469563600 192.168.10.18 192.168.217.3 FTP 106 Response: 331 Please specifysthe password
= 1999 619.248571180 192.168.217.3 192.168.10.10 FTP 81 Request: PASS 01243149 \
2001 622.041615900 192.168.10.10 192.168.217.3 FTP 88 Response: 530 Login incorrect.
2003 622.050166300 192.168.217.3 192.168.10.10 FTP 72 Request: SYST -
M « - T T o o T T T - T b : T -br

» Frame 1969:

81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface @ -
v+ Ethernet II, Src: Microsof_40:57:1e (80:15:5d:40:57:1e), Dst: Microsof_40:57:8c¢c (00:15:5d:48:57:0c)
» Internet Protocel Version 4, Src: 192.168.217.3, Dst: 192.168.10.10
- Transmission Control Protocol, Src Port: 48960, Dst Port: 21, Seq: 1, Ack: 21,
Source Port: 48960
Destination Port: 21
[TCP Segment Len: 15]
Sequence number: 1 (relative sequence number)
[Next sequence number: 186 (relative sequence number)]
Acknowledgment number: 21 (relative ack number)

Len: 15

1000 . = Header Length: 32 bytes (8) -
00 15 5d 40 57 @c 00 15 5d 40 57 le 08 B0 45 10 col@we - l@w- - E
00 43 al eb 40 @0 3f 06 35 5b cO a8 d9 83 cO a8 -c.-@7? 5[
Ga Oa bf 40 00 15 a7 97 82 57 6a 7f bd be 80 18 @ Wi
00 e5 be 47 00 @0 01 01 08 Oa 4c ab 78 75 de e8 oG o cLexu-
bl 8a 55 53 45 52 20 od - USER [NEETEEE
Ba :

Internal FTP search shows the username and passwords being used.



