
Sniff ICMP traffic (10 + 10 = 20 points)
Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other
ping
Internal Kali.
a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.

b. Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP
request originated from External Kali VM and goes to Ubuntu 64-bit VM.



2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)
a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need
to
use External Kali to access this FTP server by using the command: ftp [ip_addr of
ubuntu
VM]. The username for the FTP server is cyse301, and the password is password. You
can follow the steps below to access the FTP server.



b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to screenshot and explain how you find the password.



Went into the internal kali and filtered to ftp. Looking at the request and responds
you can see the password and usernames used. To commfrim that password
and usernames you can look at the request lines that say login successful to
cimfimt that the password and username used allowed entrance.

c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password
to reaccess the FTP server from External Kali. Although External Kali may not access
the FTP server, you need to intercept the packets containing these “secrets” from the
attacker VM, which is Internal Kali.



Typed midas and uid into the username and password.



Internal FTP search shows the username and passwords being used.


