Task A: 40 points

Follow the steps in the lab manual, and decrypt WEP and WPA/WPA2 protected traffic.
Requirements:

* Decrypt the lab4wep.cap file (10 points) and perform a detailed traffic analysis (10 points)
* Decrypt the lab4wpa2.cap file (10 points) and perform a detailed traffic analysis (10 points)
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Applications ~ Places ¥ [ Terminal ~ Thu09:23 (

labdwep.cap

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
File Edit View Search Terminal Help

Aircrack-ng 1.5.2

[00:00:01] Tested 231 keys (got 19772 IVs)

depth
2 ( 6) 30(26112) 21(24832) 27(24832) 03(24576) F8(24 6) 05(24320)
10 N ( N 6) 52(23296)
1 0 ( 0 B8 (24 93(24576) C
(R 1 ( b8 30 3 00(23552) 4 y 3F(23296)
1 (30 0) (26624) 2E(25344) (4 64 (- 2) 77(24832)

KEY FOUND! [ F2:C7:BB:
Decrypted correctly: 100%

= 80 @0 @0 @0 ff ff ff ff ff ff 4 7f 35 04 7d el 5.1 -
root@CS2APenTest: ~/CYSE301/Module V-Wireless Security @ 6

File Edit View Search Terminal Help
9/ 18 C7(24064) 71(23808) 5C(23552) 20(23296) 2A(23296) 52(23296) 84(23296) 99(23040)
e/ 1 BB(30208) AB(25344) BF(25344) DO(24832) 08(24576) 93(24576) CC(24320) D3(24064)
8/ 12 FC(24064) 25(23808) 2A(23808) A9(23808) BD(23808) 00(23552) 42(23552) 3F(23296)
e/ 1 B9(30720) 33(26624) 2E(25344) C4(25344) 64(25088) ED(25088) 55(24832) 77(24832)

SO AR : C7:BB:35:B9 |

Decrypted correctly: 108%

5 # airdecap-ng -h
airdecap-ng: invalid option -- 'h'
--help" for help.

# airdecap-ng -w F2:C7:BB:35:B9 lab4wep.cap

3 37
of packets 404693
number of WEP data packe 142415
al number of WPA data pack 27852
er of plai ata pa 170
- of decr 142415
- of rrupted WEP
- of decrypted WPA
- of bad TKIP (WPA) pack
- of bad CCMP (WPA) packet




lab4wep-dec.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A Wireshark - Protocol Hierarchy Statistics - lab4wep-dec.cap @ ® O
| Apply a dis| Protocol “ Percent Packets Packets Percent Bytes Bytes™ Bx
No Ti; ~ User Datagram Protocol 0.1 198 0.0 1584

4 NetBIOS Name Service 0.0 20 0.0 1102 F
~ NetBIOS Datagram Service 0.0 3 0.0 549
~ SMB (Server Message Block Protocol) 0.0 3 0.0 303
* SMB MailSlot Protocol 0.0 3 0.0 75
t Microsoft Windows Browser Protocol 0.0 3 0.0 45
31/ Multicast Domain Name System 0.0 30 0.0 4542
105 74 Dropbox LAN sync Discovery Protocol 0.0 20 0.0 2300
197 31 Domain Name System 0.1 80 0.0 6069
Bootstrap Protocol 0.0 S 0.0 1500
199 3§ ~ Transmission Control Protocol 13.6 19342 73.4 1639¢
s i Secure Sockets Layer 0.6 788 2.7 5930

» Frame 19§ Malformed Packet 0.0 12 0.0 0

~ Ethernet = Hypertext Transfer Protocol 0.9 1296 7.7 17152
~ Destin MIME Multipart Media Encapsulation 0.0 2 0.0 1767
Addr Media Type 0.0 18 0.0 4538
- Line-based text data 0.0 11 0.0 7573
e JPEG File Interchange Format 0.0 3 0.1 12178
v 5"”;‘;‘3 JavaScript Object Notation 0.0 1 0.0 12
Adce HTML Form URL Encoded 0.0 14 0.1 17314
T Compuserve GIF 0.0 9 0.0 2734
TYﬁé;. FTPDaw 0.0 7 0.0 9464
 Address I File Transfer Protocol (FTP) 0.0 22 0.0 656
1 Internet Group Management Protocol 0.0 7 0.0 56
;; ; Internet Control Message Protocol 0.0 3 0.0 120
00 @ Data 12 1730 9.7 2175:
Address Resolution Protocol 86.2 122691 15.4 3435
4 »
No display filter.
BHelp Copy ~-|| %Close

# cp Susr/share/wordlists/rockyou. tx

0 odule': No such file or directory
cannot s - : No such file or directory
cannot s : Mo such file or directory

lab4wep-dec.cap

# gunzip rockyou. tx
: # 1s
lab4wep-dec. cap rockyou.txt




B3 Kali - Internal Workstation on BPEARDD3 - Virtual Machine Connection - O X

File Action Media Clipboard View Help
Ba DO kb [t
Applications ~ Places >+ [ Terminal ~ Thu 09:43

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
File Edit View Search Terminal Help

Aircrack-ng 1.5.2
[60:00:00] 720/, 276 s te (1391.75
Time left: 1 hour, 57 minut

KEY FOUND! 1

39 7C CF 70 BO

Q7 05 27 53

CD 94 EE ¢ 12

30 C9 6 31

52 2F

E3 76

CE 52




lab4wpa2-dec.cap

File Edit Wireshark - Protocol Hierarchy Statistics . lab4dwpa2-dec.cap [ O ]
‘ [ | Protocol “ Percent Packets Packets Percent Bytes Bytes
—  ~ |Frame 100.0 2228 100.0 4602 |
D@ ~ Ethernet 100.0 2228 6.8 3119} F
No. Ti ~ Internet Protocol Version & 0.1 3 0.0 120
10, = User Datagram Protocol 0.0 1 0.0 8
28 Multicast Domain Name System 0.0 1 01 278
30 Internet Control Message Protocol v 0.1 2 0.0 40
40 = Internet Protocel Version 4 99.7 2221 9.7 4442
58 ~ User Datagram Protocol 15 33 0.1 264
6@ Network Time Protocol 0.0 1 0.0 48
780 Multicast Domain Name System 0.0 1 0.0 114
860 GQUIC {Google Quick UDP Internet Connections) 0.1 2k 0.3 1387
9 1 Domain Name System 1.0 22 0.2 939
TEY Data 0.3 7 0.3 1374
= = Transmission Control Pretocol 98.2 2188 82.6 3799 |
' g:zemit Secure Sockets Layer 57 127 8.5 3928
y = Hypertext Transfer Protocol 2.8 63 145 668(
Portable Network Graphics 0.0 1 0.2 1060
Data 0.0 1 01 343
Address Resolution Protocol 0.2 4 0.0 112
0000 ff fl
08 @
0o 6
‘ »
No display filter.
HHelp Copy - | %Close

Task B: 60 points

Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table
below

and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. For
example, the

last digit of the hash for pjiang is e. Thus, | should pick up file "WPA2-P5-01.cap."

MDS5 of pjiang is 5a618cdc3edffd8b4c661e7e9b70cel1e

You can find an online MD5 hash generator or the following command to get the hash of a text
string

# echo -n bpear@®3 | md5sum

b8d1c2eb538b0ChOSCfBad4229250380
Last digit of your MD5 Filename
0~3 WPA2-P1-01.cap

4~5 WPA2-P2-01.cap

6~8 WPA2-P3-01.cap

9~B WPA2-P4-01.cap

C~F WPA2-P5-01.cap

The above files are zipped in a folder named "Lab Resources." You can locate the zipped folder
in the Windows 10 Host Machine under C:/VMShare. Then, unzip the following zipped file in the
Kali Linux VM, find the assigned WPA file under sub-folder “Module 5”.

Then complete the following steps:



1. Implement a dictionary attack and find the password. - 30 points

2. Decrypt the encrypted traffic and write a detailed summary to describe what you have
explored from this encrypted traffic file. -30 points

In order to ge the password/ key for the 0~3 WPA2-P1-01.cap document. | came across many
confusing parts so | am not sure if | did it the way that was entended. | had to make sure that a
rockyou.txt was inside the lab resource folder and that | was in the correct directory before doing
any commands.

The first command | did was

aircrack-ng WPA2-P1-01.cap

J; s # aircrack-ng WPAZ2-P1-01.cap
Operting WPA2-P1-01.cape wait...
Read 2660 packets. ~

# BSSID ESSID Encryption

1 00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)

Choosing first network as target.

Opening WPA2-P1-01.cape wait...
Read 2660 packets.

1 potential targets

Please specify a dictionary (option -w).

| got this screen above. Usually, you would type 1 or the number that went with the encryption
you wanted but it didn’t let me. My solution was to use the command
aircrack-ng -w rockyou.txt WPA2-P!-01.cap

This worked and gave me key found screen PASSWORD

root@CS2APenTest: ~/Desktop/Lab Resources (2023 Sprmg)ILab Resources/Module 5 e 0 6

File Edit View Search Terminal Help

Aircrack-ng 1.5.2

[00:00:10] 22641/7120712 keys tested (2141.62 k/s)

Time left: 55 minutes, 15 seconds

v IEEE KEY FOUND! [ PASSWORD ]
Master Key

Transient Ke‘_ﬂI B

EAPOL HMAC
= # aircrack-ng -w rockyou.txt WPA|

2-P1-01.capll

oe60 10 18 [FRCEINCRICCRCERCE dd 18 80 50 T2 62 81 01 - - Rk

After this, | used the command Airdecap-ng -p PASSWORD WPA2-p1-01.cap -e CyberPHY

LY PR



-ng -p PASSWORD WPA2-P1-0l.cap -e

CyberPHY
otal number of stations

of cor
of

- of bad TKIP (WPA)
of bad CCMP (WPA)

AAR AR A 14 A1 AR AR AF ar AA A1 AR AR AF ar A4 At 2]

ereshark WPA2-p1-01.dec.cap to view the new file that is deciphered

D

Applications ~ Places ¥ ® Wireshark ~ Thu11:02 IIl e FaLU RO
WPA2-P1-01-dec.cap

File Edit M Wireshark - Protocol Hierarchy Statistics - WPA2-P1-01-dec.cap [— O <]

Protocol + Percent Packets Packets Percent Bytes Bytes
~ Frame 100.0 471 100.0 1561
~ Ethernet 100.0 471 4.2 6594
= Internet Protocol Version & 7.9 37 0.9 1480
- User Datagram Protocol 59 28 0.1 224
Multicast Domain Name System 0.6 3 0.1 120
Link-local Multicast Name Resolution 45 21 0.4 582
DHCPve 0.8 4 0.2 380
Internet Control Message Protocel v6 1.9 9 0.2 292
~ Internet Protocol Version 4 90.9 55 8588
~ User Datagram Protocol 18.9 89 0.5 712
Simple Service Discovery Protocol 0.8 4 0.4 692
NetBIOS Name Service 53 25 0.8 1322
Multicast Demain Name System 0.6 3 0.1 120
Link-local Multicast Name Resolution 3.4 16 03 446
GQUIC (Google Quick UDP Internet Connections) 25 25 3981
Domain Name System 4.5 11 1793
Data 11 0.2 239
Bootstrap Protocol 0.6 0.6 954
= Transmission Control Protocol . 80.8 12611
Secure Sockets Layer 3 61.8 9657
~ Hypertext Transfer Protocol X 17 2668
Line-based text data L 1 0.0 22
eXtensible Markup Language . 07 1116
Data . 13 2035
Internet Group Management Protocol . 0.1 120
Internet Control Message Protocol . 0.7 1160
Address Resolution Protocel . 0.1 168

Frame 1:
Ethernet
Internet
User Dat;
Bootstraj

1 b

No display filter.
BHelp Copy ~|| %Close

00 B0 6 OO0 GO BB GO 0D 0O GO 0O 0O 0O 0O
00 0D 0O 0P 0D 0O GO 0O OO 00 08 PO OO B0 08
00 00 GO 0O 0D 0O 0O 00 OO 00 08 00 B0 B0 0O

This is the Protocol Hierarchy after decryption
After review, there are multiple different protocols that are used = Mostly TCP, ICMP, and NBNS
Looks like Cisco and Microsoft




