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Cybersecurity has become one of the most important things to improve on in recent
years. Cyber attacks are becoming more advanced and more frequent each and every day. This
concern with cyberattacks has become so prevalent that the United States developed the National
Cybersecurity Strategy. The National Cybersecurity Strategy of the United States was last
updated in March of 2023. The major focus of this update was “The National Cybersecurity
Strategy calls for two fundamental shifts: rebalancing the responsibility to defend cyberspace and
realigning incentives to favor long-term investments.” (U.S. Department of State. 2023, March
8). With any new policy, there are political implications as well as ramifications that arise.
Reviewing the steps that policymakers are taking in order to resolve any issues that have come
about. As well as understanding the viewpoints of policymakers in order to understand the
reasoning behind the implementation of The National Cybersecurity Strategy.

The United States strives to upgrade the policies surrounding cybersecurity due to the
frequent cyber attacks. As the internet and [oT devices expand more security concerns arise. This
is due to the rapid development of new devices which only allows attackers to capitalize on the
lack of security features. “In a survey of 582 information security professionals, 50% say they do
not believe their organization is prepared to repel a ransomware attack.” (Jason Firch, M.).
Ransome attacks are one of the most costly types of attacks and can greatly hamper the
organization that was attacked. These are just one of the major concerns when it comes to
cyberattacks. The U.S. wants to create a safer cyber environment in order to prevent attacks from
committing attacks on any form of critical infrastructure. Critical infrastructure can be anything
from gas, electricity, transportation, and other things that keep the United States interconnected.
Another major concern that leads politicians to address this issue in the U.S. is the economic

impact cyberattacks can have on citizens. Attacks can put their private data at risk for



exploitation or disrupt the daily lives of U.S. citizens. In recent years cyberattacks have become
prevalent enough that most people know what they are and the risk they pose. This has created
an environment where the government must address the issues at hand.

Some of the politicians who have pushed for the development of the National
Cybersecurity Strategy are President Biden, Kamala Harris, Jen Easterly, and Ron Wyden. Biden
enacted Executive Order 14028 which enforced that stronger cybersecurity efforts be put in
place. Highlighting that encryption should be utilized as well as the NIST framework be
implemented in government organizations. Additionally, Biden issued the National Security
Memorandum 5 which targets critical infrastructure (The United States Government. 2021, July
28). Creating more policies that attempt to place guidelines with the goal of reducing the
likelihood that an attack can take place.

Jen Easterly holds the position of the United States Director of the Cybersecurity and
Infrastructure Security Agency. In this role, she is set out with the task of ensuring the security of
the United States. While Easterly has been in this role she has pressed for the importance of the
CISA. That it is needed in order to ensure that the nation and government are putting their best
efforts into defending the U.S. In 2018, Easterly as well as former President Donald Trump
helped establish the Cybersecurity and Infrastructure Security Agency Act. This act placed
stricter policies and guidelines for certain sectors of the government.

Ron Wyden a U.S. senator for Oregon, has been a big supporter of implementing stronger
legislation in place for cyber security. Primarily target data privacy and user rights. Wyden has
also wanted to keep a balance between governmental involvement in users' information and
privacy. Wanting to have a more transparent government in order to prevent the government

from overstepping human rights.



The National Cybersecurity Strategy hasn’t been met with complete open arms. One of
the major complications is the need for corporations between the government sectors and
corporations. One of the reasons for this is the lack of knowledgeable cybersecurity professionals
on both sides. Additionally, the cost of implementing more secure cyber defenses can be high
which makes corporations slow to come around. With the government becoming more evolved
with cybersecurity it has also introduced concerns with the extent government will go to ensure a
secure cyberspace. The balance between creating a more secure government can come at the cost
of the public's right to privacy. One major ramification that has come about with the
development of stronger policies is that it has put the government-involved sectors under more
security. This can be by the public or by other government sectors if breaches happen or if it is
revealed that there has been little effort put forth to meet guidelines.

The major complication that the United States government has when it comes to creating
a safer cyberspace. Comes down to that it has to be done without overstepping or encroaching on
the public's civil rights. This is a complicated process due to the need for cyber defense in this
day and age. In recent years, there have been many improvements in cybersecurity, but it has
been slow in implementation due to various reasons. This is why there is a need for

governmental involvement when it comes to ensuring the country's security.
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