
At the end of this module, each student must submit a report indicating the
completion of the following
tasks. Make sure you take screenshots as proof.
You need to power on the following VMs for this assignment.
• Internal Kali (Attacker)
• pfSense VM (power on only)
• Windows XP or Windows Server 2008 or Windows 7 (depending on the
subtasks).

Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each)
In this task, you need to complete the following steps to exploit SMB vulnerability
on Windows XP.
1. Run a port scan against the Windows XP using nmap command to identify
open ports and services.
2. Identify the SMB port number (default: 445) and confirm that it is open.



3. Launch Metasploit Framework and search for the exploit module:
ms08_067_netapi

4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as
the payload.



5. Use 4458 as the listening port number. Configure the rest of the parameters.
Display your configurations and exploit the target.



6. [Post-exploitation] Execute the screenshot command to take a screenshot of
the target machine if the exploit is successful.

image that was saved



7. [Post-exploitation] In meterpreter shell, display the target system’s local date
and time.

8. [Post-exploitation] In meterpreter shell, get the SID of the user.
9. [Post-exploitation] In meterpreter shell, get the current process identifier.
10. [Post-exploitation] In meterpreter shell, get system information about the
target.



Task B. Exploit EternalBlue on Windows Server 2008 with Metasploit (20 pt)
In this task, you need to use similar steps to exploit the EternalBlue vulnerability
on Windows Server
2008. Make sure to search and replace the exploit module against Windows
Server 2008 accordingly.

1. Configure your Metasploit accordingly and set DDMMYY as the listening port
number. Display the configuration and exploit the target. (10 pt)
Used 11123 for the date/ lport



2. [Post-exploitation] Execute the screenshot command to take a screenshot of
the target machineif the exploit is successful. (2 pt)
3. [Post-exploitation] In meterpreter shell, display the target system’s local date
and time. (2 pt)
4. [Post-exploitation] In meterpreter shell, get the SID of the user. (2 pt)
5. [Post-exploitation] In meterpreter shell, get the current process identifier. (2 pt)
6. [Post-exploitation] In meterpreter shell, get system information about the
target. (2 pt)





Screenshot that was taken


