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CS 463/563: Cryptography for Cybersecurity
Spring 2024
Homework # 12
Points: 20

Question 1. [Points 10] Shared session key establishment using a Key Distribution Center
(KDC). Using the following table, illustrate how Alice can initiate a secure session with Bob
with the help of KDC. Here, KEKs are the long-term key establishment keys used to transport
the session keys across the network securely. Assume the encryption process to be as follows:

Ciphertext = LC|| RC where LC
RC=RB @ LK;
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