
 

 

 

 

 

 

 

 

 

 

Assignment: Lab 2 – Traffic Tracing and Sniffing 

CYSE 301 – Professor Vatsa 

Brandon Creech (UIN: 01215415) 

Old Dominion University 

  



TASK A: Get Started with Wireshark 

Q1. How many packets are captured in total? How many packets are displayed?  There are a total of 82 

packets captured and displayed on the eth0 interface from the ping. 

 



Q2: Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question. After applying the 

“ICMP” display filter on Wireshark. There are now 24 packets being displayed through the filter. 

Q3. Select an Echo (replay) message from the list. What are the source and destination Ips of this 

packer? What are the sequence number and the size of the data? What is the response time? Above is 



Packet 1 from the Echo message list. The source IP is 192.168.217.3 and the destination IP is 

192.168.10.18.  

The left screenshot is the sequence number, and the right screenshot is the data size, which both can be 

found under the packet’s information list. 

Lastly, the screenshot to the 

right is the response time of 

the packet. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Q4. Apply “DNS” as a 

display filter in 

Wireshark. How many 

packets are displayed? 

After applying the 

“DNS” display filter on 

the packet list, some of 

the DNS packets are 

displayed in the 

screenshot above. The 

DNS packets on my list 

are numbers 25-60, 

and then 63-82. This 

means there are 56 

DNS packets total.  

 

 

 

 

Q5. Find a DNS query packet. What is the 

domain name this host is trying to 

resolve? What is the source IP and port 

number, destination IP and port number? 

Please express in the format: IP:port. 

After opening a DNS query packet, the 

screenshot to the right is the domain 

name that the host is trying to resolve.  

 

 

 

 

 

 

 



 

 

This screenshot to the right is the source 

IP address and the destination IP address. 

Just below that line are the 

corresponding port numbers. The IP:port 

format would be 192.168.217.3:53816 → 

192.168.217.2:53. 

 

 

 

 

 

 

 

 

 

 

 

 



 

Q6.Find the corresponding DNS response to the query you selected at the previous step, and what is the 

source IP and port number, destination IP and port number? What is the message replied from the DNS 

server? Source IP Address: 192.168.217.3 

Port Number: 53816 

 

Destination IP Address: 192.168.217.2 

Port Number: 53  

There was no message replied from the DNS server for me per screenshot above. 

 

 

 

 

 

 

 

 

 



TASK B:  

 

1. A. SNIFFING 

ICMP 

TRAFFIC 

 

 

 

 

 

 

 

 

 

 

 

 



1. B. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. A. 

 

 

 

 

 

 

 

 

 

 

 



 

 

SNIFFING FTP TRAFFIC 

 

2.  B.  

 

I found the password by utilizing 

the ftp Ubuntu IP command and 

finding the FTP packets after 

logging into the FTP server. The 

FTP packets with the USER 

student and PASS password was 

the info needed. 

 

 

 

 

 



 

 

STEALING 

FILES WITH 

WIRESHARK 

 

 

2.  C. 

 


