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TASK A: Get Started with Wireshark

Q1. How many packets are captured in total? How many packets are displayed? There are a total of 82
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Q2: Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question. After applying the
“ICMP” display filter on Wireshark. There are now 24 packets being displayed through the filter.
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£ Wireshark - Packet 1- ethQ
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) o
Ethernet II, Src: Microsoft 40:57 .27 (GbTi5:5d:4R:57:27), Dat. Micio
Internet Protocol Version 4, Src: 192.168.2417.3 Dst: 192.168.160.18
Internet Control Message Protocul
Type: 8 (Echo {ping) request)
Code: @
Checksum: 8x6cdf [correct]
[Checksum Status: Good]
00 15 5d 48 57 38 80 15 5d 48
PO 54 4f 99 40 00 40 @1 86 a9
a 12 08 00 6c df d9 a4 @0 81
00 BB 45 14 91 GO B0 B 0O B8
16 17 18 19 1a 1b 1c 1d 1e 1f
26 27 28 29 2a 2b 2c 2d 2e 2f
36 37

Ne.: 1- Time: 0.000000000 - Source: 192.168.217.3 - Desti... (ping) request id=0xd%a4, seq=1/256, tti=64 (reply in 2)
v Show packet bytes

% Close ) Help

Q3. Select an Echo (replay) message from the list. What are the source and destination Ips of this
packer? What are the sequence number and the size of the data? What is the response time? Above is

Wireshark - Packet 1. ethO e Wireshark - Packet 1. ethD

Checksum: 6x6cdf [correct] Sequence Number (BE): 1 (Bx0081)
[Checksum Status: Goad] Sequence Number (LE): 256 (0x@188)
Identifier (BE): 55716 (©xd9ad)
Identifier (LE): 42201 (Oxadd9) Timestamp from icmp data: Jan 38, 2825 20:49:04.0870725800 EST
Sequence Number (BE): 1 (0xAAA1) [Timestamn from iems data (relative): ©.088841488 seconds]
Sequence Number (LE): 256 (6x0100) ~ Data (48 bytes)
Data: 101112131415161718191a1b1c1d1e1f202122232425262728292a2b2¢
Timestamp from icmp data: Jan 30, 2025 20:49:64.870725000 EST [Length: 48]
00 15 5d 40 57 38 00 15 5d 46 57 27 €8 BO 45 00 laws- - 1@’ JBEe 08 15 5d 40 57 38 BB 15 5d 40 57 27 B8 08 45 00 ]
00 54 4f 99 40 0P 46 61 86 a9 cP a8 d9 B3 c@ a8 TO-@-@ 08 54 4f 99 40 80 48 91 86 a9 c@ ab d9 83 co ab TO0
Pa 12 08 00 6¢c df d9 a4 B0 €1 10 2¢c 9c 67 06 OO o Ba 12 08 80 6c df dJ a4 B 61 18 2c Oc 67 BO 86
00 00 45 14 61 00 00 GO 00 60 10 11 12 13 14 15 00 60 45 14 61 60 OO €0 B 0@ 18 11 12 13 14 15 E
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 ! 16 17 18 19 13 1b 1c 1d 1e 1f 28 21 22 23 24 25 !
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 - /et 26 27 26 29 23 2b 2c 2d 2e 2f 30 3132 33 34 35 &'()*+,- ./6l
36 37 36 37 67

]

N
@
L

i

N.: 1-Time: 0.000000000- Source: 192.168.217.3  Desti... {ping) request id=0xd9a4, seq=1/256, ttl=64 (reply in2) No.: 1. Time: 0.000000000 - Source: 192.168.217.3 - Dest... [ping) request id=Oxd 354, seq=1/256, ttl=64 replyin 2}
v Show packet bytes v Show packet bytes

X Close O Help XClose | OHelp




Packet 1 from the Echo message list. The source IP is 192.168.217.3 and the destination IP is
192.168.10.18.

The left screenshot is the sequence number, and the right screenshot is the data size, which both can be
found under the packet’s information list.

Lastly, the screenshot to the Wireshark - Packet 1. ¢th0

right is the response time of
Identifier (LE): 42201
the packet. Number (BE): 1

Jan 30, 202
stamp from icmp data (relative):
B bytes)

5d
86
80

e

Ne.: 1- Time: 0.000000000 - Source: 192.168.217.3 - Desti... (ping) request id=0xd%a4, seq=1/258, ttl=64 {reply in 2}
v Show packet bytes

X Close | Qi Help




Q4. Apply “DNS” as a £ *eth0
display filter in File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Wireshark. How many ADAC e BERME Q ¢« > n « » B

packets are displayed?

After applying the ; i Destination Protocol Length Info
“ P . 064981100 192.168.217.2 192,168,217, S 54 Standard
DNS” display filter on 094178908 192.168.217.3 192.168.217. Standard
the packet list, some of 094202408 192.168.217.3 192.168.217. Standard
15.095276400 192.168.217.2 192.168.217. standard
the DNS packets are .095289200 192.168.217.2 192.168.217. Standard
displ dinth .263388000 M:@crosoft_d@:ﬁ?:ﬂ M:@crosoft_d@‘.s?jas = 42 Who has
Isplayed In the .265070800 Microsoft 48:57:38 Microsoft 40:57:27 192.168.
screenshot above. The 493950508 192.168.217.3 192,168.217.2 standard
192.168,217.3 192,168.217.2 standard
DNS packets on my list 192.168.217.2 192.168.217.3 Standard
are numbers 25-60, ' e m—
) Protocol
and then 63-82. This ype: 8 (Echo (ping) request)
e

means there are 56

Bx6cdf [correct]
DNS packets total. :

Identifier (BE):
Identifier (LE):

Sequence Number (BE):
Sequence Mumber (LE): 256

Timestamp from icmp data: Jan 38, 2825 2(
[Timestamp from icmp data (relative): @.(

® E Domain Name System: Protocol Packets: 82 - Displayed: 82 (100.0%) : Profile: Default

Q5. Find a DNS query packet. What is the Wireshark - Packet 25 : eth0
domain name this host is trying to v QliEries
resolve? What is the source |IP and port - contile.services.mozilla com: tyme A class IN
— Name : services.mozilla.com
number, destination IP and port number? FMame—-eng 28]
- . Ip- Al
Please express in the format: IP:port. Tye: A {1) (Hest Address)
After opening a DNS query packet, the Class: IN (0x0001)

screenshot to the right is the domain
. . 5d 40 57 38 : A€ 27 08
name that the host is trying to resolve. 60 A = A5
00 35 08 36 33 ¢ 01 08 :
00 60 6c 65 08 -c onti
63 65 7T 6c Gc 61 6: ervices. mozi
00 01 08 01 com-

No.: 25 - Time: 18.419391600 - Source: 192.168.217.3 - De...nfo: Standard query Oxf9fc A contile.services.mozilla.com
v Show packet bytes

X Close | @iHelp




Wireshark - Packet 25 - ethQ

. . . Frame 25: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) o
This screenshot to the right is the source Ethernet II, Src: Microsoft 40:57:27 (@A:15:5d-AR:57:27) Dst: Micros
IP address and the destination IP address. Internet Protocol Versiop 4, Src: 192.168.217.3, Dst: 192.168.217.2

. User Datagram Protocol,! Src Port: 53816, Dst Port:
Just below that line are the Domain Name System (query)

corresponding port numbers. The IP:port
format would be 192.168.217.3:53816 -

192.168.217.2:53.

38 00 1 0 45 00 ]
c@ a8 +

06 01 B-5-6 3
88 73 «¢c onti
5 61 03 ervices: mozi'
pE 81 com:

No.: 25 - Time: 18.419391600 - Source: 192.168.217.3 - De...nfo: Standard query Oxf9fc A contile.services.mozilla.com

¥ Show packet bytes

X Close | QiHelp




Wireshark - Packet 25 - ethQ

B8 Standard query

Response: ssage i query
Opcode: S 1 y (8)
Truncated: Message is not truncated
Recursion desired:

Questions: 1

Answer RRs: ©

Authnrity RRe:

Additional RRs:

= Queries

-~ contile.services.mozilla.com: type A, class IN
-mnzilla.com
5d 48 57
2b . CO a8
33 ! 9
6f 6e 74
6d 6f 7a

@
@

) =] @ W
L = 00 G

c ontile:-s
mozilla-

Q6.Find the corresponding DNS response to the query you selected at the previous step, and what is the
source IP and port number, destination IP and port number? What is the message replied from the DNS
server? Source IP Address: 192.168.217.3

Port Number: 53816

Destination IP Address: 192.168.217.2
Port Number: 53

There was no message replied from the DNS server for me per screenshot above.



TASK B:

&
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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B45 214,
858 214.
851 214 .
B52 214.
853 215.
854 215.
855 215.
856 215.
857 216.
858 216.

Internet Control Message Protocol: Prot:

194771600
2EBg85906
412274586
435725100
196627306
218211286
414417400
4224744096
158168886
200272200

Source

192.
.168.18.13
-168.217 .3
.168.10.18
-168.217 .3
.168.18.13
.168.217.3
.168.10.18
J168.217 .3
.168.10.13

168.217.3

Protocol  Length Info

192.168.10.1 ICMP
192.168.

192 168 .

192.158.

192.168.

192 .188.2

192.168.

192.168.

192 168 .

192.168.

60 15 50
1 bf

Packets: 858 - Displayed: 842 [98.1%)

Echo

(ping} 1

{ping)
(ping)
(ping)
{ping)
{ping)
(ping)
{ping)
(ping)
{ping)

SNIFFING
ICMP
TRAFFIC



& *ethQ

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Destination Protocol Length Info
1143 286.560007900 192.168.217.3 192.168.10.18 ICMP 98 Echo (ping)
1147 287.562107500 192.168.217. 192.168.10. ICMP 98 Echo (ping)
1151 288.564479200 Echo (ping)
1155 289.566580300 Echo (ping)
1159 290.5679884060 Echo (ping)
1163 291.569968400 Echo (ping)
1167 292.571300400 Echo (ping)
1171 293.572964800 Echo (ping)
1175 294.574652100 Echo (ping)
1179 295.575967200 Echo (ping)

DWW Wwwww w WiEH

Frame 1: 98 bytes on wire (784 bits), 98 byi
Ethernet II, Src: Microsoft_40:57:27 (00:15
Internet Protocol Version 4, Src: 192.168.2:
Internet Control Message Protocol

® E wireshark_ethOABVJ12.pcapng Packets: 1180 - Displayed: 296 (25.1%) : Profile: Default

root@kali: ~/Desktop

oo

=}

packet loss, time

~/Desktop

).18

:root}: student
¢ the password.
ful.

type is UNIX.
mode to transfer files.

~/Desktop




[ *ethO
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SNIFFING FTP TRAFFIC ADA® o BEBE 2 «»>n<«>WE ool
ne Source Destination Protocol Length Info
847370300 192.168. 182.166.10.18 FTP 72 Request: QUIT
B47845300 ; 3 3 80 Resporse:
2. B. .177040500 .168. : s 86 Response:
.337674200
.338794800
. 748058860
. 769505100 7 . g . 89 Response:
. 772718000 . A 2 S 72 Request: SYST
3o . 773860200 g A 3 A 85 Response: 215 UNIX Type:
| found the password by ut|I|Z|ng . 779141200 ; : 5 % 72 Request: FEAT
the ftp Ubuntu |P command and . 779937600 A .10, ‘ ¢ 81 Response:
i . Frame 19: 72 bytes on wire (576 bits), 72 by 5>
finding the FTP packets after Ethernet II, Src: Micrnsoft_46:57:29 (PE:15 EHO1E 3 ef 4¢ 3f @6
Internet Protocol Version 4, Src: 192.168.2: 2e a3
|0gg|ng into the FTP server. The Transmission Control Protocol, Src Port: 52: 7 h 00 01 61
. File Transfer Protocol (FTP) 4 0d Ga
ETP packets with the USER current working directory: ]

student and PASS password was
the info needed.

® & File Transfer Protocol (FTP): Protocol Packets: 194 - Displayed: 15 (7.7%) : Profile: Default



File Actions Edit View Help

STEALING
FILES WITH
WIRESHARK

=3
W

Goodbye.

~/Desktop
192.1658.10.18
Connected to 192.168.1@.18.

5)
(192.168.10.18:root): brc2egy
Please specify the password.

2. C Password:

Login incorrect.

~/Desktop
168.18.18
1018,

8:root): brc2egv
specify the password.
Password:
12154538 Login incorrect.
ftp: Login falled
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Destination
Request: USER brc26qv
Response: 331 Please specify f{
Request: PASS 01215415
Response: 538 Login incorrect
Request: QUIT
Response: Goodbye.
Response:
Request:
Response;

\_PASS 01215415
Response: SoP—Lagtr—iCorrect

Frame 1: 72 bytes on wire (576 bits), 72 byl 40 ° 2 BE 48 57
Ethernet II, Src: Microsoft_40:57:29 (009:15 90 3 B 23 40 0O 3 7 24 co
Internet Protocol Version 4, Src: 192.168.2: Da 1: 8 00 g fb 92
Transmission Control Protocol, Src Port: 56t 9 g 20 B8 81 Ba 13 31
File Transfer Protocol (FTP)

[Current working directory: ]

® E Frame (frame), 72 bytes Packets: 40 - Displayed: 14 (35.0%) - Dropped: 0 (0.0%) : Profile: Default




