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The 2017 Equifax Data Breach

Data breaches in the cybersecurity sector has become a deadly tool of destruction for 

cybercriminals against large corporations. It has led to astronomical financial deficits for the 

corporations involved and exposed security for the customers, exploiting weaknesses that exist 

within security infrastructures. In recent years, financial conglomerates have become more 

frequently targeted. Equifax, a credit reporting bureau, has fell victim to a data breach in 2017 

that surpasses their previous one in 2015, exposing approximately 144 million US consumers. 

The brief research paper will provide an overview of what vulnerabilities caused the data breach, 

what threat exploited it, the repercussions of the incident, and what cybersecurity measures could 

have been taken to mitigate the consequences or prevent it from happening. 

Corporations become victims of data breaches for a variety of reasons such as: lack of 

employee knowledge, weak security infrastructure, or internal malicious actors. Equifax is a 

corporation added to the long list of victims that have to make a substantial recovery. According 

to Hal Berghel in their scholarly article “Equifax and the Latest Round of Identity Theft 

Roulette,” it is suspected that the cybersecurity breach was due to the Apache Struts software, 

which displayed improper executions of file uploads (Berghel 2017). It is important for 

corporations to ensure that all parts of their sectors, including software, are running smoothly 

before they can be implemented. Software needs to be tested for bugs and in certain cases, also 

be put in a simulation scenario to determine whether it is ready for launch to customer devices.

According to DeMarco Jr. et al. (2017), the vulnerabilities within Equifax’s faulty software 

were exploited by unnamed hackers who gained access to numerous personal information that 

belonged to customers such as social security numbers, birthdates, addresses, and driver’s 

licenses (DeMarco Jr. et al., 2017). This left many customers in fear of whether they will become 



a victim of additional criminal offenses such as identity theft since now that their personal 

information was exposed. It also leaves customers with distrust in relations to Equifax as 

relationships are often important between the two. When incidents like this happen, it can shake 

up the trust and cause distress among customers, leading them to leave the corporation for a 

competitor which hurts them not just financially but also economically.

The 2017 Equifax data breach resulted in permanently affected lives as customers had to 

adjust to this sudden event. When incidents like this happen, it puts customer security under 

scrutiny and makes us question: how secure really is our personal information? Customers are 

forced to live with the fear of whether they are more vulnerable to another future threat or if their 

personal information is practically being sold on the black market right now as a result of the 

data breach. A scholarly article by Novak and Vilceanu expanded on this stating that an 

estimated 144.5 million US consumers have been put at risk for identity theft, which 

consequently means that they will face this risk for the rest of their lives. This triggered chaos in 

the political sphere, as a couple state governors filed lawsuits and investigations into the incident 

(Novak & Vilceanu 2019).

There are cybersecurity measures that could have been taken to mitigate the consequences or 

prevent the incident. Data breaches happen because they exploited a weakness within a 

corporation’s security infrastructure. In this case, the hackers exploited the bug that existed with 

their new server update. This could have easily been prevented if they tested the update for bugs 

before it was rolled out live for customers. Testing bugs ensures that minimal problems will arise 

and in turn will reduce the risk of potential harm to anyone. There also should have been a quick 

response plan in case if something were to happen as a result of the update (Fortinet). This would 

involve having a swift action immediately upon awry activity to minimize the damage possible. 



In conclusion, the 2017 Equifax data breach brought immense consequences to both the 

corporation and the customers. The hackers exploited the malfunctioned Apache Struts software 

update that compromised the personal information of 144 million customers. This caused outrage 

among customers because they now have to deal with the additional risk of identity theft for the 

rest of their lives now that their personal information is exposed. The political sphere was heated 

as well, where several lawsuits were filed against Equifax as a result of the incident. This could 

have easily been prevented through traditional protocols of testing the update before launching. 

The incident shows that any sort of mistake made on part of a corporation, even the smallest, can 

lead to devastation for everyone.
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