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This past week, I was tasked with conducting a risk assessment to determine the risk of keeping 

old devices connected to the network. This assessment was conducted not only for security 

reasons but also to provide my boss with the justification needed to replace these aging devices. 

These devices are slow and no longer receive updates, making it challenging to configure them 

or bring them back online when they crash. During the risk assessment, I was able to determine 

whether any vulnerabilities were present in these devices, evaluate the importance of these 

devices to business operations, and determine whether they complied with contract requirements 

for the organization's network. This task showed me the importance of maintaining an up-to-date 

inventory of all connected devices, because it would allow us to track systems that are nearing 

the end of their life cycle or are no longer being supported by the manufacturer. This is important 

to monitor because vulnerabilities can arise over time, devices that no longer receive updates 

become potential attack vectors. I also learned about business operations, learning that any new 

device acquisition must be justified, especially within strict budget constraints, such as those 

imposed by the government. You can't simply spend money on new equipment when you feel 

like it. If a project goes over budget or runs out of money, you either have to make do or request 

more funds. If the government audits spending and finds waste, it could result in the loss of a 

contract and damage the reputation of the contracting organization. 

In conclusion, the risk assessment showed me how to carefully manage both cybersecurity risks 

and financial resources to maintain both network security and business credibility.


