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There are many ways that hackers use technology to gather sensitive information about others that are used by different countries.  Russia for example has a lot of information gathering operations that continues to collect intelligence to this very day. Just like the old saying goes: “knowledge is power,” especially which it involves national powers and politics worldwide. There is an information war that is happening in cyberspace. This will affect every type of warfare in the near future.  The ever-changing state of technology will continue to allow many people to expand, strengthen, and grow power through information. One tool will be the disruption and division of people of competing factions. This is important since cybersecurity of a nation is optimal in securing their homeland against bad actors. Cybersecurity is spilt in two distinct parts, social and traditional cybersecurity. Social cybersecurity is focused on social science to characterize and understand people. This can be to applied to many different uses from machine learning to cyber-criminals hacking people. While traditional cybersecurity revolves around the use of technology to hack things such as information systems and networks. Wars in the future will become more information based and use psychological tactics to gather enemy intelligence. Since the weakest part of any country would be internal affairs. Military leaders and the Department of Defense (DOD) must make policies that help to inform and educate their countrymen about the modern information landscape. Social cybersecurity will become a must learn field as technology grows with societies across the world.
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