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Engineers of Cybersecurity
The cybersecurity career that demonstrates a lot of the social science principles and theories would have to be cybersecurity engineers. Cybersecurity engineers’ major roles are identifying threats and vulnerabilities in computer software and network systems. As well as making contingency plans in case of an attack to help recover from it faster. People in this profession use these types of principles: Relativism, Determinism, and Parsimony. I see relativism is relevant to the job because of the way engineers go about their work. They are thinking and planning of ways to create new IT systems. So, they will need to understand how it relates to the company’s business model to properly integrate the technology for it. As for determinism, they are always scanning for system vulnerabilities. By understanding the reasons for cyber-criminals to potentially target the company they are working at, the engineers can provide better protection in those key areas. Parsimony is an important thing for the cybersecurity engineers to learn, especially towards their employers and clients. They must be able to communicate effectively to ensure that cybersecurity practices are understood by everyone. Sometimes police involvement is necessary, so they need to be able to give clear and concise details if an incident were to occur. Otherwise, all the work could be undone if the criminals use social engineering tactics to trick employees in to giving them access.
The human factor is also something that cybersecurity engineers as well as other cyber professionals need to look in to as they work. Human factor can be described as: “any action leading to an undesired result” (Nobles, 2018).  Many studies have shown that as high as 80 to 90 percent of cyber incidents are considered human-enabled. The most common avenues that cyber-criminals used to breach were stolen passwords, malware, and social engineering attacks (Nobles, 2018). All of which could be reduced if the human factor was lowered. Which goes to show that making security plans that take in account technical errors derived from humans can go a long way. Since for a lot of cybersecurity engineers, designing and creating intrusion detection systems and firewall is within their job roles, they are in a the right positions to initiate some changes to help mitigate this issue as well as improve it as well in the future.
There are many theories about why cyber-criminal commit these crimes. Some of which align with what engineers in the cybersecurity do. Those ones are routine activity theory, cognitive theory, and personality theory. Routine activity theory states that crime occurs when three parts are at the same place and time. The three parts are suitable target, motivated offender, and absence of capable guardian. Those three parts are something that cybersecurity engineers need to take in to account when making plans about cybersecurity. The other theories can allow the engineers to understand the three parts as well.
The next theory on the list would be cognitive theory, which focuses on how someone thinks and processes information, which connects to the suitable target of the routine activity theory. Cognitive theory can help the engineers learn some of the ways that the criminals can use social engineering on the company personnel to gain access to the system.
The Last theory is the personality theory, which involves exploring personality and psychological traits that affect behavior. This is a great way for engineers to explore the motivated offender of the routine activity theory. Learning the typical personality of cyber-criminals is needed to figure out what they would likely target and the type of hackers they are. There could more than the 13 types, each different type can have different and distinct motivations. An example of this would be that online sex offenders would do the crime because of their sexually deviant behaviors. Whereas hacktivist use their skills to help push their agendas for political change (Chng, Lu, H. Y., Kumar, A., & Yau, D. 2022).
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