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Hampton, VA | (817) 771-6113 | brandon.aw.johnson@gmail.com
LinkedIn: https://www.linkedin.com/in/brandon-johnson-782848229/

Professional Summary

Cybersecurity graduate and security-focused Endpoint Specialist with hands-on experience
in GCC High environments, Microsoft Intune, and Entra ID. Proven ability to manage and
secure enterprise endpoints, troubleshoot hybrid identity issues, and enforce compliance
through Conditional Access and endpoint controls. U.S. Navy veteran with leadership
experience in high-responsibility operations. Targeting Information Systems Security
Engineer or Endpoint Security Engineering roles.

Technical Skills

Endpoint: Microsoft Intune, Entra ID, Defender for Endpoint, BitLocker, Win32 Applications
Identity: Conditional Access, MFA, Duo Federal, Hybrid Azure AD Join

Operating Systems: Windows 10/11, i0S/Android (MDM)

Systems & Security Tools: Microsoft Defender for Endpoint, Microsoft Intune, Entra ID
(Azure AD), PowerShell (automation & remediation), Endpoint Compliance Monitoring,
Security Policy Enforcement

Professional Experience
Help Desk Technician - Endpoint Security Focus
Delphinus Engineering Inc. | Norfolk, VA | Feb 2024 - Present | GCC High Environment

e Manage and secure 300+ enterprise endpoints across a hybrid Azure AD environment
using Microsoft Intune

e Led MDM migration from IBM MaaS360 to Microsoft Intune, improving centralized
device management and policy enforcement

e Transitioned endpoint protection from McAfee ePO to Microsoft Defender for Endpoint

e Design and deploy compliance policies, security baselines, and Conditional Access
configurations

e Troubleshoot hybrid Azure AD join and identity-related issues, restoring enrollment
and access

e Analyze authentication workflows and resolve MFA conflicts between Microsoft
Authenticator and Duo

e Conduct phishing investigations through email trace and quarantine analysis

e Support enterprise infrastructure services and endpoint connectivity solutions



e (Coordinate hardware lifecycle management and procurement
e Contribute to endpoint standardization through scripting and automated remediation
techniques

Military Experience
United States Navy - Port Operations | Feb 2022 - Feb 2024

e Served as Work Center Supervisor overseeing operations and equipment accountability
e Managed secure facility access and coordinated ship movements

USS Mason (DDG-87) | Feb 2018 - Feb 2022

e Served as Work Center Supervisor leading junior personnel and operations
e Maintained mission-critical navigation systems

Education

Bachelor of Science in Cybersecurity - Old Dominion University (Graduated 2026)
Associate of Science in Information Technology - Eastern Gateway Community College
Certifications

CompTIA Security+ (In Progress)



