Assignment: Lab 3 — Password cracking
Brei White

Task A:
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breimac@kali:

=
L5 sudo passud devinos
|~ New password:
Retype new passuord:
passud: password updated successfully

ido useradd -m powerses

el
Cs sudo passwd powers06

New passuord:

Retype new passuord

passud: password updated successfully

)iz
sudo tail /etc/shadow

v$J9T$Dx|):-mvumdqscufpz.m/ﬁdhnkkac:an cdeszEl-lgwpxtﬁTSl-\Spszlal.VET 19675
y$J9T$CTazcHFArS2N39PS3yNDX1$9He/Ikezrt2iL Au. 3. UORQ4S18k5QghAE1r1SmLPLd . ¢ 19675
$y$39TSrRSGLTINEWISZ2PIrsxkd1$7DOR7c/mIhoLL/n1RGN; 3pNNj oLLEISN. UGXTe KLk,

s 9T$02. aawnonsmﬂpgpmq $vDoonnhBpganquKanv/mTFMWN IJJJP/XpNg

6 users were created with different password requirements. The users’ passwords are
listed by using the tail command.
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breimac@kali: ~

Retype new password:
: password updated successfully

povers06

ud pouersos

Retype new password:
passud: password updated successfully

( )

Cs sudo tail -6 /etc/shadow

erica01l: $y$j9T$iQEJFTIVHVGA9ILGIZHBORS . hK/GSpVt BESSaBIOSVATmKIGOCRKVTAWOUXQPN3:

billy2: $y$j9T$DXDMOVLDLLAQGCUFP2. Ht /$dbI2kK3c36BAQCXES2ENDNIpXtETSMSPRVZ1al. VET8: 1967

1nai03: $y$j9T$ cTa2cHFArS2N39PS3yNDX1$9He/Jkczrt2iLAu. 3. UORQ4S18K5QghATr15MLPtd. : 19675 a 99999 7
y$39T$TRSGLTONEWIS22PTr sxkd1$7DOR7c/m9hoL L/n1RGNj3pNnj oL LEISn . UgX7e4KLK.

devings: $y$j9T$02. aayyMOTtSLhOPIP1GY . $YDOXOHBBPIMFERbAKVBIV/f trTFF 1WH. bIiP/XpHg,

powers06: $y$39TSLLBo00AGH4NIPOKR/GEX0O$SNNQNEB/ €Y1 Hp39TKASCI3eKERELEVMB3LSNOYNUXTLS: 1967530 99999 7

/etc/shadou > buhit014.hash




The list of users’ passwords are sent into a file.

File  Ma View Input Devices Help

B8 Applications  Places B Terminal Nov 14 10:29

a breimac@kali: ~
gzip: rockyou.txt.gz: No such file or directory
)-[fusr/share/wordlists]

rockyou. txt

)-[/usr/share/wordlists]
cp /usr/share/wordlists/rockyou.txt ~

'jn )-[/usr/share/wordlists]

(
Csn
bwhit014.hash
rockyou, txt

(
[ john --format: pt - s c «txt bwhitels.hash

Using default input encoding: UTF-8

Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [7/64])

Cost 1 (algorithm [1:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256crypt 6:shasizcrypt]) is o for all loa
ded hashes

Cost 2 (algorithm specific iterations) is 1 for all loaded hashes

Will run 3 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

football

i 2023-11-19 13:00) 0.007665g/s 39.00p/s 198.6c/s 198.6C/s damnit..fabricio
2023-11-19 10:26) 0.002379g/s 39.74p/s 198.9¢c/s 198.9C/s ice-cream..yenifer
1 2023-11-19 12:20) 0.001722g/s 39.19p/s 196.1c/s 196.1C/s JESSICAL
1g B : 2023-11-19 12:32) 0.001719g/s 39.13p/s 196.1c/s 196.1C/s JESSICAL..theworld
1€ 0:00:10:08 (ETA: 2023-11-19 12:40) 0.001643g/s 39.12p/s 195.8c/s 195.8C/s 231086..tucson
1g 0:00:10:12 0.14% 2023-11-19 12:57) 0.001632g/s 39.02p/s 195.7¢c/s 195.7C/s trinitron..millers
Use the "--shou" option to display all of the cracked passwords reliably
Session aborted

Cs

| started John the ripper and let it run for 10 minutes. It only cracked 1 password.

Extra Credit
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- breimac@kali: ~

Gois

bwhit@14.hash rockyou.txt

(
Cs touch extracredit.txt

extracredit.txt

5f4dcc3b5aa765d61d8327deb882cf99
63a9f@ea7bb98050796b649e85481845

Cs john ormat -md dli: ckyou.txt extracredit.txt
Using default input enceding: UTF-8
Loaded 2 password hashes with no different salts (Raw-MDS [MD5 256/256 AVX2 8x3])
Warning: no OpenMP support for this hash type, consider --fork=3
Press 'q' or Ctrl-C to abort, almost any other key for status
d (

(2)
g 0:00:00:00 DONE (2023-11-14 10:45) 25.00g/s 10089Kp/s 10089KC/s 10094KC/s roryl7..renald9ls
Use the show --format=Raw-MD5" options to display all of the cracked passwords reliably
Session completed.

iy

| added the hashed passwords into a file that | named extracredit.txt. In order to crack
the MD5 hash, | changed the format to “raw-md5” and input the extracredit.txt.






