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Introduction

This document will serve as a roadmap and implementation guidance for a secure
computer network supporting the Strome College of Business at Old Dominion University. The
design will be formatted to fit the Constant Hall building located on 5115 Hampton Blvd, North,
Virginia, 23529.

This new secure computer network will utilize a fresh domain of SCB.odu.edu and
logically separate the network into three wired subnets, the lab environments, classrooms, and
faculty offices. Each of the three subnets will have varying hardware and software requirements,
respective to their purpose and users. Although, each subnet will share commonalities such as
two domain controllers, network attached storage, and web servers utilizing private IP addressing
for the internal network. This network will be built using Microsoft Windows and Cisco products
with additional compatible security products as documented in the following pages. Constant
hall’s building layout is shown below in the Network Diagram section with the first floor
primarily used for classroom and lab environments and the second floor used for teacher offices

and few podium style lecture rooms.

- Each lab environments will contain 33 desktop style hosts with teaching peripheral technology

and will make up the lab subnet.

- Each classroom and lecture halls will contain one desktop style host each with teaching

peripherals and will make up the classroom subnet.

- Each office located on the second floor will contain one desktop style host each and will make

up the faculty subnet.



Network Diagram

The first floor has a total of 43 rooms. 6 of which are lab environments filled with 33 desktop
style hosts each that will make up the lab subnet shown in red. 14 are classrooms which will
contain only one host each with peripheral teaching equipment shown in yellow. 6 rooms are
student lounges with no provided technology highlighted in green. 17 rooms are not classrooms,
labs, or offices and will be used for storage, server rooms, switches, routers and other

miscellaneous or management purposes shown in blue for the first floor.



Second Floor
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There are 145 rooms total on the second floor of constant hall. 2 of which are podium style
lecture rooms shown in yellow and will be on the classroom subnet. Room 2002 and 2003 will
be the server rooms that host the domain controllers, file server and web servers shown in blue.
The rest of the 141 rooms shown in orange will be teacher offices and will make up the faculty
subnet.



Functional Diagram
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This is a visual representation of how the network will function. | chose to separate the faculty,
classroom, and lab subnets by using their own switch stacks for each subnet. The subnets
connect to the internet through a single Cisco router and will utilize a firewall appliance to filter
traffic from the internet to each of the three subnets. The domain controllers, file server, and web
servers will be on a separate subnet with their own router that connects them to the internet.
Another firewall will be placed between the three subnets and the servers in order to control

internal traffic to and from the subnets to the supporting servers.



Network Inventory

Network Inventory  |Classroom Subnet Faculty Subnet Lab Subnet Total
Hosts 16 Dell Deskiop PC 141 Dell Desktop PC 198 Dell Desktop PC $226,845.00
Router 1 Central shared Cisco Router |1 Central shared Cisco Router 1 Central shared Cisco Router $6,700.00
Switch 1, 48 port Cisco Switch 3, 48 port Cisco switches 4. 48 port Cisco switches $33,600.00
Domain Controllers 2 Shared Windows Server DC |2 Shared Windows Server DC 2 Shared Windows Server DC $1,688.00
File Servers 2 Shared Windows File Servers |2 Shared Windows File Servers 2 Shared Windows File Servers $3.164.22
Web Server 1 Shared Windows Web Server |1 Shared Windows Web Server 1 Shared Windows Web Server $2.008.99
$274,006.21
Hardware Base Cost [Make Model Cost
Hosts Dell OptiPlex 3280 All-in-One Desktop 3639.00
Router Cisco CISCO ISR4331-SEC/K9 Isr 4331 £3.350.00
Switch Cisco Cisco SG350-52MP-k9 $4.200.00
Domain Controller Lenovo ThinkSystem SR250 Rack Server 5844 .00
File Server Lenovo ThinkSystem SR370 Rack Server 51.58226
Web Server Lenovo ThinkSystem SR655 Rack Server 52.008.99

The Dell OptiPlex 3280 All-in-One Desktop is great for setting up large networks because it is a

fair priced bundle that comes with mouse, keyboard, integrated graphics card, medium storage

space, and a moderately future proofed processor capable of handling all SCB.odu.edu student,

faculty, and administration loads.

For servers | chose the Lenovo Think system Rack servers for affordability and scalability just in

case more hosts or lab environments are added to the SCB.odu.edu domain. They are affordable

and come stackable for ease of storage and future scalability.

The Cisco ISR4331-SEC edge router for large networks came highly recommended for high-

capacity networks like SCB.odu.edu. The reason for this router is to not have any throughput

issues with the large number of hosts it supports. Same with the Cisco SG350-52MP-k9 48 port

switch, with the large amount of hosts on the faculty and lab subnet, we want a high capacity,

quality switch to ensure high availability and security with one of Cisco’s industrial style

switches.



Risk Assessment

Threats
Malware and Viruses

- University systems are all installed with an approved anti-virus software. The university
firewall and IPS/IDS systems are configured to make it hard for users to mistakenly install

malware and attackers to get into university systems
Dos or DDOS attacks

- The university has an internal firewall that is configured to filter traffic to the different
university subnets and servers. During unaccounted for times of high traffic, certain services and
protocols will automatically be rate limited to ensure critical operations of the university network

can still function
Environmental hazards

- The university network has access to a limited supply of batteries in the case of a full power
outage. In that limited time (around 50 minutes) the network power must be connected to backup

generators, so the network does not go down.
Internal threats (Social engineering/phishing attacks/Human error)

- University employees and students can be an unintentional threat to the network. Every faculty
member and student are required to use the university designated two factor authentication on all
their accounts. Educational programs about phishing emails and scams will be freely available

and recommended/required in some circumstances to all faculty and students at the university



Threat Vulnerability Asset Worksheet Pre-Control Implementation

Threat Vulnerability Asset Worksheet Pre
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Pre control/system and policy implementation, the network will have a lot of vulnerable areas
that can be mitigated with little to no cost. First, base implementation of hosts in lab, classroom,
and teacher environments will not have host-based firewalls in place that will leave them
vulnerable to malware, Dos, or DDOS attacks from outside the network. Initially, the hosts will
not have restrictions on user actions and installed software which allows for internal threats to

have full control of the system to perform attacks from within the network.

The router and switches will be vulnerable to the attacks from the internet without a firewall
appliance to filter traffic to and from outside the internet. They will also not be protected from
outside connections that may try to reconfigure, reroute, or otherwise corrupt the hardware which

can cause availability outages.

The severs will have the same issue if left in the pre-control state. Without policy, permissions,
and IDPS capability, this system will be vulnerable to breaches in confidentiality, availability

and integrity breaches.



Baseline System Configurations and Applications

Domain Controllers:

Operating System: Windows Server 2022

Hardware: Lenovo Think system SR250 Rack sever

Additional Software: Windows Active Directory with Domain Services
Roles: Students, Faculty, and Administrators

Use Case: Used to authenticate authorized users to access hosts and network resources with set
permissions. Stores the active directory database

Hosts:
Hardware: Dell OptiPlex 3280 All-in-one
Operating System: Windows 10 Professional

Use case: Found in lab environments for students to utilize for class activities. Found in teacher
offices for personal and faculty use. Used by administration for troubleshooting and management
purposes.

Web server:
Hardware: Lenovo Think System SR655 Rack Server
Operating System: Windows Server 2022

Applications Hosted: Apache HTTP server, Microsoft Office 365, Myodu.edu portal,
WordPress, Google G suite.

Use case: Utilizes Apache Web server application to host myodu.edu portal, Microsoft office
applications, WordPress, and Google G suite for SCB.odu.edu Domain.

File Server:

Hardware: Lenovo Think System SR655 Rack Server
Operating System: Windows Server 2022
Application: FileZilla FTP server

Storage Space: scalable with additional HDD/SSD

Use case: Used to store and access files for faculty and administrators on the SCB.odu.edu
domain. Only accessible by faculty and administration. Students will only be capable of saving
local files that will not remain on the system after signing off.



Security Configurations

Domain Controllers:

As standard practice only one of the domain controllers will be always on and the other will
remain offline just in case something happens to the first for fault tolerance and to promote high

availability.

Only administrators will have the ability to have access to the domain controllers to promote

confidentiality and integrity of user credentials and group permissions.

Windows event viewer will be utilized on the domain controller to log all action taken by

authorized users on the domain controller to promote system integrity.

The domain controller will only have limited access to the internet as necessary for updates and

authentication purposes. This limits the exposure to outsider threats.
Hosts:

All hosts require authentication from the domain controller before gaining access to a host for

any reason.

Windows defender firewall will be active on all hosts as an IDPS on the SCB.odu.edu domain to
monitor and prevent viruses and malicious software. This software will be updated with the most

recent signatures of malware each month.

Students accounts will be unable to download software from the internet to lower the risk of

unintentional and intentional malware from entering the private network.
Web Server:

Only administrators will have permission to access the web sever in order to maintain the

confidentiality of internal applications and the uses who rely on them.

The Apache Web server will force HTTPS, the secure version of HTTP to prevent information

from being intercepted, stolen, or changed during transmission of data.

Windows event view will be utilized on the web server to log all actions taken by authorized

users to promote system integrity.



File Server:

The file server will only be accessible to administration and faculty groups. Student accounts

will not be able to communicate to the file server and therefore only allowed to save files locally.

Windows event viewer will be utilized as a logging tool to ensure all files accessed by authorized

users and that no file is created, saved, deleted in an unauthorized manner.

FileZilla FTP sever application will be forced to utilize SFTP to protect the integrity of files
accessed on the network. This will prevent files from being intercepted, manipulated, or stolen in

transit.



Access Control Policy

Purpose:

Access controls are designed to minimize potential exposure to the University resulting from
unauthorized use of resources and to preserve and protect the confidentiality, integrity and

availability of the University networks, systems, and applications.
Scope:

This policy applies to all University staff, students, student employees, volunteers, and
contractors that connect to the university network, applications, or servers that contain or
transmit protected or private university data. University servers, applications, and network

devices that contain or transmit this data are considered “High Security Systems”.
Definitions:
User - Anyone that accesses and uses the University’s information technology resources

High Security System - Servers, applications, or network devices that transmit or receive

protected university data
Policy Statement:

Access to High Security Systems will only be provided to users based on business requirements,
job function, responsibilities, or a need-to-know basis. All additions, changes, and deletions to
individual system access must be approved by the appropriate supervisor and the University
Information Security Officer. Access controls to High Security Systems are implemented via an
automated control system. Account creation, deletion, and modification as well as access to
protected data and network resources is completed by the University Information Security

Department.



Policy and Procedures:
User Access

Users with access to High Security Systems will be required to use a separate account that must

abide by the following standards

e The password is required to follow the university password guidelines
e Two factor authentication must be set up on the account
¢ Inactive accounts will be disabled after 90 days of inactivity

e Access to this account will be monitored and only accessible during the allotted timeslot
needed

Administrators have the authority to disable accounts and remove permissions if there is a breach

in security or malicious activity on an account
Physical Access:
ITS data centers must abide by the following security requirements

e Video surveillance systems must be installed and used to monitor access in and out of
data centers

e Proper identification must be used to be granted access to data centers

e Access is limited to ITS personnel and approved University employees or contractors that
are required to be there

e Visitors of ITS data centers must be accompanied by ITS personnel

e Modifications to any data in the center must be logged

Policy Adherence:

Failure to adhere to this policy can result in disciplinary action including termination as provided
in the University Staff Handbook



University Firewall Policy

Introduction:

The university operates a firewall to increase security between the internet and the University
network to create a safe and reliable network for students and staff. This Firewall Policy governs
how the firewall will filter Internet traffic to mitigate the risks and losses associated with security
threats to the University network and information systems.

Purpose:

A firewall is a key component of security for the campus network. It reduces the threat of
outsiders damaging or intruding into university systems. A firewall does not prevent malicious or

illegal activities from happening within the firewall.

This policy is designed to protect the student, faculty, and staff computers from outside threats
such as hacking attacks and malware by restricting access to computers on the University

campus from users who are off campus.
Scope:

This policy applies to all University staff, students, student employees, volunteers, and

contractors that use the University network.
Definitions:

Firewall - A firewall is a network security device that monitors incoming and outgoing network
traffic and permits, or blocks data packets based on a set of security rules. Its purpose is to
establish a barrier between your internal network and incoming traffic from external sources

(such as the internet) in order to block malicious traffic like viruses and hackers.

User - Anyone that accesses and uses the University’s information technology resources.



Firewall Administrator - Individual with permission to monitor alters and configure/implement

firewall policies.
Policy Statement:

The University operates a flexible and adaptive security environment to meet its academic
research and administrative missions. This firewall is set up and managed by Information

Technology Services network and security staff.
Policy and Procedures:
The firewall permits the following for outbound and inbound internet traffic:

e Outbound: Allow ALL internet traffic to hosts and services outside of the university
except for known security vulnerabilities and websites the university deems dangerous or
inappropriate. This allows users of the network to utilize all services on the internet apart
from services the university blocks.

e Inbound: Only specific services which support the university’s mission will be allowed to

be accessed from the internet.
Operational Procedures:
Only firewall system administrators are permitted to login to the firewall.

e Access to firewall hosts must be tightly controlled. Only firewall system administrators
are allowed to have user accounts on firewall hosts.

e Firewall system administrators muse have personal accounts. No group accounts are
allowed.

e Direct remote root access is never allowed. All root access must be through an

administrative login.

Only personnel with the appropriate authorization can make changes to the firewall access rules,

software, hardware, or configuration.



e All changes should be a result of a request recorded using the Firewall Change Request
Form although emergency modifications can be requested by phone, with a follow up
email and change request.

e Only authorized personnel must be able to implement the changes and an audit log must
be retained.



Intrusion Detection and Prevention Policy

Introduction:

Intrusion Detection and Prevention systems focus on identifying possible incidents, logging
information about them, and reporting attempts to security administrators. It plays an important

role in implementing and enforcing security policies.
Scope:

The Intrusion Detection and Prevention Policy applies to all individuals that are responsible for

the installation and operation of IDS and IPS systems in the university network.
Policy Statement:

Audit logging, alarms and alert functions of operating systems, user accounting, application
software, firewalls and other network perimeter access control systems will be enabled and
reviewed annually. System integrity checks of the firewalls and other network perimeter access

control systems will be performed annually.

Automated tools will provide real-time notification of detected wrongdoing and vulnerability
exploitation. Where possible, a security baseline will be developed, and the tools will report

exceptions. These tools will be deployed to monitor:

e Internal Traffic
e Mail traffic

e Operating system security parameters



Definitions:

Intrusion Detection System (IDS) - A system that passively monitors network traffic for

suspicious activity and alerts when such activity is detected

Intrusion Prevention System (IPS) - A system that monitors network traffic for suspicious
activity like an IPSs system but instead of just alerting that there is a threat, it actively prevents
them

Policy and Procedures:

Network Monitoring

e All suspected and/or confirmed instances of host, server, or network intrusions will be
reported immediately to the designated ITS personnel

e Operating system, user accounting and application software audit processes will be
enabled on all host and server systems where resources permit

e Alarm and alert functions, as well as audit logging of any firewalls and other network
perimeter access control systems will be enabled

e Logs from the firewalls and network perimeter access control systems will be monitored
and reviewed as risk management decisions warrant

e Logs for servers and devices will be reviewed as warranted based on risk management

decisions



Host and Server Hardening Policy

Introduction:

University Host systems are expected to be safe, secure, and reliable when being used by
university personnel or students. Servers are depended upon to deliver data in a secure, reliable
fashion. There must be assurances that data integrity, confidentiality and availability are
maintained. Hosts and Servers need to be installed and maintained in a way that prevents

unauthorized access and disruptions to their services.
Scope:

The Host and Server Hardening Policy applies to individuals that oversee installing and
maintaining the university systems and teachers and students that use university hosts for their

educational needs.
Policy Statement:

The university provides and requires strict host and server hardening guidelines to ensure that

individuals using them are operating in a safe and secure learning environment.
Definitions:
Host - Any university device that communicated and connects to the university network

Server - A computer dedicated to running one or more such services, to serve the needs of

programs running on other computers on the same network

Hardening - The enhancement of security through various means to ensure that hosts and servers

are operating in a safe and secure environment



Policy and Procedures:

Host and Server Hardening - A server or host cannot be connected to the university network until
it is in an approved secure state. The following regulations must be met to be considered being in

an approved state

e The operating system is installed from a university approved source and proper licenses
are used

e Areserved IP address must be assigned from the university network administrator

e All unnecessary software, system services, and drivers must be removed from the system

e University appropriate file protections and security parameters must be set

e Audit logging must be enables on all university hosts and servers

e The default password and account on the system must be changed to meet university

requirements

After connecting to the university network for the first time, the university approved antivirus
software must be installed to the system and all systems and applications must be updated to the

latest secure versions

All hosts and servers must pass a vulnerability assessment before being allowed to connect to the

wide university network



Threat Vulnerability Asset Worksheet Post-Control Implementation

Threat Vulnerability Asset Worksheet Post
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Post control implementation, the threat vulnerability chart looks a lot more tolerable. Even with

protections and policy in place, one cannot rule out the possibility of intrusions and incidents.

With protections, hosts and severs will have host-based firewalls and windows defender antivirus
with advanced malware protection which uses current known virus signatures updated monthly
with signatures from Microsoft. This software will protect hosts and servers from known
malicious viruses and can be configured to alert in the event of anomalous activity.
Implementation of policy and security configurations will prevent unauthorized users from
utilizes network resources without authentication and an active account on the domain controller.
Accounts will have permissions, severs access will be restricted, protected and actions will be
logged through windows event viewer so individual actions can be traced back to the individual

that performed them.

The threat vulnerability asset post sheet shows that the confidentiality of information systems
and data utilized in Constant Hall will not be compromised by any non-sophisticated threat. The
integrity of data stored, in transit, or processed will not be at significant risk. Also, high
availability of information systems will be held with industry standard technology, security

configurations and policy.
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