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Introduction
	This article focuses on the dangers that artificial intelligence, specifically deepfakes, can pose on society mainly through misinformation, social engineering exploits, and identity fraud or theft. AI evolves and becomes greater with each passing moment, making it much harder to discern what is legitimate and what is fabricated. To demonstrate how vulnerable the general public is to these kinds of manipulation tactics, a study was conducted to see how many individuals could identify what were real images and what were not.
Relation/Connection to Social Science Principles
	Some core principles of social sciences that are prevalent in this article include mainly Psychology and Sociology. Psychology is present in the sense that individuals believe that in many instances, they are witnessing real human images even when they are not because they are able to recognize familiar human features that are replicated perfectly. Their confidence in being able to determine between real and fake images was also at play and affected how they responded. Sociology is present in the sense that their social interactions between their peers and other individuals in their lives, along with some guidance from the researchers, affected the results in a small fashion, but not enough to be able to consistently identify deepfakes as opposed to real images.
Research Question/ Hypothesis/ Independent Variable/ Dependent Variable
· Research Question: Can individuals distinguish between real images and deepfake images?
· Hypothesis: Individuals with proper education, training, and guidance will perform better than those who do not have any outside indications for what the tells of AI deepfakes are.
· Independent variables: Types of images presented/ Whether or not individuals are given tips
· Dependent Variables: Accuracy of the individuals
Types of Research Methods Used
	In this study, a few groups of individuals were given a mix of different images of faces, some of which were real people and some of which were deepfakes, generated by AI. They were then tasked with deciphering which images were real and which images were fake.
Types of Data Analysis Used
	The kinds of data analysis utilized consisted of statistics, correlations (specifically with confidence levels in identifying deepfakes), and regression (used to pinpoint what variables mainly influenced results)
Connections to other Course Concepts
	The largest concept that is reinforced by the results of this article is the human factor and human error aspect of cybersecurity. Humans are always the biggest vulnerability when it comes to cyber threats, and this research paper was able to clearly demonstrate this idea through its results. The most astonishing part is that even with proper training and education, it still was not enough to provide consistency in identifying deepfakes in a sea of both real and AI generated images. This also challenges the concept that awareness and education is the most effective method to mitigating human errors. It instead suggests that merely being aware and even educated on the matter is not conducive enough to make meaningful results in identifying deepfakes and that more measures need to be taken.
Connections to the Concerns of Marginalized Groups
	A potential implication for marginalized groups regarding the topic of this article is that many that are in less technologically developed areas could be affected much harsher than those in well established technical areas. Without exposure to this kind of content, it is much more likely that attacks involving this approach using deepfakes will be much more successful and cause data breaches on a larger scale.
Overall Societal Contributions of the Study/ Conclusion
	The bottom line is that people overall are not at all well equipped to identify deepfakes when they come across them, even if given proper training and guidance. This study shows the implications that deepfakes can have going into the very near future and clearly showcases that human judgement alone, with or without confidence, cannot be the determining factor for what is perceived as real or fake images. More research needs to be dedicated towards how to mitigate this kind of threat from spreading and evolving. 
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