Case Overview
	In 2015, a emerging dating website called Ashley Madison suffered from a cyberattack from a hacker group called “The Impact Team” who broke into their infrastructure and stole their user data which included names, addresses, activity, and credit card details. They beckoned for the website to be shut down because of its deceptive practices, an example being the website charging users to have their data deleted, but then never actually removing it. Ultimately, the company chose to not comply, resulting in all of the data of millions of users to be exposed to the public. Usually in these instances, it is very quick, easy, and most times socially correct and acceptable, to paint the hackers as the bad actors, but this would not be the whole story this time. Ashley Madison was exclusively a website meant for individuals who were already in relationships to have an affair with another individual in the same circumstance. This made many question if the data breach was even a despicable action. It begged the question, do these people who had these affairs deserve to have their information stolen and exposed as they did, and were the hackers justified in their actions because of this?	
Potential Solutions
	For this case in particular, the specific methods that the hackers used to gain access into the company’s systems were not publicly disclosed, but investigations and reporting gave very strong indications as to how they managed to gain access to these sensitive files. It was not a special zero day exploit or anything of the sort, it was almost definitely simple security oversights including weak passwords, misconfigured systems, and phishing attacks at employees of the company. Once they gained access, they escalated their privileges over a long period of time, not immediately, and mapped out their environment. Once the target databases were found, they were then extracted. This kind of scenario is fairly common in cyber attacks and has multiple remedies to prevent or mitigate instances like this from happening. The biggest of all of the solutions is always awareness. The average person is not privy to how important simple things such as changing your passwords, making passwords stronger, being able to identify suspicious emails, or not sharing information to officials are. Things such as employee awareness trainings are an easy solution to these issues. As far as infrastructure, many times it is skimmed over in an attempt to save money and/or resources, and even if the systems are secure at first, they are never innovated on or looked over again. Investing in regular maintenance, monitoring, and occasionally implementing new and improved security measures would go a long way in preventing technical, non-human related threats.
Reflection
While this interesting variant of ransomware seems to be a standard cut and dry scenario that is not too different from many other data breaches in the past, the aftermath that followed and the social implications for those who were exposed make it a very unique case encompassing psychology, sociology, ethicality, and morality. This was a rare ultimatum that had two very distinct views in the situation, as opposed to the usually universally agreed upon sole bad actor. While there is an argument to be made that the individuals utilizing the website deserve to have that malicious act exposed, especially for their significant others to see, it also resulted in a few of these people taking their own lives from the guilt and public shame. Regardless, much of this could have been avoided outright had basic precautions been taken to address cybersecurity concerns.
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