
Bryan Gregg
10/02/2025

Article Review #1

“What Happens at Home Stays at Home.”

                       Work From Home Privacy Issues



Bryan Gregg
10/02/2025

Citation 

Alashwali, E., Peca, J., Lanyon, M., & Cranor, L. F. (2025). Work from home and privacy 

challenges: What do workers face and what are they doing about it? Journal of Cybersecurity, 

11(1), tyaf010. https://doi.org/10.1093/cybsec/tyaf010

Introduction

This article examines privacy concerns faced by remote workers. The authors discuss 

how discomfort, surveillance, autonomy, affect the well-being and the behaviors of workers in a 

work from home environment. The article relates to cybersecurity and social science by focusing 

on the human impact of digital work practices. 

 As of December 2024, 23.1% of Americans worked from home at least part- time (U.S. 

Bureau of Labor Statistics, 2023).  Today, privacy concerns and behaviors are very important in 

maintaining safe workspaces in the home. Working from home usually requires voice and video 

conferencing tools (Zoom Communications, Inc., 2025); (Google, 2025).  Remote workers must 

be able to use technology independently and must have a secure, private space to be able to 

communicate and work freely. 

Social Science Principles

The article reflects the principles of  individual agency (workers manage privacy through 

behavioral changes), social norms and power (surveillance systems and employer expectations 
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influence workers behavior), and institutional structures (policies control workers autonomy and 

privacy).

Research Question 

What privacy challenges do remote workers encounter, and how do they respond to them? 

Hypotheses

(1) Workers will report high levels of discomfort when privacy is

     compromised.      

(2) Workers will report that lack of control of privacy settings

     (inability to turn off cameras, microphones, etc.) increase discomfort.

(3) Workers may violate employer rules to protect their privacy.

(4) Workers will use manual privacy protection (e.g. blank wall background, closed doors) 

rather than technology privacy settings.

Variables

Independent: the type of privacy-invasive setting, the level of autonomy allowed, and the 

availability of privacy tools.  Dependent: the discomfort reported, the likelihood of rule-

breaking, and the frequency and type of privacy-protective behaviors.
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Research Methods, Data, and Analysis

Quantitative survey experiments and qualitative open-ended narrative responses were used to 

measure discomfort and behavioral responses while also capturing personal narratives about 

privacy challenges. 214 remote workers were recruited to evaluate hypothetical work-from-home 

scenarios and share real-life experiences and demographic details  (Serdar et al. ,2021).

Participants were presented with a series of privacy-invasive scenarios, such as being 

required to keep cameras on or being unable to mute microphones (Mosendz & Melin , 2020).  

They described real-life privacy challenges they faced while working from home.  They rated 

their level of discomfort and their likelihood of breaking employer rules in each scenario.  The 

ratings were analyzed  to find patterns and to identify common themes like emotional stress, 

rearranging home spaces for privacy, and coming up with creative ways to protect privacy. 

Related concepts from Power Point presentation

Power Point concepts relating to this article are Cyber Victimization and Behavior and 

Risk.   Workers who spend a significant amount of time online increase their chances of having 

personal or company information exposed to  data breaches or identity theft. Some common risks 

include Zoombombing, unauthorized access phishing, and social engineering data breaches, 

eavesdropping malware via file sharing webcam, microphone exploits, and impersonation (Ling, 

Balcı, Blackburn, et al., 2021).  To reduce these risks, remote workers should use password-

protected meetings and waiting rooms, avoid sharing links publicly, keep Zoom and devices 

updated, be cautious with chat links and file downloads, disable auto-recording and restrict 

screen sharing.  Also, companies should provide regular cybersecurity training.
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Marginalized Groups and Equity Considerations 

This research is especially relevant to people living in shared or low-income housing who 

face greater privacy risks. Technologies that monitor and collect data on people’s activities may 

disproportionately affect racial minorities, disabled individuals, and caregivers. Marginalized 

workers often develop creative privacy strategies that limit the parts of the home, or themselves, 

that are revealed (e.g. covering cameras, using corners or closets, creating white noise).  These 

workers support inclusive technology design.

Contributions to Society 

           This study offers valuable benefits to society by emphasizing the privacy risks that remote 

workers face and encouraging more flexible workplace policies. It promotes the development of 

technology that respects human needs and highlights how vulnerable populations creatively 

protect their privacy and advocate for better conditions. By connecting cybersecurity concerns 

with human issues, the study helps shape a more thoughtful and equitable approach to digital 

work environments.

Conclusion 

        Alashwali et al. (2025) provide an insightful examination of privacy in work from home 

settings. The research reveals how remote workers manage surveillance, discomfort, and loss of 

autonomy. It shows how their privacy protecting behaviors are meant to protect their 

employment.  Cybersecurity issues are addressed from the human aspect and provide valuable 

guidance for employers, policymakers, and technologists seeking to create safe, equitable, and 

respectful digital workspaces.
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