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File Actions Edit View Help

bwatkeos

/root/bwatkeos

~/bwatkoos
credentials.txt

~/bwatkoos
credentials.txt

~/bwatk0os
/etc/passwd /root/bwatkoos

~/bwatkoos
total 8
-rw-r—-r-- 1 root root 9 Jan 24 20:26 credentials.txt

-rw-r-——r-— 1 root root 3424 Jan 24 20:29 passwd

~/bwatkeos

\‘ -~ '« *» B o O (genmon)XXX o a ¢

; root@kali: ~

File Actions Edit View Help

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.13 netmask 255.255.255.80 broadcast 192.168.10.255
inet6 fe80::cf01:6444:5b9f:6e54 prefixlen 64 scopeid 0x20<link>
ether 00:15:5d:40:57:24 txqueuelen 1000 (Ethernet)
RX packets @ bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 49 bytes 3888 (3.7 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 169.254.44.123 netmask 255.255.0.0 broadcast 169.254.255.255
inet6 fe80::cb7 461:8589:5a80 prefixlen 64 scopeid 0x20<link>
ether 00:15:5d:40:57:25 txqueuelen 1000 (Ethernet)
RX packets 199 bytes 50763 (49.5 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 203 bytes 32127 (31.3 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid @x1@<host>

loop txqueuelen 1000 (Local Loopback)
packets 66572 bytes 24615859 (23.4 MiB)
errors @ dropped @ overruns @ frame 0
packets 66572 bytes 24615859 (23.4 MiB)
errors @ dropped @ overruns @ carrier @ collisions @




TASK 2 CONTINUED

X Select Administrator: Windows PowerShell

Windows PowerShell
Copyright <(C) 2889 Microsoft Corporation. All rights reserved.

PS§ C:\UserssAdministrator> ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Connection—specific DNS Suffix
Link—local IPub Address . . .
IPv4 Address. . . . . . . .
Subnet Mask . . . . . . . .
Default Gateway . . . . . .

fe8@::accf:hede:ca?9:e930x17
192.168.10.15

255.255.255.8

192.168.18.2

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix
Link-local IPv6 Address . . . .
Autoconfiguration IPv4 Address.
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . =

Tunnel adapter isatap.{AE@D832C-6DAB-4565-9EFC-97748DBFFBCF> :

feB8@::c194:chdb:21ac:3487x16
169.254.52.135
255.255.8.8

Media State . . 2 Media disconnected

Cunnectinn—speciéié DNS Suffix

Tunnel adapter isatap.{98484D13-650B-4CED-B29A-A164CBCG25E1A>:
Media State . . . . . . . . . - . Media disconnected
Connection—specific DNS Suffix

PS C:\Users\Administrator>

N omP O] : O (genmon)XXX 4) A 2043 | & €&
root@kali: ~
File Actions Edit View Help

192.168.10.15 169.254.52.135
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-01-24 20:42 EST
Nmap scan report for 192.168.10.15
Host is up (0.0088s latency).
Not shown: 994 filtered tcp ports (no-response)
PORT STATE SERVICE
21/tcp open ftp
80/tcp open http
135/tcp open msrpc
445/tcp  open microsoft-ds
3389/tcp open ms-wbt-server
49154/tcp open unknown
MAC Address: 00:15:5D:40:57:3A (Microsoft)

Nmap done: 2 IP addresses (1 host up) scanned in 19.64 seconds




TASK 3

“ - = ' ) O (genmon)XX:

Minimize all open windows and s esktop
stics Telephony Wireless Tools Help

AODAG® c BBEM@ a2 ¢« »n «>BEEoon0@

Time Source Destination Protocol Length Info
8 49.673526400 192.168.10.15 224.0.0.22 IGMPv3 54 Membership Report / Leave group 224.0.0.252
10 50.000400200 192.168.10.15 224.0.0.22 IGMPvV3 54 Membership Report / Leave group 224.0.0.252

Frame 8: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on in 01 00 S5e 00 00 16 00 15 5d 40 57 3a 08 00 46 00
Ethernet II, Src: Microsoft_40:57:3a (00:15:5d:40:57:3a), Dst: IPv4mcast 00 28 0O 87 00 00 01 62 79 7b cO a8 Ga Of ed 0O
Internet Protocol Version 4, Src: 192.168.10.15, Dst: 224.0.0.22 00 16 94 64 00 00 22 60 fa 01 00 60 60 01 03 00
Internet Group Management Protocol 00 00 e® 00 00 fc

® E wireshark_eth09Z70J3.pcapng Packets: 12 - Displaye: Profile: Default

Wireshark — I utilized this tool to conduct monitoring activities on the packet data of
192.168.10.15 (Windows server 2008). There was a total of 12 packets with 2 being
displayed.

“\ N | ' \E‘V 1 O (genmon)XXX ) A @ 2107 | & C

Shell No. 1
Applications

Edit View Help

100 exploit/WERAOWS/tftp/tftpsery q_bof 0 3 normal ver for WiRdOWS 1.4 ffer Overflow

101 exploit/window: otorola/timbuk fileupload 0 Timbuktu Pro Directory Trave ile upload

102 auxiliary/dos/WiRdOWS/ftp/titan _site normal Titan FTP @ SITE WHO DoS

103 200 6 [ Trend Micro OfficeScan Remote Stack Buffer Overflow

104 ex good ip 3.5 Zip File Parsing B r rflow Vuln ility

105 2 0 0 mbleweed FileTransfer vcst_eu.dll ActiveX Control Buffer Ove
rflo

106 exploit/WANAOWS/browser/ultraoffice_httpupload
low

107 exploit/Window! L _viewer_bof

108 exploit/windows/

109 exploit/Windows/browser/ve

110 uxiliary/dos/wWindows/ftp/vi 5

111 exploit/Window for: /vid 2 [ ideoLAN V Buffer Overflow

112 exploit/window: rowser/we [ lebEx UCF atucfobj.dll ActiveX NewObject Method Buffer O

113 exploit 2008-02-04 0 WinComLPD Buffer Overflow
114 auxiliary 2008-09-26 WinFTP 2.3.@ NLST Denial of Service
115 X 2008-01- normal 0 Winamp Ultravox St ming Metadata (in_mp3.dll) Buffer O\

116 ex _client_copy_im 2015-05-12 normal WiRdOWS ClientCopyImage Win32k Exploit
117 schelevator 2010-09-13 ) Windows Escalate Task heduler XML Privilege Escalation
118 i her, S normal Windows Gather AutoLogin User Credential Extractor
119 i normal Windows Gathe oup Policy Pref d Passwords
120 exploit/windows/ v 2008-09-09 normal Windows Media Encoder 9 wmex.dll ActiveX Buffer Overflow
xploit/Windows/local/c _priv_ 2018-10-09 manual Windows NtUsersS: indowFNID 32k User Callback
xploit/windows/local 8 5 r 2018-05-09 good Windows SetImeInfoEx Win NULL Pointer D nce
i / 2014-10-14 normal Ve Windows TrackPopupMenu Win32k NULL Poin reference
auxiliary/dos. Ftp/x ) 2008-10- normal XM Easy Personal FTP .@ NLST Do!
auxiliary i f X i p 3-2 normal XM Easy Personal FTP Se r 5.7.0 NLST DoS
/ normal ia / Roxio / MGI Sof LPViewer Acti Control

_privmsg_ser 2008 normal mIRC PRIVMSG Handling Stack Buffer Overflow
t/xradio_xrl_sehbof normal xRadio

Interact with a module by name or index. For example

ulti/handler
ng configured payload generic/shell_reverse_tcp
xploit( )

TASK 3 CONTINUED



ol | ' ) D v > O (genmon)XXX ¢) A 2
Shell No. 1

File Actions Edit View Help

T = 192.168.10.15
> search windows

Matching Modu

Name

ploit/WiRAOWS/brows adobe_utilprintf

ploit/windows/fileformat/adobe_utilprintf

ploit/windows/http/altn_securityga

ploit/windows/mi asus_dpcpro i 3 average
auxiliary/parser/unattend normal r Unattend P.
exploi http/ weblogic_jsessionid good B g Cookie V.
exploit/Windows/http. c 0

8-04-15
2008-04-15
2008-06-05
2008-04-02
2008-03-16 normal

2019-05-14 manual Yes CVE-2019-0708

/cain_abel_4918_rdp 3 Cain and Abel
chilkat_crypt_writefile 0 3 y veX Wr e Unsafe Method
multi/http, co_dcnm_upload Cisco Prime Data Cen Network Manager Arbitrary File Upload

16 Windows/scada/ci t_scada_odbc 200 normal CitectSCADA acilities ODBC B r Overflow

17 ploit/windows/brightstor/ca_arcser rage Computer Associat ARCserve REPORTREMOTEEXECUTECML Buffer Ove
rflow

18  exploit/WiNAOWS/browser/creative_softw c 0 normal 0 Creative Software AutoUpdate Engine ActiveX Control Buffer Ove
rflow

19 S| 2 normal Crystal Reports CrystalPrintControl Active) Resour
ion Pro

realwin L DATAC RealWin SCADA r B r Overflow
ormat/djvu_i ir £ 0 low DjVu DjVu_i .dll Ac ComponentBuf

ploit/WERAOWS/mi oubletake 200¢ rks Stor \irroring rvice Authenti
erflow
lo
Manager Opcode 0x75° ¢ommsnd CEri
@ XSLT Transform Remote Code

Metasploit — I utilized this tool to take steps towards gaining unauthorized access to
Windows Server 2008. I successfully set the RHOST (Target) to 192.168.10.15 and selected
a specific exploit.

LEGION 0.4.3-1700529501 - untitled - Jusr/share/legion/
File Help

Scan Brute
Hosts Services Tools Services Scripts Information CVEs

0s Host Host Status Addresses Locatiol

&) 192.168.10.15 (unknown) IRv§:i 192.168.10.15
State: up IPv6: unknown Country Code: unknown
MAC: 00:15:5D:40:57:3A
Open Ports: 1 City: unknown
Vendor: Microsoft
Closed Ports: 0 ASN: unknown Latitude: unknown

ISP: unknown

Filtered Ports: 65534 Longitude: unknown

Operating System
Name: Microsoft Windows Embedded Standard 7
Accuracy: 100

Processes Log

Progress & Elapsed a Tool Host Status
N 22.13s nmap (stage 1) 192.168.10... Finished

Legion — I utilized this tool to gain insightful information on a potential target (Windows
Server 2008). After scanning, the results provided me with some valuable information.



Some results include — IP address, MAC address, number of open ports, state, and
operating system.



