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NETWORK FORENSIC BY WIRESHARK LAB REPORT
CYSE 601

Relevant Systems

e pfSense firewall VM (IP: 192.168.10.2)
e Internal Kali Linux machine (IP: 192.168.10.13)
e Ubuntu VM (IP: 192.168.10.18)

Simulate a DDoS Attack: Task 5
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Destination Protocol Length Info
8.. 49.871467000 53 192.168.10.18 IPv4 50 Fragmented IP protocol (proto=TCP 6, off=0, ID=008d) embled in #
49.871472600 .2, 192.168.10.18 - SYN] Seq=0 Win=512 Len=0
5198.. 49.871535100 225 63.7: 192.168.10.18 50 Fragmented IP protocol (proto=TCP 6, =0, 1D=008d)
49.871541700 B 192.168.10.18 SYN] Seq=0 Win=512 Len=0
98.. 49.871561900 22 9,52 2.168.10. 4 50 Fragmented IP protocol (proto=1CP 6, off=
49.871568000 . 38 1943 . 80 [SYN] Seq=0 Win=512 Len=0
49.871586200 8 .8 Z 50 Fragmented IP protocol (proto=1CP 6, =0, 1D=008d)
49.871593500 5 5. .10. 38 1944 . 80 [SYN] Seq=0 Win=512 Len=0
49.871613700 2 .10. Z 50 Fragmented IP protocol (proto=1CP 6, =9, 1D-008d) [Reassembled in #
49.871619600 R . . 80 [SYN] Seq=0 Win=512 Len=0
49.871637700 92 50 Fragmented IP protocol (proto=TCP 6, off=0, 1D=008d) [Reassembled in #519811)
49.871643400 . .10. . 80 [SYN] Seq=0 Win=512 Len=0
49.871661700 g 2 92.168. E 50 Fragmented 1P protocol (proto=1CP 6, f=0, 1D= [Reassembled 1n #519813)
- 80 [SYN] Seq=0 Win=512 Len=0
192.168.10.18 Pv4 50 Fragmented IP protocol (proto=TCP 6,

captured ( bits) on in 33 33 00 00 00 02 00 15 5d 40 57 24 86 dd 60 Oe 33
» Ethernet II, Src: Micro H 2 H 40 IPvbmcast 06 a0 00 08 3a ff fe 80 00 00 00 00 00 00 cf 01 H
» Internet Protocol Versio , Sr HH 444:5) st: ffe2:: 44 Sb 9f 6e 54 ff 02 00 00 00 00 60 00 00 0O dD[ nT
» Internet Control Mess ] oc 6 00 60 00 60 00 02 85 0@ 7f fd €0 00 00 00

Packet Analysis: Task 8

Brief Description of The Above Image — The image above illustrates what constitutes a
Distributed Denial of Service (DDoS) attack. A single Destination address is repeatedly and
aggressively sent packets from many different Source addresses. The Source addresses appear to
be randomly generated and different each time. There is a distinctive pattern to all the packets as
well, which is abnormal, as packets typically vary in protocol and size. It is also noteworthy that
none of these SYN packets are accompanied by ACK packets, as ACK packets are part of the
typical three-way handshake. The packets captured above also all possess the exact same length,
as well as the exact same protocols. When combining all the factors — heavy influx of traffic,



identical packet size and protocol, and SYN packets unaccompanied by ACK packets; it appears
that the above image illustrates what is known as a TCP SYN Flood DDoS attack.

Scenarios
Scenario 1:

“In this scenario you will be taking the role of the Network Defense Analyst. You
will perform a thorough analysis of the captured network forensic artifact. The network
packet capture is saved in a file titled NetworkTrafficl.pcapng.”
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LIE
No. Time Source Destination Protocol Length Info
1 0.000000 Dell _02:a6: Broadcast ARP 60 Who 10.82.16.42? Tell 192.168.11.107
2 0.000028 Dell_02:a6: Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
3 0.689924 Dell_02: Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
4 0.689944 Dell _02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
5 1.691459 Dell _02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
6 1.691505 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
7 3.470093 192.168.11.107 224.0.0.251 MDNS 88 Standard query 0x0001 PTR _services._dns-sd._udp.local, "QM" question
8 3.470329 192.168.11.88 192.168.11.107 MDNS 120 Standard query response 0x0001 PTR _services._dns-sd._udp.local, "QM" question PTR ..
9 5.074612 192.168.11.107 192.168.11.255 BROWSER 243 Host Announcement CISAL-E6530, Workstation, Server, SQL Server, NT Workstation
10 5.075029 192.168.11.88 192.168.11.255 BROWSER 240 Browser Election Request
11 5.075076 192.168.11.88 192.168.11.255 NBNS 92 Name query NB <01><02>__ MSBROWSE__<02><01>
12 5.075085 192.168.11.88 192.168.11.255 NBNS 92 Name query NB WORKGROUP<1d>
13 5.075176 192.168.11.88 192.168.11.255 NBNS 92 Name query NB WORKGROUP<1d>
14 5.075212 192.168.11.88 192.168.11.255 NBNS 110 Refresh NB CYBER-ACADMIN<00>
15 6.071858 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
16 6.072463 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
17 6.695584 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
18 6.695613 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
19 7.695522 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
20 7.695543 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
21 8.462354 192.168.11.107 224.0.0.251 MDNS 83 Standard query 0x0001 PTR _workstation._tcp.local, "QM" question
22 8.462603 192.168.11.88 192.168.11.107 MDNS 263 Standard query response 0x0001 PTR _workstation._tcp.local, "QM" question PTR CYBER..
23 10.462442 192.168.11.107 224.0.0.251 ubP 60 52898 - 5353 Len=0
24 12.148464 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
25 12.148474 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
26 12.695354 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
27 12.695381 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
28 13.695218 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
29 13.695245 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
30 18.242069 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
31 18.242096 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
32 19.194941 Dell_02:a6:31 Broadcast ARP 60 Who has 160.82.16.42? Tell 192.168.11.107
33 19.194965 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
34 20.194920 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
20.194940 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
24.335459 Dell_02:a6:31 Broadcast ARP 60 Who has 10.82.16.42?7 Tell 192.168.11.107
4 480 De ~ a8 3 AR g bo hba 9 88 g e 9 88 Q
. Crame 1: RO hutec an wire (420 hitc) RA hutac ranturad (420 hite\ an v 0000 ff ff ff ff ff ff FORUFINET 02 a6 31 08 06 00 01 - 1

® B NetworkTrafficl.pcapng Packets: 222 - Displayed: 222 (100.0%) Profile: Default

Task 9: Describe the main fields in a typical output of a Wireshark capture.

The main fields of a typical Wireshark capture include — No. (number), Time, Source,
Destination, Protocol, Length, and Info. Number simply refers to the chronological sequence in
which the packets have been received. Source and Destination refer to the address the packet
originated from and the address the packet is sent to respectively. Protocol represents the
applicable protocol identified from the packet. Length displays the size of the packet. Finally,
Info contains numerous pieces of data. Some of the data provided by /nfo includes — error
messages, flags, port numbers, etc.



Task 10: Briefly describe the network activities that transpired during the capture session.

The packets are overwhelmingly attempting Address Resolution Protocol requests, It
appears as though the Source address is attempting to map a known IP address to a MAC
address. These findings are evident by the displayed ARP protocol and “Who has” text found
within both the Profocol and Info columns.

Scenario 2:

“In this scenario you will be taking the role of the Network Defense Analyst. You
will perform a thorough analysis of the captured network forensic artifact. The network
packet capture is saved in a file titled NetworkTraffic2.pcapng.”
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No. Time Source Destination Protocol Length Info I
1 0.000000 Dell_62:a6:31 Broadcast ARP 60 Who 10.1.1.151? Tell 192.168.11.107

Broadcast 60 Who 10.1.1.171? Tell 192.168.11.107

Broadcast 66 Who 10.82.16.42? Tell 192.168.11.107
4 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
5 0.963309 Dell_62:a6:31 Broadcast ARP 60 Who has 10.1.1.151? Tell 192.168.11.107
6 0.963330 Dell_62:a6:31 Broadcast ARP 60 Who has 10.1.1.171? Tell 192.168.11.107
7 ©0.963334 Dell_62:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
8 0.963338 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
9 1.972839 Dell_62:a6:31 Broadcast ARP 60 Who has 10.1.1.151? Tell 192.168.11.107
10 1.972867 Dell_62:a6:31 Broadcast ARP 60 Who has 10.1.1.171? Tell 192.168.11.107
11 1.972873 Dell_62:a6:31 Broadcast ARP 60 Who has 10.82.16.42? Tell 192.168.11.107
12 1.972879 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.77.36? Tell 192.168.11.107
13 9.961743 Dell_62:a6:31 Broadcast ARP 60 Who has 192.168.11.88? Tell 192.168.11.107
14 9.961802 BelkinIntern_7b:f3:.. Dell_02:a6:31 ARP 42 192.168.11.88 is at 58:ef:68:7b:f3:fa
15 15.497646 Dell_62:a6:31 Broadcast ARP 60 Who has 192.168.81.11? Tell 192.168.11.107
16 16.474105 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.81.11? Tell 192.168.11.1607
17 17.476353 Dell _62:a6:31 Broadcast ARP 60 Who has 192.168.81.11? Tell 192.168.11.107
18 21.007700 Dell_62:a6:31 Broadcast ARP 60 Who has 192.168.81.10? Tell 192.168.11.107
19 21.976214 Dell_02:a6:31 Broadcast ARP 60 Who has 192.168.81.10? Tell 192.168.11.107
20 22.976117 Dell _62:a6:31 Broadcast ARP 60 Who has 192.168.81.10? Tell 192.168.11.107
21 26.538960 Dell_62:a6:31 Broadcast ARP 60 Who has 192.168.81.11? Tell 192.168.11.107
22 27.465877 Dell _62:a6:31 Broadcast ARP 60 Who has 192.168.81.11?7 Tell 192.168.11.107
23 28.465835 Dell_62:a6:31 Broadcast ARP 60 Who has 192.168.81.11? Tell 192.168.11.107
24 32.046709 192.168.11.107 192.168. 60 39012 — 256 [ACK] Seg=1 Ack=1 Win=1024 Len=0
25 32.046736 192.168.11.107 192.168.11. 60 39012 . 587 [ACK] Seg=1 Ack=1 Win=1024 Len=0

54 256 — 39012 [RST] Seq=1 Win=0 Len=0

54 587 — 39012 [RST] Seq=1 Win=0 Len=0

60 39012 . 8888 [ACK] Seq=1 Ack Win=1024 Len=0
54 8888 — 39012 [RST] Seg=1 Win

60 39012 . 21 [ACK] Seq=1 Ack=1

54 21 — 39012 [RST] Seq=1 Win=0 Len=0

60 39012 — 135 [ACK] Seq=1 Ack=1 Win=1024 Len=0

54 135 . 39012 [RST] Seq=1 Win=0 L

60 39012 — 445 [ACK] Seq=1 Ack=1 Win=1024 Len=0

54 445 . 39012 [RST] Seq=1 Win=0 Len=0

60 39012 — 3306 [ACK] Seq=1 Ack=1 Win=1024 Len=0
AATR7? 3 A R4 R3AR __RAA12 [RST1 Sen=1 Win=A | An=A

ff ff ff ff ff ff fo 1f af 02 a6 31 08 06 00 01
® B NetworkTraffic2.pcapng Packets: 2460 - Displayed: 2460 (100.0%) Profile: Default

Task 11: Briefly describe the network activities that transpired during the capture session.

There is a plethora of TCP packets flagged in red. TCP packets flagged in red are
typically indicated due to errors. These packets observed are specifically TCP RST packets. TCP
RST packets are packets resulting from connection errors, such as unopen ports or unexpected
connection termination. The packet details pane provides further information and confirmation of
initial findings. Under Transmission Control Protocol, one will find “Incomplete” as the status
identified next to Conversation Completeness. These details all indicate unsuccessful attempts at
a network connection.



Task 12: What is the client computer trying to achieve? Explain.

The client computer appears to be attempting to establish a network connection to a
newly discovered MAC address they believe to be mapped to a known IP address. The
connection is ultimately unsuccessful and indicated by the RST (Reset) TCP flags.

Scenario 3:

“A security analyst working for a state government agency has a suspicion that
some state employee is trying to exfiltrate important documents from a file archiving
system at the District Attorney’s office. Thus, the analyst requested a packet capture on the
network traffic occurring on the suspected employee’s computer. Several packet capture
events were conducted during the evening hours of May 2 and 3. The most incriminating
evidence produced by the network packet capture activities was saved in a file titled
NetworkTraffic3.pcapng.”

“In this scenario you will be taking the role of the Network Defense Analyst. You will
perform a thorough analysis of the captured network forensic artifact.”
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ﬂ D ﬂ @ = . a NS A€ s ! mEaeNe u Packet ~ Hostname Content Type Size Filename

(R]A 98 24kB  rfc1350.txt

Text Filter: || Content Type: All Content-Types ~

No. Time Source Destination Protocol Length Infc
64 0.219356 192.168.0.10 192.168.0.253
65 0.224601 192.168.0.253 192.168.0.10
66 0.224668 192.168.0.10 192.168.0.253
67 0.227583 192.168.0.253 192.168.0.10 TFTP
68 0.227620 192.168.0.10 192.168.0.253 TFTP 558 Dal
69 0.230288 192.168.0.253 192.168.0.10 TFTP 60 Ac
70 0.230329 192.168.0.10 192.168.0.253 TFTP 558 Dal
71 0.232995 192.168.0.253 192.168.0.10 TFTP
72 0.233063 192.168.0.10 192.168.0.253 TFTP 558 Da
73 0.235930 192.168.0.253 192.168.0.10 TFTP 60 Acl
74 0.235974 192.168.0.10 192.168.0.253 TFTP 558 Dal
75 0.238626 192.168.0.253 192.168.0.10 TFTP
76 0.238661 192.168.0.10 192.168.0.253 TFTP 558 Dal
77 ©.241330 192.168.0.253 192.168.0.10 TFTP 60 Ac
78 0.241371 192.168.0.10 192.168.0.253 TFTP 558 Dal
79 0.244006 192.168.0.253 192.168.0.10 THTP:
80 0.248030 192.168.0.10 192.168.0.253 TFTP 558 Da
81 0.250656 192.168.0.253 192.168.0.10 TFTP
82 0.253022 192.168.0.10 192.168.0.253 TFTP 558 Dal
83 0.255441 192.168.0.253 192.168.0.10 TFTP
84 0.255494 192.168.0.10 192.168.0.253 TFTP 558 Dal
85 0.259257 192.168.0.253 192.168.0.10 TFTP
86 0.259341 192.168.0.10 192.168.0.253 TFTP 558 Da! [@save Save All X Close O Help
87 0.262918 192.168.0.253 192.168.0.10 TFTP
88 0.263007 192.168.0.10 192.168.0.253

a backet ~Block: 44~
» Frame 98: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) 000 00 6b be 18 9a 40 PENSONBd d7 8b 43 08 00 45 00 @ .
~ Ethernet II, Src: AbitComputer_d7:8b:4 00:50:8d:d7:8b:43), Dst: Cisco 00 37 93 5d 00 00 80 11 25 01 cO a8 00 Pa cO a8

» Destination: Cisco_18:9a:40 (00 8:9a:40) 00 fd ©d 75 c5 ba 00 23 2d 18 00 ©3 00 31 20 20

» Source: AbitComputer_d7:8b:43 (00:50:8d:d7:8b:43) 20 20 20 20 20 20 20 20 20 20 5b 50 61 67 65 20

Type: IPv4 (0x0800) 31 31 5d @a 6c

» Internet Protocol Version 4, Src: 192.168.0.10, Dst: 192.168.0.253
» User Datagram Protocol, Src Port: 3445, Dst Port: 50618
» Trivial File Transfer Protocol
» Data (23 bytes)

® B NetworkTraffic3.pcap Packets: 99 - Displayed: 99 (100.0%) Profile: Default

Task 13: What is (are) the service(s) and/or protocol(s) used during the session?

The service(s) and/or protocol(s) used during the session are UDP (User Datagram
Protocol) and TFTP (Trivial File Transfer Protocol).

Task 14: What are the IP address and MAC address of each of the devices?
192.168.0.10, 192.168.0.253, 00:50:8d:d7:8b:43, 00:0b:be:18:9a:40




Task 15: What is the name of the file that is being exfiltrated? Will you be able to extract
and examine the entire content of the file? How?

Rfc1350.txt, yes one can extract and examine the content of the file. One may do so by
navigating to the File tab, hovering over export objects, selecting TF'TP, and selecting the
applicable file of the listed available. The selected file can then be saved to the desired location
and opened for viewing of its full contents. If simply seeking to view the contents, one can also
right-click a packet, hover over follow, and then select UDP Stream.

Scenario 4:

“Telnet is a network protocol used for remote terminal access to other computers
over a network, typically the internet. It allows users to log in to a remote system and
execute commands as if they were directly connected to that system’s console. Telnet
operates on TCP/IP and provides a text-based interface for communication. Due to security
vulnerabilities, such as transmitting data in plaintext, Telnet is now largely replaced by
more secure protocols like SSH (Secure Shell). However, network administrators still
occasionally use Telnet for specific purposes or in legacy systems where SSH is not
available or feasible.”

“In this scenario you will perform a thorough analysis of the captured network forensic
artifact. The network packet capture is saved in a file titled NetworkTraffic4.pcapng.”
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Wireshark - Follow TCP Stream (tcp.stream eq 0) - NetworkTraffic4.pcap
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No.

Time
3 0.000743
4 0.000813

Source
192.168.1.140
192.168.1.140

Destination
192.168.1.194
192.168.1.194

5 0.001558 192.168.1.194 192.168.1.140 TCcP 66
6 0.014386 192.168.1.194 192.168.1.140 TELNET 78
7 0.014399 192.168.1.140 192.168.1.194 TCP 66
8 0.015311 192.168.1.194 192.168.1.140 TELNET 105
9 0.015318 192.168.1.140 192.168.1.194 TCP 66 9§
10 0.015428 192.168.1.140 192.168.1.194 TELNET 146
11 0.027741 192.168.1.194 192.168.1.140 TELNET 69
12 0.027804 192.168.1.140 192.168.1.194 TELNET 69
13 0.029241 192.168.1.194 192.168.1.140 TELNET
14 0.029290 192.168.1.140 192.168.1.194 TELNET

15 0.034169
16 0.086632

192.168.1.194
192.168.1.140

192.168.1.140
192.168.1.194

17 ©.537926 192.168.1.140 192.168.1.194 TELNET 67

18 0.538896 192.168.1.194 192.168.1.140 TELNET 67

19 0.538910 192.168.1.140 192.168.1.194 TCP 66 9

20 0.607903 192.168.1.140 192.168.1.194 TELNET 67

21 0.608832 192.168.1.194 192.168.1.140 TELNET 67

22 0.608842 192.168.1.140 192.168.1.194 TCcP 66 9

23 0.776660 192.168.1.140 192.168.1.194 TELNET 67

24 0.777664 192.168.1.194 192.168.1.140 TELNET 67 3200 pkts, 34 R, phts, 49 turns

25 0.777673 192.168.1.140 192.168.1.194 TcP CEEE  Entire conversation (336 bytes) ~ Showdataas ASCII ~ Stream 0
26 0.874608 192.168.1.140 192.168.1.194

27 0.875528

192.168.1.194

192.168.1.140

Find: Find Next

» Frame 15: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)

» Ethernet II, Src: OpenGear_00:55:a5 (00:13:c6:00:55:a5),

Dst: ASUSTekCOMI

Filter Out This Stream Print Save as... Back X Close O Help

» Internet Protocol Version 4, Src: 192.168.1.194, Dst: 192.168.1.140
» Transmission Control Protocol, Src Port: 23, Dst Port: 56760, Seq: 58, A @b 50 b6 77 60 00 01 61 ©8 Ga 03 9d 62 8d 00 27 Pw b--'
» Telnet

® E  NetworkTraffic4.pcap

60 e8 6c 6f 67 69 6e 3a 20 login:

Packets: 113 - Displayed: 113 (100.0%)

=+

Profile: Default



Task 16: Will you be able to identify the victim IP and extract the login user and
password?

Yes, the packet details pane provides the victim IP address, as well as login user and
password upon following the TC stream.

Task 17: Describe any challenges you experienced with this lab. Explain how you overcame
the challenge. If you did not experience any challenges, describe what you learned from this
lab.

I was fortunate to not face any significant challenges of note in completing this lab. I did,
however, learn a great deal from this lab assignment. My biggest takeaway from the completion
of this lab assignment is a strengthened ability to analyze traffic patterns and packet data. Critical
thinking, problem solving, and analysis skills are all very much critical to the success of a
cybersecurity professional. Completing this assignment provides me with further extensive
experience in analyzing packet data, identifying patterns, and the overall navigation of one of the
most widely used forensic analysis and cybersecurity tools worldwide.

Task 18: Share your thoughts about this lab. What did you like or dislike about this lab?
How can this lab be improved? What was the best part of this lab?

I thoroughly enjoyed this lab assignment, as I enjoy partaking in critical thinking and
analysis cybersecurity activities. My only suggestion for improvement would be to allow
students to conduct the searches necessary for the packet captures already present, as this added
experience would be helpful. The first capture was manually completed; however, the remaining
were provided. While that is incredibly convenient, students manually creating those captures
would provide for more experience. The best part of the lab was getting to analyze a plethora of
different scenarios. Experiencing different scenarios allows students to experience different tasks
and points of view necessary to being a well-rounded cybersecurity professional.









