CYSE 608: Hands-On Lab Report 4

Name: BRYANT WATKINS

Directions: Review the tutorial video found in Module 4 and complete the following tasks. Submit your
completed report in Canvas.

Setting up Active Directory in Windows Server 2019
Total Points = 50 points

Task 1. [12.5 points]

1. The most relevant task you can complete/perform.
Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

The above screenshot illustrates the successful installation of Active Directory Domain
Services. Active Directory Domain Services is a powerful tool for cybersecurity
professionals that provides directory services, account management, policy management,
etc.



Task 2. [12.5 points]

1. The most relevant task you can complete/perform.
Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

This image shows the completion of promoting the server to Domain Controller. This is
a critical step in ensuring the correct Active Directory Domain Services post-installation
configuration.



Task 3. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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EC2AMAZ-DMDQNUV 7024  Error Microsoft-Windows-Service Control Manager System 3/11/2026 12:24:44 PM
EC2AMAZ-DMDQNUV 7031 Ermor  Microsoft-Windows-Service Control Manager System  3/11/2026 122444 PM
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EC2AMAZ-DMDONUV_7031__Error Microsoft-Windows-Service Control Manager Svstem 3/11/2026

3. Briefly describe the screenshot, explaining the task or tool used.

The above image illustrates the task of updating associated pointer record for forward
lookup zone. This task ensures that there are no network mismatches, as the forward and
reverse lookup zones will match up.



Task 4. [12.5 points]

The most relevant task you can complete/perform.
Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

The above image simply displays PowerShell commands illustrating the correct
system configurations made in the previous steps.



How to Join Windows Server 2019 to an Existing Active Directory Domain
Total Point = 50 points

Task 5. [12.5 points]

1. The most relevant task you can complete/perform.

Provide a screenshot of the completed task.

3. Briefly describe the screenshot, explaining the task or tool used.

The above screenshot illustrates the process for ensuring that I could successfully
ping and communicate with the domain and host. This step is crucial, as it essentially
informs me as to whether I will be able to successfully join the desired server.



Task 6.

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

This image displays the verification of successfully joining the Lab.local domain
previously created. This process is incredibly beneficial for centralized management
tasks.



Task 7. [12.5 points]

1. The most relevant task you can complete/perform.
Provide a screenshot of the completed task.

&
v » @1 f' M Tools Vi Hel
Server Manager * Local Server © aage: ok, SView Help
483 - ?
j-= ‘ECZAMAZ DMDQNUV Properties X TASKS v
l File Action View Help » - | e Hongedth s
e AE L0/ XECR HmMP2ETE% General Operaling System Meber Of Delegation LaPS
,—i:Achv=Dlmta-/UsevsandCom Name Type DC Type Site Description A ECAMAZOMDONLY
| > [ Saved Queries PHEC2AMAZ-D... Computer 6c Default-First-Si.. =
4 v 3 Lablocal
i Builtin
Computers Computer name (pre-Windows 2000} [EC24MAZ-DMDGNU ]
2] Domain Controllers DNSname:  [EC2AMAZDMDONUV. Labocal
ForeignSecurityPrincipal
Managed Service Accour DC Type [Global Catelog
Users ;
Site: ‘ Default-First-Site-Name
Descipionr |
NTDS Settings.
TASKS ¥
< > < > oo
[ ok ]| cancel Apely Help
Server Name D Severity Source log Date and Time

EC2AMAZ-DMDQNUV 7031  Error Microsoft-Windows-Service Control Manager System 3/11/2026 3:14:47 PM
EC2AMAZ-DMDQNUV 7024  Error Microsoft-Windows-Service Control Manager System 3/11/2026 3:14:47 PM
EC2AMAZ-DMDQNUV 7031  Error Microsoft-Windows-Service Control Manager System 3/11/2026 3:1407 PM
EC2AMAZ-DMDQNUV 7024  Error Microsoft-Windows-Service Control Manager System 3/11/2026 3:1407 PM
EC2AMAZ-DMDQNUV 7024  Error Microsoft-Windows-Service Control Manager System 3/11/2026 3:13:26 PM
EC2AMAZ-DMDQNUV 7031  Error Microsoft-Windows-Service Control Manager System 3/11/2026 3:13:26 PM
EC2AMAZ-DMDONUV 7024 _ Error Microsoft-Windows-Service Control Manacer _Svstem 3/11/2026 3:12:45 PM

3. Briefly describe the screenshot, explaining the task or tool used.

The above image simply illustrates an alternative method to the previous task. By
navigating through the Active Directory Users and Computers, I was able to
successfully locate the computer needed to confirm the adding of the server to the
domain.



Task 8. [12.5 points]

1. The most relevant task you can complete/perform.
2. Provide a screenshot of the completed task.
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3. Briefly describe the screenshot, explaining the task or tool used.

The image above illustrates the successful creation of a new user. This is a relatively
simple task that is critical to knowing how to effectively utilize Active Directory
services. Tasks such as - user creation, policy management, computer management, etc.
are essential tasks that many administrators and cybersecurity professionals utilize
Active Directory services for.



