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Ethical Hacking and Systems Defense - Skill Labs
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Captured Total Session
# Lab Total Flags Skipped Attempts Overall Score Accuracy X
Flags Time
Performing
Reconnaiss .
1 ‘ 5 5 0 5 100% 100% 39 mins
ance from
the WAN
Scanning
the )
2 Network on 5 5 0 5 100% 100% 202 mins
w

the LAN


https://lab.infoseclearning.com/
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Captured
Lab Total Flags
Flags

Enumeratin

g Hosts

Using

Wireshark, 5 5
Windows,

and Linux

Commands

Remote
and Local 4 4
Exploitation

Crafting
and
Deploying
Malware
Using a
Remote
Access
Trojan (RAT)

Capturing

and

Analyzing

Network 5 5
Traffic

Using a

Sniffer

Social
Engineering 5 0
Using SET

Performing

a Denial of

Service 5 5
Atftack from

the WAN

Using

Browser

Exploitation

to Take 5 5
Over a

Host’s

Computer

Attacking
Webservers
from the
WAN

Skipped

Attempts

Overall Score

100%

100%

100%

100%

0%

100%

100%

100%

Total Session

Accuracy Time
100% 46 mins
80% 109 mins
100% 132 mins
71% 38 mins
0% 0 mins
100% 31 mins
100% 36 mins
100% 34 mins
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Lab

Exploiting a
Vulnerable
Web
Application

Breaking
WEP and
WPA and
Decrypting
the Traffic

Attacking
the Firewall
and
Stealing
Data Over
an
Encrypted
Channel

Using
Public Key
Encryption
to Secure
Messages

Performing
SQL
Injection to
Manipulate
Tables ina
Database

Captured

Total Flags
Flags
5 5
5 5
5 0
10 0
5 5

Skipped

Attempts

Overall Score

100%

100%

0%

0%

100%

Accuracy

100%

83%

0%

0%

100%

Total Session

Time

38 mins

42 mins

0 mins

0 mins

30 mins



