inmport socket
fromtime inport ctine

# Caesar Ci pher Functions
def caesar_encrypt(text, shift=3):
encrypted = ""
for char in text:
if char.isalpha():
shift_base = ord('A") if char.isupper() else ord('a')
encrypted += chr((ord(char) - shift_base + shift) % 26 + shift_base)
el se:
encrypted += char
return encrypted

de

=

caesar_decrypt (text, shift=3):
return caesar_encrypt(text, -shift)

# File Functions
def |oad_users(filename="users.dat"):
users = {}
try:
with open(filenanme, "r") as f:
for line in f:
usernane, encrypted_password = line.strip().split(":")
users[usernane] = encrypted_password
except Fil eNot FoundError:
pass # No users file yet
return users

def save_user (usernanme, password, filenane="users.dat"):
encrypt ed_password = caesar_encrypt ( password)
with open(filename, "a") as f:
f.write(f"{usernane}:{encrypted_password}\n")

def |og_query(country, |eader, filenane="query_|og.txt"):
with open(filename, "a") as f:
f.wite(f"{ctine()}: {country} -> {leader}\n")

# Authentication
def save_user (usernanme, password, filenane="users.dat"):
encrypt ed_password = caesar_encrypt ( password)
with open(filename, "a") as f:
f.wite(f"{usernane}:{encrypted_password}\n")
def |oad_users(filename="users.dat"):
users = {}
try:
with open(filename, "r") as f:
for line in f:
usernane, encrypted_password = line.strip().split(":")
users[usernanme] = encrypted_password
except Fil eNot FoundError:
pass # No users file yet
return users
def authenticate_user(users):
print("Login or Register")

choice = input("Type 'login" to log in or 'register' to create an account: ").strip().lower()
if choice == "register":
usernanme = input("Enter a username: ").strip()

if usernane in users:
print("Usernane already exists. Please try logging in.")
return authenticate_user(users)

password = input("Enter a password: ").strip()

save_user (usernane, password)

print("Account created successfully. Please log in.")

return authenticate_user(users)

elif choice == "login":
usernanme = input("Username: ").strip()
password = input("Password: ").strip()

# Debuggi ng output for stored and entered passwords
print(f"Checking username '{usernane}'...")
if username in users:
stored_password = users[usernane]
if caesar_decrypt(stored_password) == password:
print("Login successful!")
return True
el se:
print("DEBUG Password m smatch!")
el se:
print("DEBUG Username not found!")

print("Invalid login. Try again.")
return authenticate_user(users)

el se:
print("Invalid choice. Try again.")
return authenticate_user(users)

# Main Server Code

countries = [
"Venezuel a", "Brazil", "Argentina", "Colonbia", "Chile",
“Peru", "Ecuador", "Uruguay", "Paraguay", "Bolivia",
"Quyana", "Surinanme"

| eaders = [
"Maduro", "Lula da Silva", "Fernandez", "Petro", "Boric",
"Boluarte", "Lasso", "Lacalle Pou", "Pena", "Arce",
"Ali", "Santokhi"
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HOST = 'l ocal host'
PORT = 5000

BUFSI ZE = 1024
ADDRESS = (HOST, PORT)

server = socket.socket (socket.AF_I NET, socket. SOCK_STREAM
server. set sockopt (socket . SOL_SOCKET, socket.SO REUSEADDR, 1)
server. bi nd( ADDRESS)

server.listen()

print("Server is running. Waiting for connection...")
users = load_users() # Load users fromfile
while True: # Quter loop to accept multiple clients
client, address = server.accept()
print(f"Connected by {address}")
if not authenticate_user(users): # Authenticate user before continuing

client.close()
conti nue



client.send("Leaders of South Anerican countries".encode())
client.send(bytes(f"{ctime()}\nlnput a country, and I'Il tell you the |eader! "
while True: # Inner loop to interact with a single client
try:
data = client.recv(BUFSI ZE) . decode(' utf-8")
if not data:
print("Client disconnected")
br eak

country = data.strip()
if country in countries:
index = countries.index(country)
| eader = | eaders[i ndex]
| og_query(country, leader) # Log successful query
el se:
| eader = "Country doesn't exist!"

client.send(leader.encode(' utf-8"))
except Exception as e:

print(f"An error occurred: {e}")

br eak

client.close()
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