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Task A Step 1:
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I . CYSE-CBEADOO SN IV E
Name State CPU Usage Assigned Memory { -
[ ck Create...
E Attacker Kali - Extemal Wo... Running 8192 MB Qui r
[ QoFsense - Frewall 64252 Running 1024 MB q New L
B Ubuntu 64t Running 4096 MB (| % Import Virtual Machine...
E Windows Server 2008 R2 ... Running 0% 2048 MB ( | Hyper-V Settings...
58 Virtual Switch Manager...
< wn Virtual SAN Manager...
i wa Edit Disk...
=B Automatic Checkpoint - pFsense - Frewall 64 2.5.2 - (9/7/2022 - 11:30:13 PM) Ma. InspectDisk..
P Now m) Stop Service
X Remove Server
© Refresh
View >
ﬂ Help
pFsense - Firewall 64 2.5.2 -
pFsense - Firewall 64 2.5.2 -ﬂ Connect...
E Settings...
Created: 12/23/2021 3:28:31 PM Clustered: No -
Configuration Version: 5.0 Heartbeat: OK (| ® Tum Off..
AP @ shut Down..
Generation: 1
Notes: pFsense 0 Save
Login: admin Il Pause
Passwnrr: rfasnasCanen! 1> Reset
Summary Memory = Networking B Checkpoint
< > | 5 Revert. v
CYSE-CBEADOO2: 1 virtual machine selected.
B8 Hyper-V Manager Actions
Virtual Machines
[ CYSE-CBEADOO2 y CYSECREADG
Name State CPUUsage  Assigned Memory  Uptime Status Configurati... —
|- tackcer Kai - Extemal Wo 8192 MB 00:14:14 Qalck Conate..
B pFsense - Frewal 64252  Running 0% 1024 MB 00:06:45 90 New
B Uburtu 6452 Running 15% 409 MB 00:10:17 90 % Import Virtual Machine...
B Windows Server 2008R2 .. Running 0% 2048 MB 00:08:35 90 7] Hyper-V Settings..
Sa Virtual Switch Manager...
. Virtual SAN Manager...
wi Edit Disk...
& Inspect Disk.
) Stop Service
X Remove Server
Sheckpolnts 2 | © Refresh
flh Attacker Kal - Extemal Workstation - (7/29/2021 - 11:32:43 PM) View
> Now
H Hep
Attacker Kali - External Workstation
N 48 Connect...
E7 Settings...
®) Tum Off..
@ ShutDown...
© Save
1l Pause
1> Reset
Attacker Kali - External Workstation By Checkpoint
Created: 7/24/2021 8:44:02 PM Clustered: No D Revert..
Configuration Version: 90 Heartbeat: OK (No Application Data) B Move..
Generation: 1 R Epor.
Notes: Kah Extemal: 192.168.217.3 <
=l Rename...




Task A Step 2b:

BB Hyper-V Manager
Fig CYSE-CBEADOO2 [t Machines
Name State CPUUsage  Assigned Memory  Uptime Status Configurati...
B Atacker Kak - Extemal Wo... Running 0% 8192MB 00:14:54 30 Quck Croter;
B pFsense - Firewall 64252  Running 0% 1024 MB 0007:25 90 New 4
B Ubuntu 6451 Running 4% 4096 MB 00:10:58 30 [ Import Virtual Machine...
H [ Hyper-V Settings...
H3 Virtual Switch Manager...
. Virtual SAN Manager...
i EditDisk...
& Inspect Disk...
®) Stop Service
L X Remove Server
 Checkpoints @ |o re
-y Windows Server 2008 R2x64 - (7/29/2021 - 11:32.44 PM) View »
P Now
Help
4 Connect...
B9 Settings...
®) Tum Off...
@ ShutDown...
© save
1l Pause
1> Reset
| Windows Server 2008 R2 x64 B Checkpoint
Created: /2472021 91416 PM Clustered: No D Revert..
Configuration Version: 9.0 Heartbeat: OK (No Applcation Data) B Move..
" Notes: il : Name: W2008R2 2 )
1521681011 =] Rename..
8 Hyper-V Manager
B CYSE-CBEADOR2 Virtual Machines
Name State CPUUsage  Assigned Memory  Uptime Status Configurati... g
[ Atacker Kai - Extemal Wo.. Ruming 0% 2192M8 001434 30 B Quick Craste...
[ pFsense - Frewall 64252 Ruming 0% 1024 MB 00.07.05 50 New ’
[ ] Import Virtual Machine...
[ Windows Server 2008R2... Runing (3 2043 M8 000855 90 Hyper-V Settings..
Virtual Switch Manager...
Virtual SAN Manager..
Edit Disk...
Inspect Disk...
Stop Service
= Remove Server
| = Refresh
-y Ubuntu 64t - (7/28/2021 - 11:32:44 PM) View >
» Now
Help

Task A Step 3a:

Ubuntu 64-bit
o S Created: 7/24/2021 922:12PM Clustered: No
y Configuration Version: 90 Heartbeat: OK (No Application Data) B
v Generation: 1 B
Notes: ubunty 7
1521681010 __ -1
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# ping

192.168.10
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192.168.10
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] EF Attacker Kali - External Workstation on CYSE-CBEADOOZ - Virtual Machine Connection = a X

Wed 23:46 A O~

root@CS2APenTest: ~

View Search Terminal Help

192.168.10.10
10.10) 56(84)
icmp seg=1 ttl
ttl

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
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icmp ttl=63 time
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Actions
CYSE-CBEADOO2
CPUUsage  Assigned Memory  Uptime Status Configurati... :
1 8152 M8 0024:34 90 B Quick Create.
) 1024 M8 00:17.05 90 New
3 403 MB 002038 90 % Import Virtual Machine...

Help

Bl CvsE-CBEADOO2 Victunt Machines
Name State
B Atacker Kal - Exemal Wo... Running
[ pFsense - Frewal 64252  Rumning
| B Ubuntu 645t Running
=
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Task B Steps 1-5:

5. Size of file created
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cyse301@ubuntu: ~
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[ Hyper-V Manager =

B cvse-caeape] D@0 unfd &

Terminal

cyse301@ubuntu: ~
S pwd

echo chris bead
adles

echo -e "chris\nbeadles

cd ~
touch cbeadee2.
cyse s -1
total
-rwW-r - 1 cyse301 cyse361
drwxr-xr- cyse301 cyse301
drwxr- cyse301 cyse301
drwxr-xr-x 2 cyse3e1 cyse3e1
cyse301 cyse301
cyse301 cyse301
cyse301 cyse301
cyse301 cyse301 409
cyse301 cyse301 4096
-Xr-X cyse301 cyse301 4096
Lrwxrwxrwx cyse301 cyse301 18
01@ubu S

Task B Steps 6-7:
6. Size of file created 4096
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A File Action Media Clipboard View Help

Hyper-V Manager

B cvse-caeanod D@0 nuwnfd &
Terminal

cyse301@ubuntu: ~

drwxr-xr-x 2 cyse3@1 cyse301 4096
drwxr-xr-x cyse301 cyse301 4096
drwxr-xr- 2 cyse301 cyse301 4096
drwxr-xr-x 2 e301 4096
drwxr-xr-x 2 cy se301 409
LrwXrwxrwx e cyse301 8
ubu $ mkdir cbeadee2
$1s -1
total 48
“ XTI = cyse301 cyse301

cyse301 cyse301 0
cyse301 cyse301 4096
cyse301 cyse301 4096
cyse301 4096
cyse301 cyse 8980
[STELELS 4096
cyse301 cyse301 4096
cyse301 cyse301 4096
se301 4096
€301 4096
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/etc/passwd /home/cyse301/
passwd passwd_cbeadee2

Task B Step 7 subtasks:

cbeadee2. txt

examples.desktop
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88 Hyper-V Manager

Bl Cvse-caeaDy| D@0 nnw o 8

Terminal

cyse301@ubuntu:
cyse301 cyse301 4096

yse301 cyse3o1l o
cyse301 4096

cyse301 cy
cyse301 s 4096 Aug
cyse301 4096 Aug
cyse301 c 01 4096 Aug
cyse301 cyse301 4696 Aug
cyse301 cyse301 18
m— s S / /passwd

=

E - cy 3 8980 Aug 2017 examples.desktop

Jusr/sbin:/usr/sbin/nologin
usr/sbin/nologin
bin/nologin

—
: s /bin/sync
e Jusr/sbin/nologin
B 3 passwd_cbead002

Jusr/sbin/nologin




