1. 216.92.30.104
2. GET HTTP request
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Am ;@ FRE Qeue=EF§
W [ipaddr == 216.52.30.104

-] +
Ho. Time Source Destination Protocol  Length  Info -
5512.135147  10.254.125.147 216.92.30.104 TP 66 64671 + BB [SYN] Seq-0 Win-64248 Len-0 MSS-146@ WS-256 SACK_PERM
5612.135155  10.254.125.147 216.92.30.104 TP 66 64672 + 8D [SYN] Seqs=® Win=64240 Len=B MSS=1460 WS=256 SACK_PERM
5712.162121  216.92.38.184 10.254.125.147 TP 668 + 54672 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MS SACK_PERH -
5812.162121  216.92.30.104 10.254.125.147 Tcp 66 88 + 64671 [SYN, ACK) Seq=0 Ack=1 Win=65535 Len=8 MS SACK_PERH
5012.162238  10.254.125.147 216.92.30.104 TP 54 64672 + 80 [ACK] Seq=1 Ack=1 Win=131584 Len=0
6012.162292  10.254.125.147 216.92.30.104 TP 54 64671 + 80 [ACK] Seq=1 Ack=1 Win=131584 Len=0
He 61 12.162447 10.254.125.147 216.92.30.1084 HTTP 491 GET / HTTP/1.1 |
6212.180748  216.92.30.104 10.254.125.147 TP 6@ [TCP Window Update] 80 + 64672 [ACK] Seq-1 Ack-1 Win-131712 Len-8
6312.180748  216.92.30.104 10.254.125.147 T 6@ [TCP Window Update] 88 » 64671 [ACK] Seq=1 Ack=1 Win=131712 Len=8
- 6412.192186  216.92.30.104 10.254.125.147 HTTP 637 HTTP/1.1 200 OK (text/html)
6512.240723  10.254.125.147 216.92.30.104 TP 54 64671 + 80 [ACK] Seq=438 Ack=584 Win=131672 Len=0
319 17.214835  216.92.30.184 10.254.125.147 TCP 60 80 + 64671 [FIN, ACK) Seq=584 Ack=438 Win=131712 Len=@ v
> Frame 61: 491 bytes on wire (: 0020 le 68 fc 9F 08 50 6c c5 <6 bd le 4b 87 61 50 18 K-aP- ~
> Ethernet II, Src: IntelCor a7| 0030 82 02 81 25 @0 00 47 45 54 20 2f 20 48 54 54 50 T/ HTTP
> Internet Protocol Version 4, ¢ 0947 2f 31 2= 31 @d @a 48 6f 73 74 32 20 69 74 33 31 st it3l
+ Transmission Control Protocel|| 2259 35 2e 67 69 72 G 73 67 65 65 6b 6 75 74 2e 6f eekout.o
. 0050 72 67 @d @a 43 6f 6e be 65 63 74 69 6f 6e 3a 20
8070 65 70 2d
Host: it315.girlsgeekout.or ) 1
Connection: keep-alive\rin gent: Mo zilla/s.
Upgrade-Insecure-Requests : @ (Windo ws NT 10
User-Agent: Mozilla/5.0 (i .0; Win6 4; x64)
Accept: text/html,applicat Applebeb Kit/537.
Accept-Encoding: gzip, def 36 (KHTM L, like
Accept-Language: en-US,en; Gecko) C hrome/18
\rn 6.0.0.0 Safari/S
. 37.36--A ccept: t
IHTTP request 1/1] Torlsh Lo
Response in frame: 64 pplicati onfxul;q
=0.9,ima ge/avif,
image/we bp, image
/fapng,*/ *;q-0.8,
applicat ion/sign
ed-excha nge;vsb3
39=0.9- - Accept-E
ncoding: gzip, d
eflate- - Accept-L
anguage: en-US,e
: n;q=0.9- ---
< > ~
© ¥ Bytes 124-153: Request line (hitp.raquest i Packets: 343 - Displeyed: 24 (7.0%) - Droppad: 0 (0.0%) Prafile: Default

10255
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3. The data found here shows that the server understood the request and shows the type of
content received.
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AN 0 ITRET Qes=FsTEaaqr
N [ip.addr == 215.92.30.104 -+
Ho. Time Saurce Destination Frotocol  Length  Info A

55 12.135147 10.254.125.147 216.92.30.104 TP 66 64671 + 88 [SYN] Seq=0 Win=64248 Les MS5=146@ WS=256 SACK_PERM

56 12.135155 10.254.125.147 216.92.38.184 e 66 64672 + B8 [SYN] Seq=0 Win=64248 Ler MS5=1460 WS=256 SACK_PERM

57 12.162121 216.92.30.104 10.254.125.147 TCP Ack=1 Win=65535 Len=0 MS! SACK_PERM

58 12.162121 216.92.30.104 10.254.125.147 e Ack=1 Win=65535 Len=@ Ms! SACK_PERM -

59 12.162238 10.254.125.147 216.92.30.104 TP Ack=1 Win=131584 Len=0

60 12.162292 10.254.125.147 216.92.30.1084 TP 54 64671 + 88 [ACK Ack=1 Win=131584 Len=8

61 12.162447 10.254.125.147 216.92.30.184 HTTP 491 GET / HTTP/1.1

62 12.189748 216.92.30.104 10.254.125.147 TP 60 [TCP Window Update] 88 » 64672 [ACK] Seq=1 Ack=1 Win=131712 Len=8

63 12.189748 216.92.39.104 10.254.125.147 TP 60 [TCP Window Update] 8@ » 64671 [ACK] Seq=1 Ack-1 Win=131712 Len-8

64 12.192186 216.92.30.184 10.254.125.147 HTTP 637 HTTP/1.1 208 0K (text/html)

65 12.240723 10.254.125.147 216.92.38.184 e 54 64671 + 88 [ACK] Seq=438 Ack=584 Win=131072 Len=@

319 17.214835 216.92.30.184 10.254.125.147 TCP 60 88 + 64671 [FIN, ACK] Seqs584 Ack=438 Win=131712 Len=@ ~
> Frame 64: 637 bytes on wire ~|| 5000 2c 8d bl a7 5c 51 00 9a d2 18 Ge 5b 08 00 45 @0 ,--\Q-- ---[--E- ~

> Ethernet II, Src: Cisco_18:
> Internet Protocol Version 4
> Transmission Control Protoc

90 42 02 34 86 5 33 dB 5c le 68 @a fe o--@4.
58 fc 9f le 4b B7 61 6c ¢5 ¢8 72 50 18 )} P K
de 00 82 48 54 54 50 2f 31 2e 31 28 32 5o -HT
4f 4b od 0a 44 61 74 65 3a 20 53 61 74 00 0K--D
39 20 de 6f 76 20 32 30 32 32 20 30 32, 19 Nov
3a 35 31 20 47 4d 54 @d @a 53 65 72 76 :52:51 G
20 41 78 61 63 68 65 @d Ba 4b 65 65
69 76 65 3a 20 74 69 6d 65 6Ff 75 74
6d 61 78 3d 31 30 30 8d @a 43 6f Ge
69 6f 6e 3a 20 4b 65 65 7@ 2d 41 6c 69  ection:
Ge
ad
74

Date: Sat, 19 Nov 2022 8
server: Apache\rin

Keep-Alive: timeout=5, m:
Connection: Keep-Alive\r’
Transfer-Encoding: chunke
Content-Type: text/html;

@a 54 72 61 6e 73 66 65 72 2d 45

6e 67 3a 20 63 68 75 6e 6b 65 64 ®a oding: ¢

\rin 6e 20 Content-
[HTTP response 1/1] &d 73 65 xt/html;
[Time since request: 0.0: o -
R n fr:

[Request URT: http://it3’

HTTP chunked response

v Data chunk (375 octets
Chunk size: 375 oct
Chunk data: 3c21444
Chunk boundary: @de

~ End of chunked encodir
Chunk size: © octet

\rin
File Data: 375 bytes
< > Frame (637 bytes) _ De-chunked entny body (375 bytes)

v

© 7 wireshork W-FITMRVI.pcopng Packets: 343 - Displeyed: 24 (7.0%) * Dropped: 0 (0.0%) Prafile: Defoult
10269
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dAm ;@ EREQ«=»E§F 30 Q& & i
ip.addr == 216.92.30.104 B -]+
o, Time Saurce Destination Protocol  Length Info =
55 12.135147 10.254.125.147 216.92.30.184 TP 66 64671 + B8 [SYN] Seq-@ Win=64248 Len=0 MSS=1460 WS=256 SACK_PERM
56 12.135155 10.254.125.147 216.92.30.184 TP 66 64672 + 88 [SYN] Se in=64240 Len= MSS=1460 WS=256 SACK_PERM
57 12.162121 216.92.30.104 10.254.125.147 T 66 80 + 64672 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MSS=1386 WS=64 SACK_PERM
58 12.162121 216.92.30.104 10.254.125.147 TP 66 80 + 64671 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=8 MSS=1386 WS=64 SACK_PERM -
59 12.162238 10.254.125.147 216.92.30.184 TP 54 64672 + 88 [ACK] Seq=1 Ack=1 Win=131584 Len=0
68 12.162292 10.254.125.147 216.92.30.184 TP 54 64671 + B8 [ACK] Seq=1 Ack=1 Win=131584 Len=8
61 12.162447 10.254.125.147 216.92.30.184 HTTP 491 GET / HTTP/1.1
62 12.189748 216.92.30.104 10.254.125.147 e 6@ [TCP Window Update] 88 + 64672 [ACK] Seq=1 Ack=1 Win=131712 Len=0
63 12.189748 216.92.30.104 10.254.125.147 TP 6@ [TCP Window Update] 8 » 64671 [ACK] Seq=1 Ack=1 Win=131712 Len=0
64 12.192186 216.92.30.104 10.254.125.147 HTTP 637 HTTP/1.1 208 OK (text/html)
65 12.240723 10.254.125.147 216.92.30.184 TP 54 64571 + 80 [ACK] Seq=438 Ack=584 Win=131672 Len=0
319 17.214835 216.92.30.104 10.254.125.147 TP 60 80 + 64671 [FIN, ACK] Seq=584 Ack=438 Win=131712 Len=@ ~
Frame 64: 637 bytes on wire ~| 00c0 6f 64 69 6e 67 3a 20 63 68 75 be bb 65 64 8d @a  oding: ¢ hunked -
Ethernet II, Src: Cisco 18: 43 6F 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74 65 Content- Type: te
Internet Protocol Version 4 || 00e0 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 charset
Transmission Control Protoc | 997@ - 22 2127 37 0d Ly
- 0100 5d e
o118
0120
Date: Sat, 19 Nov 2022 0. | g3
Server: Apache\rin 8148
Keep-Alive: timeout=5, me 0150
Connection: Keep-Alive\r' | 8160
Transfer-Encoding: chunke || 8170
Content-Type: text/html; 0188
\r\n 0190
[HTTP response 1/1] g
s s T
[Time since request: 0.0. | "
Request in frame: 6 01d0
[Request URI: http://it3 | g1,
~ HTTP chunked response 0160
v Data chunk (375 octets || o200
Chunk size: 375 oct | 0210
Chunk data: 3c21444 | 0220
Chunk boundary: @de 0230 A OneDrive x
v End of chunked encodir || 8249
Chunk size: @ octet, | 0290 Screenshot saved
\rin 0270 . The screenshot was added to your
File Data: 375 bytes o s
< > Frame (637 bytes)  De-chunked ntay body (375 bytes)
O 7 wireshark Wi-FOIMRV1.peapng Packets: 343 * Displeyed: £4 (/.U%) * LTOPDEO: U (.U Franie: verault

10:26 PM
o AOF Clear ~ & &, o B

Network encryption guarantees that data transmitted across a network from one host to
another cannot be read by a third party. If a sniffer intercepts the data, they will find the
data cannot be used because the data is encrypted. Therefore, a hacker can’t view
passwords, usernames, or any other information sent across the network is safe.
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