Hex Editing Assignment

Although most examinations of digital evidence are done with the aid of forensic software, there are occasions
when cybercrime investigators may need to look at the raw data on a computer. To "hex edit” means to make
changes to the raw binary data -- 1's and 0's -- on a computer. "Hex" is short for hexadecimal. A hex editor is a

software application that presents the raw data of a file and allows the user to edit that data.

In this assignment students will:
e | earn what hexadecimal notation is and why it is used when editing a document.

e Become familiar with a hex editing application and use this application to identify file signatures

Part 1 — Reading

Read the selection “An Introduction to Hex Editing for Cybercrime Investigators” and answer the questions
below.

1. Convert this into hexadecimal notation: 1010 1011 1100 1101 (5 pts) ABCD

2. Convert this into binary notation: 8DEO 3FF9 (5 pts) 1000 1101 1110 0000 0011 1111 1111 1001

3. Using Gary Kessler’s file signature database - https://filesignatures.net/, what is the file signature for a
Microsoft Office document? (5 pts) DO CF 11 EO A1 B1 1A EL

4. What are the four uses of hex editing for cybercriminologists? (10 pts) Analyzing file signatures,

recovering deleted files from a hard drive, identifying time stamps, and identifying malware that’s
embedded in a file.

5. Look up one of the computer investigator organizations mentioned in the text and describe it in a few
sentences. Talk about what certificates or licenses they offer and how one goes about acquiring one. (10
pts) The International Society of Forensic Computer Examiners (ISFCE) is an organization that tests for
eligibility for a computer forensics certification at a reasonable cost. They conduct research and
development into new and upcoming tech and methods for computer forensics. The organization gives a
CCE cert (Certified Computer Examiner) that is available by submitting an CCE application and a
notarized CCE statement via their application board to test for eligibility. The CCE cert is for those who
wish to delve further into the field of computer forensics as well as test their knowledge and practicality
on examination skills and abilities within digital forensics. It also sets high standards for the examiners

at a fair and neutral process for the user’s competency.


https://roderickshawngraham.medium.com/an-introduction-to-hex-editing-for-cybercrime-investigators-15041a1f3911
https://roderickshawngraham.medium.com/an-introduction-to-hex-editing-for-cybercrime-investigators-15041a1f3911
https://filesignatures.net/
https://filesignatures.net/
https://filesignatures.net/

Part 2 — Practicing Hex Editing and ldentifying File Signatures

In this part of the activity, you will gain some experience working with a hex editor. We will be working with
an online hex editor: Free Online Hex Editor & Viewer.

Note: Sometimes you may have to refresh the application when moving between documents.

6. What is the file signature for the file named “Sample 1”? Take a screenshot and circle the hex values
like below: (10 pts)


https://www.onlinehexeditor.com/
https://www.onlinehexeditor.com/
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7. What is the file signature for the file named “Sample 2? Take a screenshot and circle the hex values.
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8. “Sample 3” is a Microsoft Office Word document. What is the SHA-256 checksum for this document
(do you remember how to do it?). (10 pts)

E69EBE3167BC95B0D4393DBB8B38F8E736698F7453702B914DB4D4DB0C2E1C2A
9. Now open “Sample 3” in the hex editor, and change 6 bytes between offsets 50 and 80. Take a

screenshot and circle it. (10 pts)
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10. Save your edited “Sample 3”, and then open the file. Does it look the same as the original or different
and in what ways? How can this situation be exploited by hackers? (10 pts) It looks the same as the
original. It can be exploited by adding bits of hex code to make the file malicious.

11. You have been given a copy of what looks like an excel file - “Sample 4” from your supervisor who has
been working on a drug case. Your supervisor says he cannot open the file. This file is not in the Google
lab folder but linked here via my Dropbox, and if that does not work, it is also in the Blackboard folder.
You will have to download it from there before analyzing Can you fix this file so that your supervisor
can open it? Describe how you did it, and show a screenshot of what you did. (15 pts) | used the file
signature website given and searched up the signatures for an excel file. I tried the first one given and it

wanted to repair it, so | tried the second one given and it opened without repair.


https://www.dropbox.com/s/sglr8ysxh84q2uw/sample_4.xlsx?dl=0
https://www.dropbox.com/s/sglr8ysxh84q2uw/sample_4.xlsx?dl=0
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