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TASK A- User Account Management 

1. 

 

I opened the terminal in Ubuntu VM and used command “grep cyse301 /etc/passwd “ to show the password file 

that contains the users name, password with and X placeholder, the UID , the users primary group, the home 

directory, and the users bin/bash login shell. 

 

2. 

 

To display user password information including encrypted password and password age I used command “ Sudo 

grep cyse301 /etc/shadow “  Sudo gives the command the ability to run with root authority, while not signing 

into a root or authorized user account. Grep searched through text of cuse301 for the /etc/shadow file which has 

the password encrypted, days since last changed, min days eft before allowed to change, max number of days 

pass is valid, warn, and expire days. 

 

 

 

 

 

 

 

 

 



3. 

 

To create a new user with the name of my ODU ID, 01206431 is used command, “ sudo useradd 01206431 -d 

/home/01206431 “  the modifier -d tells it to add the home folder directory of /home/01206431. 

 



4 

 

To set a password for the new user I used command “ sudo passwd 01206431 “  Sudo gives root power to create 

a password using passwd for user 01206431.  Then I enter the new password twice and it successfully updated 

the password. 

 

 

 

 

 

 

 

 

 

 



5 

 

I set the bash shell as the default login shell for the new user by using command, “ sudo usermod -s /bin/bash 

01206431 “  This uses sudo for authority, usermod to change user characteristics, -s to specify shells are option 

being changed, and /bin/bash as the change to make. 

 

 

 

 

 

 

 

 

 



6 

 

The command to display user password information like encrypted password and user aging with grep is , “ 

sudo grep 01206431 /etc/shadow “ This uses sudo authority, grep to search users 01206431 for the /etc/shadow 

file and then display its contents.  The contents show again encrypted password and age information of the user 

and password.  

 

 

 

 

 

 

 

 

 

 



7 

 

To add a new user ot the sudo group and not override the existing memberships of the group, I used command, 

“ sudo usermod -G sudo -a 01206431 “ This uses sudo for authority, usermod to change a user’s characteristics, 

-G sudo -a to append the new GID to the users secondary groups,  and 01206431 to specify the groups.  I also 

used command,” id 01206431” before and after to see the change of group memberships for the user 01206431. 

 

 

 

 

 

 

 

 

 



8 

 

To switch to the newly created account I used command, “ su 01206431 “ This allowed me to use the passwords 

created for user 01206431 to log on. Then I used pwd to confirm my present working directory was in the file 

system.  

 

 

 

 

 

 

 

 

 



TASK B – Group Account Management 

 

1 

 

To return to the home directory and determine the shell I was using I used command, “ exit “ to leave the new 

users account, and then to determine shell I sued command “ cd ~ “ to see my home directory. 

 

 

 

 

 

 

 



2 

 

To display the current users ID and group membership I used command was “ Sudo grep 01206431 /etc/passwd 

“  Sudo for authority and grep to search through user 01206431 for the /etc/passwd file. 

 

 

 

 

 

 

 

 

 

 



3 

 

To display group membership of the root account I used “ groups root “ to show which accounts root was a 

member of . 

  

 

 

 

 

 

 

 



4 

 

To determine the user owner and group owner of the /etc/group file I used command,” ls -l /etc/passwd “ ls to 

list and -l to specifically list the contents of /etc/passwd file. 

 

 

 

 

 

 



5 

 

To create a new group named test, I used command, “ sudo groupadd -g -1206431 test “ sudo for authority, 

groupadd to create a new group, -g to add it to the primary group, -1206431 as the user creating the group and 

test as the name.  Below command “ cat /etc/group shows all groups and test is highlighted with GID. 

 

 

 



6 

 

 

TO display group account information I used command, “grep test /etc/group “  Grep allows us to search test 

group for files like /etc/group and display their contents. 

 

 

 

 

 

 

 



7 

 

 

TO change the name of the group test to new test I used command “Sudo groupmod -n newtest test”  Sudo for 

authority, groupmod is to modify a group, -n is the modifier for the command to specify name, newtest is the 

new name and test is the old one. 



 

8 

 

To add the current account of 01206431 as a secondary member of the newtest group without overriding their 

current group membership I used command, “ sudo usermod -G newtest 01206431 “  SUdo for the authority, 

usermod to change a users settings, -G lets us override the current secondary group settings but not the main, to 

newtest, for user 01206431. 

 

 

 

 

 

 

 

 

 



9 

 

My virtual machine had a problem and I had to restart it and rework much of the assignment to get back to this 

stage.  I used command “touch testfile “ to create a file named testfile in the home directory and “ ls “ to list the 

files in the current directory as proof.  

 

 

10 

 

To display the user owner and group ownder of the information in the testfile I used command “ ls -l testfile “  

ls lists and with modifier -l to specify file testfile.  Then we see the read write and owner information. 
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Above to delete the newtest group I sued command “sudo groupdel newtest”  sudo for authority and groupdel to 

delete the group and newtest as the group specified.  Above I have a before and after using command “ cat 

/etc/group “ to show the newtest group being removed. 

 



12 

 

 

Above you see command “ cat /etc/passwd “ shows the user 01206431 still existing. 

 



 

 

To delete the user I used command, “ sudo userdel 01206431 -r “ sudo for authority, userdel to delete the user, 

01206431 specified after, and -r to delete the home directory as well. 



 

When we retry command “ cat /etc/passwd “ we see no user 01206431 listed, letting us know the user was 

successfully deleted. 
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