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“How hackers manipulate 
human behaviorˮ
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What is Social 
Engineering?

● Manipulating people to give up sensitive info

● Targets human psychology, not just technology

● Common in cyberattacks
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Common Social 
Engineering 
Attacks

● Phishing emails

● Fake websites

● Impersonation (pretending to be trusted people)

● Scams through social media



Psychology 
Behind It
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● Trust (people believe authority figures)

● Fear (urgent messages like “your 

account is lockedˮ)

● Curiosity (clickbait links)

● Urgency (pressure to act fast)
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 Real-World Examples

● You receive a link in an 
email from a fake bank ● Fake login page steals 

password
● Leads to stolen 

money/data

01 02 03
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● Donʼt click suspicious links

4 Ways to prevent

● Verify your sources

● Use strong passwords

● Enable 2-factor authentication

How to Prevent It

EX P3t10v3r2021
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01

Why This Matters 

02
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“Phishing is involved in over 80% of cyber incidentsˮ Verizon, 2023

Phishing affects individuals and businesses

Human error is the biggest risk

Being aware is KEY



Thank you,
have a great 
summer!
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