Assignment-4 -Vulnerability Scan

CYSE 450 -Ethical Hacking and Penetration Testing

Task-A: Stealth Scan using nmap [40 Points]

1. Open the Root Terminal in Kali Linux. Type nmap -h | less and press Enter to see all
available Nmap commands. Submit the screenshot for the results.
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2. To send a SYN packet to an IP address of metasploitable 2 /Windows VM, type the
following in Kali terminal.

nmap -sS -v <ip-of-metasploitableo or Windows VM> and press Enter.



What are the results of your SYN scan? Submit the screenshot.
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3. Limit the scope so you scan only port 443 by using the —p flag (nmap —p44 3 -v ip-

ofmetasploitable). This makes the Nmap scan more targeted and less noticeable.
Please submit the screenshot.
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Task-B: Vulnerability Scan Using Nmap Script [20 Points]

1. Open the terminal in Kali Linux.

2. Using nmap script for brute force attack, scan the target machine (IP of Metasploitable
or Windows) to guess its username/password.
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smb-brute
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user:.user

Nmap done: 1 IP address (1 host up) scanned in .09 seconds

HINT: Please refer to the recording for the lecture (in Media Gallery on Canvas) and/or
https://nmap.org/nsedoc/scripts/smb-brute.html

Task-C: Secure Hacking Environment [20 Points]


https://nmap.org/nsedoc/scripts/smb-brute.html

1. How can you create a secure hacking environment, using web-based proxy, as an
attacker? Please explain with examples.
A proxy server is like a gateway that anonymously passes data between users and
the internet. In essence, a proxy server speaks on behalf of the user to the internet.
In terms of how a hacker could use them, they could use them to hide malicious
network activities like DDoS attacks or rootkits, so they can stay anonymous. This is
a way to secure a hacking environment.

2. What is the purpose of using Macchanger tool in hacking?

Mac changer is a hacking tool used for Mac address spoofing. Mac addresses are hard
coded in computers; however, the tool allows the user to make the OS believe the NIC has
the Mac address of the user's (hacker) choice. This tool is used to increase anonymity,
bypass filters, and impersonate other devices.

Extra Credit Question:

Research question [10 points]

1. Open your web browser and go to https://osintframework.com/.

2. Explore the framework by expanding nodes to discover different tools. Choose two tools. In 2-
3 paragraphs describe what these two tools can do, how to use them, and how they would be
useful in footprinting.

Note: Your Answer should contain 2-3 paragraphs, at least one paragraphs per tool chosen. The
name of the tool, website location, brief instructions, and how the tool is useful in footprinting
should be discussed.


https://osintframework.com/

