
  

  

CYSE 450 - Introduction to Ethical Hacking & Penetration Testing 

Assignment 2  

(Total: 100 points)  
  

Goal: This lab will introduce you to some basic ethical hacking tools and techniques.  

  

Please submit the answers for all 6 questions in a word or pdf file on canvas.  
  

Task 1 (50 points): Reconnaissance and Scanning  
  

1.1. Your password is for sale!  

  

Please visit the following website: • 

 https://haveibeenpwned.com

/  

  

  

This is a website which allows you to find password leaking information.  

Please search your own email address if you used that email address to register online accounts.   

  

  

Question 1 (20 points). Visit https://haveibeenpwned.com/. Are you a victim of previous 

cyber breaches?  

 

I was a victim of a previous cyber breach. In May 2019, and massive SMS spam operation know as 

“ApexSMS” leaked over 80 million records of email address, along with names, phone numbers, and 

IP addresses. 

  

1.2. Make good use of Google search.  
  
You can use Google search to find many useful information about the target.  

  

For example, hackers can find out the President of Old dominion University and his/her email 

address. Then hackers can send phishing emails to the President!  

  

  

Question 2 (10 points). Please use Google Search to find out any known person from any 

Technological University (e.g. ODU) and his/her email address.  
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I found Stephanie Jenelle who is the associate vice president for budget & Financial 

Planning  

Email Address: sjennelle@odu.edu 

  

1.3. Get bulk email addresses for free.  
  
You can get bulk email addresses for free from http://hunter.io  

Hackers could misuse those email addresses by sending bulk phishing emails.  

  

  

Question 3 (20 points). Visit http://hunter.io, search for any domain of your choice and 

report a couple of email addresses you found. You may submit the screenshot as an 

alternative.  
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Task 2 (50 points): Privilege Escalation with Vulnerabilities  
  

2.1. Search vulnerability information!  

  

Please visit the following websites to search vulnerability information for CVE- 2017-0144: • 

exploit-db.com  

• cve.mitre.org Use the keyword 

2017-0144 for search.  

  

  

Question 4 (10 points). What is CVE in cybersecurity?  

  

 CVE stands for common vulnerabilities and Exposures. It is a glossary that classifies 

vulnerabilities. 

  

Question 5 (20 points). Visit http://exploit-db.com and http://cve.mitre.org, briefly explain 

what vulnerability CVE-2017-0144 is.  

  

 The SMBv1 server in Microsoft Vista SP2, Windows Server 2008 SP2, Windows 8.1, 

Windows Server 2012 Gold, and Windows 10 Gold allowed remote attackers to execute 

malicious code by crafted packets (Windows SMB Remote Code Execution Vulnerability). 

2.2. Search open web cameras!  

  

Please visit the following websites to search open web cameras:  

• shodan.io Use the keyword Web 

Camera for search.  

  

  

  

Question 6 (20 points). Visit http://shodan.io. Do you find any open web cameras? Which 

countries do they come from? Give a couple of examples.  

  

 I did find open web cameras.  In terms of which country they came from I got some from 

Romania, Singapore, Vietnam, Mexico, and Canada. 
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