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​ Allianz Life offers life insurance, annuities, and asset management that help the elderly 

manage their retirement. On July 16, 2025, the company was breached, and the data of millions 

of people was in danger. The cause of the breach was a vulnerability in a third-party vendor's 

cloud-based customer relationship management (CRM) system. The attackers employed social 

engineering techniques to gain unauthorized access to the system. Social engineering techniques 

include phishing, which deceives employees into giving unauthorized users their passwords to 

enter the systems. Though Allianz Life did not verify the identity, cybersecurity researchers 

believe it was done by Scattered Spider, a group known for using social engineering techniques 

to hack into insurance companies (Knutsson, 2025). Then, hackers planted malicious malware in 

the systems. The third-party vendor lacked effective risk management and failed to implement 

monitoring for unauthorized users in the system. The hackers gained access to the system on July 

16th, and the third-party vendors were unaware for a full day until Allianz Life discovered the 

breach on July 17th (Cyber Management Alliance, 2025). Once aware of the breach, Allianz Life 

Insurance notified the FBI and law enforcement. 

Employees of the third-party vendor were subject to a vulnerability in the system. A 

vendor staff member allowed the hackers unauthorized access to Allianz Life’s system through 

phishing. Sources believed that the attacks began at the start of 2025; hackers would trick 

employees into linking an OAuth application to the company’s Salesforce. Once the application 

was linked, the hackers were able to download data from the company’s main system (Gatlan, 

2025). Employees must have the proper training and education about cybersecurity threats to 

ensure they avoid future incidents.  This breach could easily happen again without adequate 

employee training and awareness of social engineering techniques, especially third-party 

vendors. 



 

​ The company faced serious repercussions involving its customers, employees, and 

business operations. The personal data of 1.4 million customers was disclosed. According to 

Allianz Life, personal information included full names, social security numbers, policy numbers, 

date of birth, addresses, phone numbers, and email addresses (Cyber Management Alliance, 

2025), which increased the user’s chances of identity theft and fraud. Cyber attacks ruin the trust 

people have in companies, especially because they could have been avoided or at least dealt with 

more effectively. After the breach, the company lost many valuable customers. It will also be 

difficult for future customers to have trust in a company whose data has been compromised. 

Many customers filed a class action lawsuit against the company because of its failure to protect 

customers’ data. Allianz Life Insurance violated its obligations under the Health Insurance 

Portability and Accountability Act. ​ There are many ways to mitigate data breaches that 

companies should take part in. A huge way to avoid breaches is to train employees. The biggest 

risk comes from human error; companies should train employees against social engineering. 

Employees should be aware of phishing emails and suspicious attachments or links that could 

lead to a cyberattack; they should be trained to recognize scam emails. Another mitigation 

strategy is to use multi-factor authentication to ensure unauthorized users cannot access the 

system. With multi-factor authentication, users would receive a notification if an unauthorized 

user is attempting to log in to their accounts, allowing them to report any suspicious activities to 

the IT department of the company. They should also implement detection mechanisms, such as 

Endpoint Detection Response (EDR) solutions, into their systems, so they are notified of any 

intrusions immediately (National Security Agency). Lastly, Allianz Life must implement 

constant vendor risk assessments and zero trust to reduce vulnerabilities and threats (Cyber 



Management Alliance, 2025). Risk management allows the company to secure its data when it is 

in a third party’s hands. This involves constant security checks and incident response protocols 

that put the third party to the main company’s cybersecurity standards. Zero trust should also be 

implemented, as it limits who can access valuable information. Though companies cannot fully 

avoid cyberattacks, there are many ways to mitigate these risks.  
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