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Protecting critical infrastructure is a necessity for big businesses to operate on a global scale. The
majority of people are unaware how protecting critical infrastructure works. It is not as simple as
developing an anti-virus software for a big businesses or cooperation’s. It is a very in depth
layered solution to the rise of hacking. It may be controversial for big businesses or
cooperation’s to talk about what they are doing to protect critical infrastructure with cyber
security insurance because it may defeat the purpose. So, it remains a mystery for its customers

and supporters.

Critical infrastructure can be described as absolute essential asset that allows communities and
populations to function and allow their economy flow. Examples of such critical infrastructure
include things like dams, power lines, and water treatment and so on. Technology has

incorporated itself into everything we do, so protecting these valuable assets could save lives.

Terrorist attacks on these assets would be devastating to locals in the area of said attack. This is
why big businesses and cooperation’s are fighting back and protecting these assets at all costs.
The number one main contributor to why protecting critical infrastructure was developed in the
United States was following the attack on September 11", 2001. This introduced a type of
attacks, that showed how vulnerable the citizens could potentially be. The policy of protecting
critical infrastructure with cyber security insurance is a byproduct of the United States
Department of Homeland Security created by George W. Bush?! on November 25, 2002. After
this date it was known that actions were being taken by the government to protect its citizens.

These types of attacks on critical infrastructure need to be one of the top priorities for this new

1 The 43" President of the United States.
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department. The purpose of the policy, protecting critical infrastructure with cyber security

insurance, was to increase the safety and wellbeing of its citizens.

Examples of how this policy and strategy have been applied are countless worldwide. The
Stuxnet is such an example that could have had devastating consequence it was left untreated. An
Iranian nuclear enrichment program? fell victim to a cyberattack on critical infrastructure with
the Stuxnet virus. It was lurking in the nuclear enrichment software for a year before it was
discovered. The causation of such an attack is still up for debate. The leading assumption is an
employee launched such an attack by bringing in malware from home. This has supporting
evidence because the nuclear enrichment plant has zero access the outside internet which is
called an air gap security system. The virus then secured itself within the machinery and operated
different patterns of procedure which caused damage to surrounding machinery. Ever since this
has occurred there have been many changes to software and malware detection as well as
increased physical security within this site only to prevent such an attack again. In the Reuters®
article section eight, Iranian nuclear enrichment plants have declared that the virus ceases to

exist.

The policy fits into national and international strategy because the future of warfare is through
cyber-attacks. If one such nation was to create actions disapproved by surrounding nation states
they could retaliate through the use of harming critical infrastructure until there was a session of
peace. Eliminating sources of power and electricity through cyber-attacks on power grids or

nuclear powerplants for example could lead to an early surrender. Examples like this are

2 A plant like this increases the percent of Uranium-235 for use as fuel in nuclear reactors.
3 An international news organization.
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common so, many wealthy nations have been pushing to protect these assets at all costs because

it would have an effect on the big businesses involved.

In conclusion protecting critical infrastructure with cyber security insurance is an absolute
essential tool that protect thousand of lives. It is employed by big businesses that work hand in
hand with the government regulations within an area. This policy is such a crucial thing for
societies to exist, so the direction of it is only going to further improve on existing tools. The

emphasis on protecting such assets is only going to increase dramatically in the future.
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