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History of Currency

Throughout history, there have been many types of currencies have existed. Some estimates
suggest it goes back nearly forty thousand years. It was designated as the upper paleolithic era
during this time in human history. Archaeological studies found that hunters and gathers would
trade flint items such as tools or equipment to each other. This is one of the first known uses of
items as a currency between people. There were no markets to spend your flint items on like in
our day in age. This connection between two people trading grew into something that our
civilization could not live without. Fast forwarding thousands of years into the future in modern-
day Turkey it is believed that the oldest form of currency that we use today was created. During
the reign of King Alyattes, which was six hundred nineteen to five hundred and sixty B.C., the
first considered minted coin was created. It was slightly different from the ones we see today but
the concept and design are the same. These coins were not used for conventional means for a few
hundred more years. They grew in popularity and in the same place as, modern-day Turkey, it is
also believed that is where the first tine of permanent stores arose. The coins were exchanged for
items and services that generated wealth for the first time outside of royalty and rulers. A few
hundred years later, paper money was invented in modern-day China. This was created to ease
the load of having to carry heavy quantities of metals everywhere you went to purchase things.
However, the paper currency that was created in the Tang Dynasty was six hundred eighteen to
nine hundred and seven C.E. This only lasted a few years because of conquest by a neighboring
rival. Then fast forwarding a few more thousand years we have the oldest currency that is still in
circulation today. The British pound shilling dates back nearly one thousand two hundred years.
This was the high Middle Ages when borders were being established between regions for
permanent kingdoms. They started the same way as the ones in Turkey which were coins. These
are still used in a day in age where money is no longer physical. These are the origins of
traditional money that we think of today and use with knowing little of the history behind their
creation.

What are Cryptocurrencies?

Cryptocurrencies are older than most people believe them to be. The first use of the word
cryptocurrency was in nineteen eighty-nine by a famous cryptographer named David Chaum. He
has been credited with the invention of digital cash which was computed using cryptography to
protect and confirm transactions. His contribution to society was extraordinary because what he
created is used worldwide and has the potential to replace traditional money as we know it. He
is still alive today and is referred to as “the godfather of cryptocurrency.” Many have said if it
was not David Chaum, it would have been someone else later down the road. This is because of
how involved we are as a society with the internet and things being digital. But what is
cryptocurrency? According to the Merriam-Webster official dictionary, the definition of
cryptocurrency is defined as “any form of currency that only exists digitally, that usually has no
central issuing or regulating authority but instead uses a decentralized system to record
transactions and manage the issuance of new units and relies on cryptography to prevent
counterfeiting and fraudulent transactions.”. Since these exist digitally and are decentralized,
they have become one of if not the fastest-growing types of currency in existence. They gain
value by how involved the user of it. Since their growing popularity, the cost of popular
cryptocurrencies is valued quite high with zero signs of slowing down or halting.



What are some examples of Cryptocurrencies?

When most people hear or think of cryptocurrencies they think of the most popular ones. This
makes sense because those are the ones getting the most coverage. Since the rise of
cryptocurrencies, they have been compared in price to precious rare earth metals. Some people
believe the only type of cryptocurrency is Bitcoin which could have not been further from the
truth. A twenty-twenty-two study conducted by stastista.com estimated that there are over ten
thousand types of cryptocurrencies. Some more popular than others of course the sheer number
of kinds is eye-watering, to say the least. If we compare that to their physical counterpart there
are only one hundred and eighty that exist currently in circulation today. There are fifty-eight
times the number of cryptocurrencies than physical real money. The most popular types of the
ten thousand are Bitcoin, Ethereum, Litecoin, and Ripple. After the main few it is widely
considered to call the rest altcoins to differentiate the difference between them. Bitcoin was one
of the pioneers of cryptocurrencies and is the most popular and valued among them. It is said the
true inventor of Bitcoin is still shrouded in mystery but is currently credited to Satoshi
Nakamoto. Then the second most popular form of cryptocurrency is Ethereum. This was created
a whole six years after Bitcoin was invented and overtook many spots to become the second
most used type. Litecoin was created in two thousand and eleven so it is three years older than
Ethereum. This is considered the third most used type of cryptocurrency despite being older than
most. One of the favorable attributes of Litecoin is that it allows for faster payments than most
and more frequent transactions. Then finally we have Ripple which is slightly different from
most other types of cryptocurrencies. This is because it can be used to track different kinds of
payments and it is not limited to just cryptocurrency. Then can have its benefits if you purchase
items in different currencies.

What is a blockchain?

Blockchains are used very commonly in the world of cryptography. The definition of
cryptography from the Merriam-Webster dictionary states that it is “the enciphering and
deciphering of messages in a secret code or cipher.” This is important to understand because
blockchains are some of the foundations of cryptography. The applications of cryptography are
endless and used nearly in all things online, without many users’ awareness. Blockchains are
constructed by two foundational elements which are hashing and cryptography. Hashing takes
data as input and outputs a plaintext or ciphertext. Blockchains are a technique that protects
payments or information from two or more places. These are incredibly beneficial to everyone
who is connected to online services. It protects users from malicious hackers stealing
information. Cryptocurrencies rely on blockchains to encrypt data between transactions so no
money is lost in the process. If it is not blockchains specifically it is some variation of it to
encrypt and decrypt information. The application of blockchains is not limited to cryptocurrency
we see them on most websites and online purchases that do not involve currencies like Bitcoin
and Ethereum. These are a necessity that needs to be incorporated into all aspects of online
media, banking, transactions, and more.



What is in the block of a blockchain?

Blockchain can involve hundreds if not thousands of blocks that contain information. Each block
in a blockchain includes a hash or ciphertext from the previous block as well as transaction date
and timestamps. To visualize blockchains in their simplest form I like to compare them to
railroad tracks. Despite them being less technologically sophisticated they can be comparable.
This is because each plank of wood could represent a block in a blockchain, and when elevation
is involved in a railroad track the previous plank of wood needs to be represented in the next. If
not, this could have cataphoric gaps for information and safety in blockchains and railroads
respectfully. Then the collaboration between all blocks creates the final product which is a
blockchain. It is important to know that blockchains operate from many different computers or
hardware, and can not be altered without changing the previous block. It would be incredibly
inefficient to do so because you would have to start from square one and then work your way
back. Blockchains became popular through the use of cryptocurrencies such as Bitcoin. Since
industries realize how useful they are they were applied to other aspects of the digital world
around us.

How are they linked?

If we take our example from the previous section and expand further upon it. We realize that
there is nothing that holds the railroad tracks in place until the metal rails are put in place. This is
similar to how blockchains are linked together. They use different techniques and mechanisms to
allow the blockchain to operate and let information flow through it. With Bitcoin, for example,
they reorganize transactions by separating them into blocks that contain a concrete number of
payments. Then these blocks are linked to previous blocks depending on a time-related chain.

When are the blocks added?

According to a study done by onezero.medium.com in twenty sixteen, they found that it depends
on what kind of blockchain we are looking at. With Bitcoin on the rise to the dominant spot of
cryptocurrencies, we will look more into them. On a blockchain, it is estimated that a new block
gets added about every 10 minutes. We need to remember that each block contains information
from the previous one. So early blocks that were added twenty to sixty minutes ago have been
processed. As stated above it is really difficult to change the information in a block without
having to restart. So, once it has been processed it is said to be irreversible. As a blockchain
grows it becomes more secure because of the newer blocks of information that update the
existing.

Who adds the blocks ---centralized server or distributed servers?

So, we know when blocks are added and how they are linked but who adds them? In
cryptocurrencies like Bitcoin, the miners are held accountable for adding a new block to the
chain. Bitcoin miners have a lot of responsibility because they need to create and confirm the
integrity of the information provided. This is important because integrity is one of the core
principles of the CIA triad. Which contains Confidentiality, Integrity, and Accountability.



Bitcoin operates in a distributed or decentralized configuration, allowing users worldwide to
operate at any given time.

Who maintains the blockchain?

Since we discovered that blockchains are decentralized we need to ask ourselves how is this safe.
So, miners add new blocks from wherever they are computing these transactions and they are
added about every ten minutes. This is held together and maintained with the use of
cryptography and protocols. Cryptography computes the transaction being added to the
blockchain and if there is anything incorrect it will reject the transaction entirely. The protocols
and cryptography involved can not be changed by users of Bitcoin so this allows it to maintain
its open nature.

Are these scalable? Can the chains be as long as you wish them to be?
Yes, blockchains can be valued for the number of blocks within them. So, does that mean chains
can be as long as you wish? In theory yes, they can be infinite. There is no limit on how long
blockchains have to stop. It was noted earlier that the more blocks that are added into a
blockchain they become more secure. This relation between security and the number of blocks
on a very large scale does not directly correlate. Adding one block does not increase the security
by a huge proportion, this is not to downplay the significance but when blockchains are in the
millions. Adding one block does not make it unbreakable.

What are the performance implications of having long chains?

Multiple factors need to be taken into account when asked about the performance implications of
having long chains. Just as with anything technology-related, if there are larger things to
compute it will take longer to do so. This is no stranger to enormous blockchains such as Bitcoin.
Since it is estimated that one hundred and forty-four blocks are added every day, one year’s
worth of blocks takes a long time to compute. Then there is another factor such as network
connectivity if a user has slower internet speeds their mining computational speed is reduced.
Another is if transactions are larger than average it can hinder performance. Lastly one of the
biggest factors that could impact performance on long chains is simply the hardware being used.
If a system is using older hardware the speed at which it can compute drops significantly.

How is consistency maintained among copies of blockchains?

The consistency is maintained among copies of blockchains by a peer-to-peer network. A peer-
to-peer network commonly referred to as P2P is defined as a network that is created when two or
more computers are connected to share resources. Since there is no centralized computer or
server to check for consistency the creators of Bitcoin developed a way to provide consistency.
This is done by checking for things just as verification, durability, and integrity. These are found
in the data storage system that operates to maintain copies of blockchains to keep them
consistent.



Examples of applications where blockchain technologies are being used.
There are countless applications for blockchains to be used throughout the digital world we live
in. One application that popularized blockchains is cryptocurrencies. There are many variations
of blockchains but they carry the same principle. Blockchains used by different cryptocurrencies
have slight differences but achieve the same goal of recording and adding information that
cannot be altered. Blockchains can be found in capital markets because they provide operational
improvements and combine an audit trail. Since blockchains can not be altered it has protected
companies from money laundering schemes. This is a crucial aspect because it provides an extra
layer to a more attacked part of the digital space. We see the use of blockchains in the healthcare
industry because tampering with patient information has become a growing trend. Some devices
are connected to the internet which can be a target for malicious individuals. Then we see the
uses of blockchains in voting because they provide protection and accessibility. The applications
of blockchains are endless and will continue to grow rapidly as more things are incorporated into
the online space.

Are these cryptocurrencies secure? What gives them the properties of

reliability, tamper-proof, and uniqueness?

There will never be one hundred percent maximum security on anything we create. This also
applies to cryptocurrencies. The main ones like Bitcoin and Ethereum have made it nearly
impossible but there is still the smallest chance of breaches. As discussed earlier when more
blocks are added to a blockchain it makes them more secure. So, if the user base is always
increasing it will result in a more secure cryptocurrency. Since the design of blockchains
prevents people from editing the data in the blocks it can be considered tamper-proof.
Uniqueness varies from each block because each one can include up to two thousand transactions
from millions of users around the world. So, each block will never be the same as the previous
one. Their reliability comes from their fixed amount total amount that can be on the market. This
amount is set up by algorithms that monitor user productivity. Since it is a decentralized source
of money it can stay away from problems that real money has such as it devalues. So,
cryptocurrencies are secure from cryptography and financial situations.

What has puzzle-solving to do with cryptography?

If we take a step back from cryptography as a whole, we can make a lot of assumptions that in its
entirety, is it similar to puzzle solving. Or turning things into puzzles. Now looking back on
cryptography there is a term that is cleverly named cryptograms. This is essentially a puzzle that
includes an encrypted text that is then solved to get the plaintext. These are almost minigames
using different ciphers to encrypt and decrypt information. These are useful in many different
regards including cryptocurrencies. With Bitcoin, they use cryptographic hash puzzles to allow
miners to find results and then add them to the blocks which are then added to the blockchain.
These cryptographic hashes include a complex algorithm that needs to be solved and then has a
fixed output which is stored on the block.



Why have they become popular in cryptocurrencies?

Puzzle-solving has become popular in cryptocurrencies for a multitude of reasons. This is
because they provide many beneficial security factors. Such as they are not predictable not one
person or machine just inputs a value and achieves the correct output. So, this makes it an even
playing field for users of Bitcoin. They are popular because they are one-way functions which
means they are nearly irreversible and impossible to reconstruct. With that being said miners’
output will never be used again because their output has the designated hash function involved.
This is why puzzle-solving has become so popular in the last few years with cryptocurrencies.

What cryptographic techniques that we discussed during the course are

being employed in these technologies?

Throughout this course, we covered from the basics to more complex techniques. Some of these
are important and are used for things such as cryptocurrencies or website encryption. One of the
biggest techniques used in cryptocurrencies that we discussed during our course was symmetric
encryption. This is used to take plaintext and result in the ciphertext. Under the umbrella of
symmetric encryption, there are many things that we covered such as block ciphers. These are
ciphers that encrypt the entire block of plaintext using the same key each time. The second thing
that is used in cryptocurrencies that we talked about is asymmetric encryption. This is when we
have a public and private key pair. Then anyone and everyone knows the public key but the
private key is only known by the owner of it. This is used to authenticate users of
cryptocurrencies such as Bitcoin. The third thing we talked about is hashing. There are multiple
types and techniques we learned about. In cryptocurrencies, they are used to verify the accuracy
of the data in the blocks of a blockchain.

What are the advantages of cryptocurrencies over physical or digital

currencies such as credit and debit cards?

One of the most desirable advantages that cryptocurrencies such as Bitcoin have over credit and
debit cards is that the transaction fees are minimal. Most people like to save as much money as
possible so by using cryptocurrencies they would be saving just a little bit more than their credit
or debit card counterparts. Another thing we strive to have is to have a great credit score, this
simply does not exist with cryptocurrencies. So, things like interest charges and late fees can
negatively impact you. Then there is the factor that the transactions while using Bitcoin are
completely anonymous. So, it also provides more privacy to its users than a card with their full
name on it. Lastly, another advantage that we discussed extensively in previous paragraphs is
that is extremely difficult to hack. There are cryptocurrency scams but they do not devalue or
take your actual cryptocurrency, rather it is a credit or debit card associated with an account with
cryptocurrency. They both have security risks but things such as Bitcoin are far fewer than its
counterpart. Overall cryptocurrencies are more desirable than physical money because of all the
reasons we discussed earlier.



Summary of your thoughts on cryptocurrencies---technologies used,

advantages, and dangers.

In the world we live in it is difficult to stay off the digital space, there are so many things going
on at once that they can be used in countless ways. In the past half-century, we have become so
technologically advanced that past civilizations and empires used physical money in elementary.
Yes, we still have them today but they do not have the same amount of weight behind them as
they once did. We can make thousands of purchases without ever touching or thinking about
physical money. | do not think cryptocurrencies will ever go away or replace physical money as
we know it. It has its place in the market space and a large supportive community of users
around the world. The technologies used to create and maintain cryptocurrencies such as Bitcoin
are simply the computers and hardware of the users. Since it operates peer-to-peer there is not
one master supercomputer handling the load. It is thousands if not millions of computers used at
once to compute its operations. This is called distributed computing. The dangers of
cryptocurrencies vary on what is occurring. Anything that involves this amount of technology
could be a victim to solar gamma-ray bursts that can take down power grids and distribute all
technology involved. This is commonly known and actions are being taken to prevent such cases.
Another huge danger with cryptocurrencies is the uninformed population that uses them, this has
become prevalent in the social media space. If one such person endorses a cryptocurrency like
Bitcoin it can drive up its cost of it dramatically. So, it needs to be noted that all cryptocurrency
is volatile and its value comes from its community. Cryptocurrencies are a valuable asset in
today’s day in age that potentially could revolutionize how we use and trade money forever.
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